056- SDMD606- FT-I ntegrator.gxp 6/22/06 9:03 AM Page 1 $

NEWMDIRECTIONS FOR SECURIIVASYSTEMS A& INTEGRAVGON

- .=

Vs RS

f o —— | _ —

i |
f | | ! — ‘
fr—
|

-
- |

Chris Wise of Security 101 has

drastically changed his business model

to appeal to today’s new IT customer -
Part 1 of 2 - a relationship in which the customer is
‘always on top,” Wise believes.

sdmmag.com

Americas Fireand Security Expo, July 18-20, Miami Beach Convention Center
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INTEGRATION:

THE INTEGRATORS'

Integrators have a high awareness of
security’s imminent convergence with
IT, and in most cases are welcoming it.

By Russ Gager, Senior Editor

ystems integrators could not be more
aware of the importance of information
technology (IT) and its convergence with
security products than if IT were the first
and third letters of their name. The fact that those
letters are part of the word “integrators’ may be
metaphorical for how intrinsic this technology is
becoming to the products they are using now and
will bein the future.
Some systems integrators enthusiasm for IT
relates to their hopes that it will help stan-
dardize products in the industry.
Companies like Microsoft and Cisco
have investigated industries such as
accounting and telecommunications,
developed software sys-
temsto operatethemand
sold them directly to
customers, observes
Chris Wise, president
of Security 101, Mari-
etta, Ga., whichisa
member and on the
advisory board of
the Honeywell
Commercial
Security Systems

)

PERSPECTIVE

group (Honeywell CSS). “They’ve done that effec-
tively, and I’'m quite sure they will do that for our
industry,” Wise predicts. “What do the manufactur-
ers need to do to be prepared for the onset of tech-
nological change?’

Randy Jara, president of UPS Security Systems,
Orange, Cdlif., also sees the writing on the wall
regarding the increasing influence of the IT world
upon security. “I think integration is going to be
much more IT-driven,” he notes. “Your instalers
will belessthe‘panel wiring guys and morethel T
software kind of guys.

“As our products continue to converge with the
I'T world, the people who buy from us are going to
be different, and the people doing the work are
going to be different,” he predicts. “We have to
anticipate that or we're going to end up being
dinosaurs and dying.”

For Wise, the issue is why end users need inte-
grators at all. “I feel strongly we have to position
ourselves for the change that is occurring,” Wise
says about the speed of technological change in
integrating security systems.

“We predominantly meet with IT managersinstead
of security managers,” he points out. “1 have a tech-
nology and security customer, and in most instances,
those two positions are not the same.

“You may have a security director and chief
security officer that have standards and manage-
ment protocols that need to be followed, and they
may not be best friends with the IT side of the
house,” Wise points out.

He adds that IT managers are becoming much
more familiar with security products and trying to
buy them directly over the Internet.

Theonly thing hethinksis preventing them from
doing so isthe expertise needed to determine what
type of access control technology to use, or how
many video surveillance cameras are needed,
where to position and focus them, and other secu-
rity installation and software skills.

“Anybody who wants to buy off the Internet is
not a good customer for us because they’re not
buying our expertise,” Jara declares. “We don’t
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‘True technology companies like

Teg warcy :
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Microsoft and Cisco are becoming
players in this market. If we don’t
prepare ourselves to play very well at
what we do best, which is employ and
implement security, the integrators
might shrink completely.’

— Chris Wise, Security 101

try to compete against people buying widgets
and gizmos off the Internet. It’s a different way
of skinning the cat.”

Wise sees the security business asatriangle with
manufacturers, integrators and customers on each
side, but the customers are on top.

“True technology companies like Microsoft and
Cisco are becoming players in this market,” he
observes. “If we don’t prepare ourselves to play
very well at what we do best, which is employ and
implement security, that third part of the triangle —
the integrators — might shrink completely.”

He tells of a person attending a security equip-
ment presentation he gave at a university, who was

dumbfounded to discover that one company’s secu-
rity equipment does not communicatein acommon
language with others'.

“I think our biggest challenges, in general,
are whenever we have to get out on a customer’s
network, and then trying to get IT to buy into
these applications and working with them on all
the restrictions in their network,” Jara relates.
“That probably is our biggest challenge on any
given day.

“Any time it has to go on a customer’s network,
we have to have alot more dialogue and high-level
meetings and planning to make sure that the system
goesright,” he declares. “We don’t control the net-
work, and alot of IT peopledon’t want thison their
network, so we just have to work alot harder about
interfacing with I'T people on their networks.”

Alan Kruglak, senior vice president and co-
owner of Genesis Security SystemsLLC, German-
town, Md., agrees that working with IT requires
more face-to-face contact.

“You spend a ton of time handholding in meet-

Chris Wise,
president of
Security 101,
Marietta,Ga.,
praises this new
equipment his
company installed
at the Atlanta Jour-
nal-Constitution's
newspaper offices.
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ings, and you alocate the time to do it,” Kruglak
asserts. “On onerecent project, we had no lessthan
20 meetings with different groups.”

When requirements and personnel change, more
meetingsarerequired, he says. “It'samoving target,”
he inssts. Customers consider the cost of a project,
but also their relationship with the systemsintegrator.

“So they trust your judgment,” Kruglak explains.
“If you pick good customers that are open to dis-
cussion, you'll learn some things in the process,
and you may decide to change based on the win-
win relationship you have with your customer.”

THE STATE OF INTEGRATION

Clifford Franklin, president of Sabre Integrated
Security Systems LLC, New York, thinks “open
architecture” and “convergence” are both buzz
words and goals.

“I'think open architectureisabuzz word, andit’s
atarget theindustry hasto get to, and | think the P
devices are going to bring us towards that goal; |
don’'t'think'it’s truly here yet.

“l think it's becoming more possible, since
more stuff is being put over IP, but right now it's
a big mish-mash. Everyone says they can inte-
grate, but they don’t really integrate; they inter-

Integrating Government Smart Card

Standard With Agency Systems

Scott Price, group senior vice president with Anteon, Fair-
fax, Va., is deeply involved in the process of helping federal
government agencies make their systems interoperable with
the directive of the government’s new smart card standard.

“A lot of the standards for interfaces between different
vendor products are still ill-defined, so integrators are left
patching these things together,” he declares. “You can’t
take any capture device and hook it up to an enroliment
system unless that device’s vendor has a long-standing rela-
tionship with the system’s vendor.”

Depending on each agency’s system, he thinks wireless
devices may be helpful in retrofitting readers or not requir-
ing interoperability throughout the interior of a facility.

“In that scenario, it really does become the job of the
integrator to go in and understand that system and figure
out the most cost-effective way to achieve what the direc-
tive wants to achieve,” he notes.

Price thinks most of the specifics of the federal govern-
ment’s smart card standard have been decided, but there
are still some weak spots.

“Enough has been developed that people are on the same
page, but there are still enough holes that the lines on the
page do not always line up,” he concludes.

Video surveillance equipment mounted on the pillar and
elsewhere by Sabre Integrated Security Systems LLC,
New York, provides surveillance of the permanent coin
exhibit at the Federal Reserve Bank of New York. It is
interfaced with alarm equipment at the site.

facewith each other. | haven’t seen too much true
integration of systems.”

Genesis Kruglak thinks those companies that
say they have open architecture really do not.

“That’s nonsense; their architecture itself is
closed,” he maintains. “There is nothing wrong
with that — somebody’s got to own and support it.
If ‘open’ isdefined asinterfacing with other things,
| think that’show it isnow. If you pay them enough
money, they’ Il interface with anything. That's how
they function.”

Scott Price, group senior vice president with
Anteon, Fairfax, Va., is involved with the govern-
ment’s efforts to standardize access for federal
employees through smart cards.

“1 do think open architecture is more of a buzz
word,” Price asserts. “The key word is interoper-
ability. If you sit in on these meetings and partici-
patein any of these standards bodies, interoperabil -
ity isthe only buzz word that matters.”

Franklin points out that because security guards
operate many such security systems, ease of oper-
ation is paramount.

“1 think end users would want to see one con-
trol box that did both access control and CCTV
and thirdly alarms all in one box with one GUI,
and it's seamless,” he theorizes. “A lot of our
clients where we do access control and CCTV
have to toggle between two GUIs, so it could be
on the same computer.

“A lot of peoplearecalling that anintegrated sys-
tem, but it's not really -- you have to come out of
one program and go into another,” Franklin notes.

o
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Mark Carlisle (seat-
ed), Security 101
project manager,
and Chris Parris,
Security 101 vice
president, inspect
the new installation
at the Atlanta Jour-
nal-Constitution that
replaces the previous
system (right).

“On the other hand, we're not getting a lot of
cals for truly integrated systems right now,” he
admits. “| don’t think the products are out there. A
lot of these buyers are quite savvy, and they don’'t
think they're seeing a truly integrated system that
turns them on enough to want to buy it. If product
was available, people would ask for it.”

Franklin has not seen demand for integration of
fire alarms or HVAC systems, and he doesn’t
expect to see integration with fire alarms in New
York City.

“We don’t touch fire alarms at all,” he admits.
“New York laws for fire alarms are so stringent, |
can't ever see a system being integrated with afire
alarm system.” Franklin keeps his systems separate
from fire alarm systemsin New York.

Kruglak, who alsois president of National Secu-
rity Integrators, does not see integration of fire or

PHOTO FOR SDM BY BILLYBROWN.COM

HVAC equipment happening in his
market.

“When you integrate fire, espe-
cialy fire, there’s no economic ben-
efit to doing everything on one sys-
tem,” Kruglak maintains. “The
requirements are different.”

Jara of UPS Security Systems has
not done many HVAC integrations
either. “We haven’'t done software-
related HVAC integrations, mostly
just hardwired, where we fire relays
to do this or that,” he explains.

WHAT MANUFACTURERS CAN DO

Jara agrees that manufacturers
need to continue to emphasize IT
products. “ They need to continue to
focus on technology and technical
training to help integrators under-
stand that the market is not going to
always bewhat wethink it istoday,”
Jara maintains.

“As an integrator, | think the things
we do today are not the things we are
going to do in three to five years, and
it'sall going to be driven by the prod-
ucts manufacturers give usto sell,” Jara predicts.

“The products we sell today have a lot more to
do with IT than they used to, so we have to get
Microsoft-certified and manufacturers have to
make sure the integrators know what is coming
down the pike so we can be prepared for it when it
gets here” he suggests. “ Sometimes we only see
the new stuff at a show.”

Kruglak asks, “What can manufacturers do?
Make products that work so there are no undocu-
mented surprises, no undocumented features, that's
what | would say.

“What integrators also ook for is manufacturers
that typically enable the integrating company to
make money, and how you do that islimit distribu-

‘As our products continue
to converge with the IT world,
the people who buy from us are
going to be different, and the people
doing the work are going to
be different. We have to anticipate
that or we’re going to end up being
dinosaurs and dying.’
— Randy Jara, UPS Security Systems
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tion so not everybody sells it, and you don’'t sell
directly to end users,” Kruglak continues. Manu-
facturerswho sell directly to end users are avoided
by most integrators, Kruglak maintains.

Training that can be done on atechnician’s own
schedule, such as over the Internet or in video con-
ference calls, also would be helpful for Jara's com-
pany. “Knowing that the people we have today are
not going to be the people servicing our productsin
the future, we have to train them -- they have to
grow,” he stresses.

“Most manufacturers want you to commit to
sending atechnician to their office for aweek at a
time,” hereports. “ That’s great, but our technicians
are our most valuable resources.

“In amost every market, there’s not an abun-
dance of technicians, so every time | pull atechni-
cian out of thefield for aweek, it costs meto send
him there, and | lose the revenue he would gener-
ate for aweek,” Jarapointsout. “1 want to do train-
ing when it is convenient for me to do training.”

Manufacturers' efforts to make their software
compatible with Microsoft Windows is a way of

Day/night cameras were installed in Times Square
by Sabre Integrated Security Systems LLC, New York,
for a NYC Department of Health project to monitor
Homeland Security equipment.

assuaging I'T managers concerns about non-Win-
dows software in the manager’s Windows environ-
ment, Wise suggests. This accommodation also
may slow the potential development of Microsoft
Security Manager software sold directly to end
users, Wise thinks.

Left: An old security console with outdated equipment was replaced
by Security 101, Marietta, Ga., with a new console shown here
under construction (above). It features four 32-inch LCD flat-screen
monitors and integrates access control with CCTV and intrusion devices.

PHOTO COURTESY OF SABRE INTEGRATED

SECURITY SYSTEMS

o



056- SDMD606- FT- I ntegrator. gxp 6/22/06 9:04 AM Page 65 $

PHOTO COURTESY OF SABRE INTEGRATED

SECURITY SYSTEMS

He thinks of Cisco as more of a hardware com-
pany and Microsoft more of a software giant,
although he admitsthat view may beincorrect. One
possible future he envisions is end users buying
Microsoft software and components off the Inter-
net. In this scenario, the function for the systems
integrator might be to provide any security expert-
ise and custom integration software required.

“It may be that in 15 to 20 years the days of
licensing software will be gone and it's more a
customized delivery of services that utilize the
software programs that have been put in place
for everybody,” he theorizes. “1f we don’'t posi-

‘What can manufacturers do?
Make products that work so
there are no undocumented surprises,
no undocumented features —
that’s what | would say.’

— Alan Kruglak,

Genesis Security Systems LLC

tion ourselves as integrators that think that far
ahead, we'refooling ourselvesinto thinking that
never will happen.”

A current job of his was installing 46 surveil-
lance cameras using power over Ethernet with
security software and a standard server.

“1t could have been done as well with an analog
system, but the driving force behind the job was an
IT guy,” Wisereveals. Herealized a 6 percent prof-
it on the cameras because the customer could have
bought them over the Internet for that price. “ That
changes your landscape,” he admits.

He was able to obtain a decent margin on the
services of knowing which camera and lens to

The PTZ camera is part of the perimeter protection
for this entire oil depot provided by Sabre Integrated
Security Systems LLC, New York.

This ID card reader for pedestrians was installed by
Anteon, Fairfax, Va., at a U.S. port.

An ID card reader for vehicle traffic also was installed
by Anteon at a U.S. port.

use. Nevertheless, Wise calculates using IT
equipment was 28 percent more expensive than
standard anal og.

“But the IT guy’s very simple response was, ‘|
want new technology; | don’t want to employ
something that is outdated,” he related.

The customer was able to sell installation of the
IT system to his company on that basis. “He said,
‘| don't buy anything old, | buy something new,
and that's exactly what they did.” ']

Wise cautions that technological innovation is
important, but so are basic business-building skills.
“Technology is wonderful, but if you forget the
basic blocking and tackling, it can hurt you,” he
warns. Integrators have to keep their ears to the
ground, be prepared for technological changes,
understand the market and deliver service.

Jara agrees. “From a capabilities and perform-
ance standpoint, the customer wants to know
you're going to be there for the long haul,” he

points out. “So what kind of track record you can

providefor quality serviceisanimportant differen-
tiator for any company.” l
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