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» WEB SERVICE MESSAGES

O EnqueueDacs - Send a new data package
Direction: Initiating system -> Receiving system

Contents:
DACS
the data package

O EnqueueDacsResponse - Acknowledges the receipt of a data package
Direction: Receiving system -> Initiating system

O EnqueueDacsFail - Soap Fault, signals an invalid data package
Direction: Receiving system -> Initiating system

Contents:
DACSID
unique id of the invalid package

MESSAGE
error description

» SECURITY

Security is handled on the transport level by using SSL with mutual authentication. For this, both parties
must have valid X509 certificates that can be used for SSL client/server authentication. As both parties
can play the role of a client as well as a server, both client and server certificates are required on both
sides, although a single certificate configured for both client and server authentication might be used.

On the Mobilengine side in order to be accepted, the client certificate has to
O has to be issued by a certificate authority trusted by the Mobilengine server

O the Issuer and Subject fields of the certificate must contain values uniquely identifying the other party.
These values are used to identify the external system in Mobilengine.

» SIMPLE REFERENCE DATA BASED INTEGRATION (STC)

STC is a simplified protocol supporting direct exchange of reference data table changes between the 3rd
Paty Backoffice and the Mobilengine Backoffice. STC supports simple integration scenarios, where changes
of reference tables are synchronized between the integrating parties using data packages of a predefined
package type.

This kind of integration can be enabled in Mobilengine using a configuration interface, there is no need to
define any custom processing logic. STC data packages use the meta “Wpreftab2.1:SendTableContent”
and the contents must adhere to a fixed schema.
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An STC package is built up as follows w

<SendTableContent xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema”>
<table Tableld="table1”>
<Rows>
<Row op="lor’>
<Keys>
<Column Name="coltext”>
<Value xsi:type="xsd:string”>alma</Value>
</Column>
</Keys>
<Columns>
<Column Name="coldate”>
<Value xsi:type="xsd:dateTime”>2012-07-11T09:31:45.2066627</Value>
</Column>
<Column Name="coltext”>
<Value xsi:type="xsd:string”></Value>
</Column>
<Column Name="colnumber”>
<Value xsi:type="xsd:int">12345</Value>
</Column>
<Column Name="colfloat”>
<Value xsi:type="xsd:double”>123.45</Value>
</Column>
</Columns>
</Row>
<Row op="De”>
<Keys>
<Column Name="colnumber” />
<Column Name="colfloat”>
<Value xsi:type="xsd:string”">1.2</Value>
</Column>
</Keys>
</Row>

</Rows>

</table>

<table Tableld="table2”>
</table>
</SendTableContent>
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O A SendTableContent package can contain changes to one or more reference tables in one or more
<table> elements. Reference tables are identified by their name in the Tableld attribute.

B A <table> element contains one or more <Row> elements.
» The op attribute specifies the type of change:

IOR: insert or update
IN: insert

UP: update

DE: delete

O The contents of the <Row> element depend on the operation:
» For IOR:
The <Keys> element contains the values of the primary keys for the row
The <Columns> element contains the values of all fields of the row (including the
primary key values).
» ForIN:
The <Columns> element contains the values of all fields of the row

» For UP:
The <Keys> element contains the values of the primary keys for the row
The <Columns> element contains the values of the changed fields of the row

» For DE:
The <Keys> element contains the values of the primary keys for the row

O For a given table the Mobilengine server sends either lor + De or In + Up + De operations.
This can be configured separately for the individual reference tables.

A reference table can be synchronized in one direction only, that is either data is sent either by the external
system to Mobilengine (inbound) or from Mobilengine to the external system (outbound). Once the processing
of the SendTableContent package is finished, the receiving system can send an SendTableContentDone
message containing the results of processing:

<SendTableContentDone
dacsidReplyTo="f8903fa1a9ed4ce5bf0f83b96413109¢e”
kres="success-or-failure”
message="message”/>

where

O a SendTableContentDone package describes the outcome of the processing of a SendTableContent
package received earlier.

O dacsidReplyTo is the package identifier of the processed package. This is always different from the
package identifier of the SendTableContentDone package.

O KRES contains the result of the processing (either success or failure)

O MESSAGE contains the error message if kres = failure

Mobilengine Ltd.

n m o bi l 9®n g i n e 745 Atlantic Avenue Boston MA 02111 USA

+1-617-871-9964 | office@mobilengine.com | www.mobilengine.com



Mobilengine INTEGRATION WHITE PAPER

» INBOUND INTEGRATION

In case of inbound integration the external system sends SendTableContent packages to the Mobilengine
server wrapped in EnqueueDacs messages. The packages are then queued and processed one-by-one
in the order of arrival, updating the reference tables as necessary. At the end of processing depending
on the integration configuration the Mobilengine server can send a SendTableContentDone package
with the result of the processing. In order to receive data, a reference table must be explicitly configured
for inbound integration.

» OUTBOUND INTEGRATION

In case of outbound processing the Mobilengine server sends changes to one or more reference tables
to the external system in a SendTableContent package. The process is triggered by an incoming form
sent by a mobile client. If a reference table is configured for outbound integration, changes to the reference
table during the result feedback processing of the incoming form are collected. When the result feedback
processing is finished all changes are sent in a single SendTableContent package. When the external
system completes processing the package it might send a SendTableContentDone package with the result.

O CUSTOM DATA PACKAGE BASED INTEGRATION

If the SendTableContent based integration is not sufficient or feasible because the external system cannot
provide or process the data in the required format it is possible to use custom data packages for integration.
The schemas of the packages must be coordinated between the customer and the Mobilengine operations
team. The custom logic required for processing and creating the packages is developed by the Mobilengine
operations team. The schema and the custom processing is bound to the meta (package type) of the pack-
ages.

Once the processing of the custom data package is finished, the receiving system can send an
DacsDone message containing the results of processing:

<DacsDone
dacsidReplyTo="f8903fa1a9ed4ce5bf0f83b96413109¢e”

kres="success-or-failure”

message="message”’/>

where
O a DacsDone package describes the outcome of the processing of a custom data package received earlier.

O dacsidReplyTo is the package identifier of the processed package. This is always different from the package
identifier of the DacsDone package.

O KRES contains the result of the processing (either success or failure)

O MESSAGE contains the error message if kres = failure
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» INBOUND INTEGRATION

For inbound integration, the packages sent by the external system are queued on the Mobilengine server
similar to the SendTableContent based integration. The required custom processing is determined based
on the value of the meta of the package. Note that no acknowledgment package is sent automatically

at the end of processing. If an acknowledgement is required it must be built and sent in the custom
processing logic.

» OUTBOUND INTEGRATION

The same as for SendTableContent based integration, outbound integration is triggered by an incoming
form. In this case however the result feedback processing logic also contains the code to build and send
data packages to external systems. The packages are actually sent only at the end of processing, if the
result feedback processing executes successfully.

Packages can be also sent from the incoming package processing code, this can be used for example to
send acknowledgment packages, processing results, or ad-hoc queries. The same as for result feedback
processing the packages are only sent at the end of the incoming package processing if the processing
was successful.

When the external system completes processing the package it might send a DacsDone package with the
result.

I3 ACCESSING IMAGES

As sending binary data in XML is not practical, images sent in by mobile clients are not included in the data packages.
Instead, the packages can contain image ids that can be used to retrieve images from the Mobilengine server through

HTTP get requests.

The URL for accessing the images is:
1. https://service.mobilengine.com/Services/Wdx/Rdtbin/<id>
2. https://service.mobilengine.com/Services/Wdx/Rdtbin/<id>/raw
3. https://service.mobilengine.com/Services/Wdx/Rdtbin/<id>/<post-process name>

where
O <id> is the image id
O RAW: optional, if specified, the unprocessed image is returned as sent by the mobile client
O <post-process name> is the name of a post-processing definition
O either RAW or <post-process name> can be specified, but not both
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The response to the above request is an HTTP binary stream containing a JPEG image of

1. the image with watermark and metadata embedded by the Mobilengine Backoffice
2. the original, raw, unprocessed image submitted by the mobile device.

3. the image processed by the Mobilengine Backoffice using image processing steps defined
by <post-process name>.

As on the web service interface, an SSL connection with mutual authentication is used. The client requires
a valid x509 certificate. The client certificate

O has to be issued by a certificate authority trusted by the Mobilengine server

O the Issuer and Subject fields of the certificate must contain values uniquely identifying the other party.
These values are used to identify the external system in Mobilengine.

O DEVELOPING AN INTEGRATION SOLUTION

The first step of developing an integration solution is deciding whether to use STC or custom data package based
integration, and in case of custom data packages, defining their schemas. Once the integration has been configured
on the Mobilengine Backoffice, the system can generate a company specific WSDLs for both inbound and outbound
integration that include the complete data package schemas and the possible values for the dacs meta attribute.
This WSDL is provided by the Mobilengine Operations team, and can be used to kickstart the development of the
integration solution. The inbound WSDL can also be used to send test packages to Mobilengine using Web Service
testing tools like SoapUl or SOAPSonar without writing a single line of code.

If inbound integration is enabled for the company, the WSDLs are accessible also directly through the URLs
https://service.mobilengine.com/services/wdx/wsdl/wdi and https://service.mobilengine.com/services/wdx/wsdl/wdo
for the inbound and outbound WSDL respectively. Access to these URLs requires the same client certificate that is
configured for inbound integration on the Mobilengine Backoffice.

I3 USING MICROSOFT .NET

There is a C# sample solution available that demonstrates both the in and outbound direction of the integration.
This is provided by the Mobilengine Operations team.

» INBOUND INTEGRATION

For inbound integration you’ll have to create a web service client talking to the Wdx web service on the
Mobilengine side. With the WSDL in hand you can simply use the “Add Service Reference...” context
menu option to generate the code required to communicate with the Wdx service. This will also add the
required service client configuration settings into the app.config/web.config file except for the client
certificate configuration. You can specify the client certificate by configuring an endpoint behavior as
demonstrated in the following configuration file snippet:
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<system.serviceModel>
<client>
<endpoint name="BasicHttpBinding_IWdx”
address="https://service.mobilengine.com/Services/Wdx/Wdx.svc”
contract="Mobilengine.Integration.IWdx”
binding="basicHttpBinding”
bindingConfiguration="BasicHttpBinding_IWdx”

 behaviorConfiguration="BasicHttpBinding_IWdx" />
</client>

<bindings>
<basicHttpBinding>
<binding name="BasicHttpBinding_IWdx">
<security mode="Transport”>
<transport clientCredentialType="Certificate” />
</security>
</binding>
</basicHttpBinding>
</bindings>
<behaviors>
<endpointBehaviors>

</endpointBehaviors>
</behaviors>
</system.serviceModel>

The generated code also includes the WdxClient class that can be used to send integration packages using the
EnqueueDacs method.

var dacs = new Dacs
{
dacsid = Guid.NewGuid().ToString(“N”),
dtu = DateTime.UtcNow,
meta = DacsMeta.one_of the available metas
}
dacs.Content = new DacsContent {
Iltem = ... // create dacs content here
}
var wdxClient = new WdxClient();
wdxClient.EnqueueDacs(dacs);
wdxClient.Close();

When creating the dacs contents you can use the types generated from the WSDL.
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» OUTBOUND INTEGRATION

For outbound integration you have to create a web service that provides an endpoint as specified in the out-
bound WSDL. The Service Model Metadata Utility Tool (svcutil.exe) can be used to generate the types for
implementing the interface defined in the WSDL. Typically you'll want to host the web service under IIS, which
means creating a WCF Service Application and implementing the generated IWdx interface in the service svc
codebehind file:

[ServiceBehavior(InstanceContextMode = InstanceContextMode.Single)]
class WdxService : IWdx

{

public void EnqueueDacs(Dacs dacs)

{

/Iput your message processing code here

}

}

In 1IS the configure the web site to require SSL and require client certificates. The certificate used by the site
should be sent to the Mobilengine Operations team so that the Mobilengine side can be configured to accept
it as a valid certificate. The Mobilengine server will use a client certificate to authenticate itself. This certificate
has to be accepted by IIS as a valid client certificate.

Using SSL is not strictly required, as Mobilengine can communicate over unsecured HTTP as well, but is
recommended to ensure that only integration messages sent by Mobilengine are accepted as well as the
confidentiality of these messages.

B USING JAVA

There is a Java sample project available that demonstrates both the in- and outbound direction of the integration.
This is provided by the Mobilengine Operations team.

There are several web service frameworks for Java, however as the JAX-WS implementation included in the Java
standard class library since Java 6 is sufficient for implementing an integration solution with Mobilengine, we will use
that in this document.

» INBOUND INTEGRATION

For inbound integration you’ll have to create a web service client talking to the Wdx web service on the
Mobilengine side. The WSDL can be used to generate the types used to communicate with the web service
using the wsimport tool. The certificates used can be configured by setting some system properties:
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“ ” o«

javax.net.ssl.trustStore”, “trust store file path”);

” o«

System.setProperty
System.setProperty(“javax.net.ssl.trustStorePassword”, “trust store password”);

(
R
System.setProperty(“javax.net.ssl.keyStore”, “key store file path”);
(
(

System.setProperty(“javax.net.ssl.keyStorePassword”, “key store password”);
System.setProperty(“javax.net.ssl.keyStoreType”, “jks/pkcs12”);

The key store file should contain a single certificate including private key that will be used to authenticate
the client. The trust store file should hold the Mobilengine server certificate. After this you can create a web
service client instance and send a data package:

Wdx wdx = new Wdx();

IWdx wdxClient = wdx.getBasicHttpBindinglWdx();
Dacs dacs = createDacs();
wdxClient.enqueueDacs(dacs);

The following code can be used to create a data package:

Dacs dacs = new Dacs();
dacs.setDacsid(UUID.randomUUID().toString());
dacs.setMeta(DacsMeta.ONE_OF_THE_AVAILABLE_METAS);
DacsContent content = new DacsContent();

dacs.setContent(content);

/Il the rest of building the content of the package depends on the actual
/I package schema

» OUTBOUND INTEGRATION

For outbound integration you have to create a web service that provides an endpoint as specified in the
outbound WSDL. As for the client, the wsimport tool can be used to generate the types needed to implement
the interface defined in the WSDL. The actual service implementation is a class implementing the generated
IWdx interface:

@WebService(
serviceName="Wdx”,
targetNamespace="http://schemas.mobilengine.com/Wdx")
public class WdxService implements IWdx {
@0Override
@WebMethod(
operationName = “EnqueueDacs”,
action = “http://schemas.mobilengine.com/Wdx/IWdx/EnqueueDacs”)
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@RequestWrapper(
localName = “EnqueueDacs”,
targetNamespace = “http://schemas.mobilengine.com/Wdx”,
className = “com.mobilengine.schemas.wdx.EnqueueDacs”)
@ResponseWrapper(localName = “EnqueueDacsResponse”,
targetNamespace = “http://schemas.mobilengine.com/Wdx”,
className = “com.mobilengine.schemas.wdx.EnqueueDacsResponse”)
public void enqueueDacs(
@WebParam(name = “dacs”,
targetNamespace = “http://schemas.mobilengine.com/Wdx”)
Dacs dacs)
throws IWdxEnqueueDacsEnqueueDacsFailFaultFaultMessage {
/Iput your message processing code here

The web service can be hosted in the java servlet container of your choice. It is recommended to configure
the service URL to require SSL with client authentication. The certificate used by the service should be sent
to the Mobilengine Operations Team so that the Mobilengine side can be configured to accept it as a valid
certificate. Also the service must be configured to accept the client certificate used by Mobilengine.

Using SSL is not strictly required, as Mobilengine can communicate over unsecured HTTP as well, but is
recommended to ensure that only integration messages sent by Mobilengine are accepted as well as the
confidentiality of these messages.
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