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WELCOME FROM CORPORATE INSIGHT

Corporate Insight is the leading provider of competitive intelligence and user experience research to

the nation’s top financial institutions. Our mission is to analyze and understand the evolving
technological landscape across the financial services industry and identify the innovations that will
shape the future.

Corporate Insight’s analysts also strive to stay ahead of new digital innovations and trends beyond those
in financial services. John Greenough, a Research Associate on Cl’s Banking and Credit Card team, has
performed extensive research on the providers and digital platforms that drive the Bitcoin marketplace.
John’s research encompasses the overall Bitcoin user experience. He has opened accounts and
personally interacted with leading Bitcoin exchanges, mining services and wallets giving his research a
unique, first-hand perspective into the world’s preeminent virtual currency.

The Complete Bitcoin User Experience: Mining, Exchanges, Wallets and Beyond provides a detailed

analysis of how Bitcoins are created, traded and stored. The study includes reviews of the top websites
and online services driving the Bitcoin marketplace including Slush’s Pool, Blockchain.info and Coinbase
among others. Bitcoin’s uses, value, future outlook and virtual currency competitors are also discussed.

We hope you find this study valuable and would like to thank you for your interest.

Sincerely,

LS A

Michael Ellison, President
Corporate Insight, Inc.
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INTRODUCTION

On January 28, 2014, New York held the first state hearing on the future of Virtual Currencies in which
Benjamin Lawsky, State Superintendent for the Department of Financial Services in New York, stated the
future of Bitcoins is currently at its “tipping point.” Many of the panelists at the hearing, including the famed
Winklevoss twins, believed that this upcoming year will be “the year of Bitcoins,” when consumers will begin
to accept them as a legitimate form of currency for exchange.

What are Bitcoins?

Bitcoins are a form of virtual currency — a type of money that is purely digital and can be exchanged
quickly across continents. Virtual currencies are being thought of as the next logical progression in money
transfer, with Bitcoins being its leader. The peer-to-peer Bitcoin system has no central computer running it,
and is instead distributed across a network of Bitcoin users. To connect the Bitcoin users, the system uses
an open-sourced (publicly available) software that users run on their computers to solve complex
mathematical problems in order to process/manage the Bitcoin transactions. In exchange for running the
software, users are rewarded with Bitcoins through a process that is known as mining. Once the miner
receives the Bitcoin, they are then free to trade it to others, spend it on goods and services, or store it
within their digital wallet. Today, the price of one Bitcoin is roughly $700, yet that value highly fluctuates.
Due to its high price, consumers often transact in fractions of a Bitcoin, such as 0.0001.

Who can use Bitcoins?

One of the chief benefits of the Bitcoin network is that does not have the same exclusivity and limitations
that opening a bank account would pose to an individual. Instead, the network is available to anyone who
has a computer or access to a Bitcoin ATM. Because of this, Bitcoins are considered the first “global
currency”; with Bitcoin users able to trade across continents in a matter of seconds. Furthermore, the
service allows anyone with access to any type of traditional currency (i.e. dollar, euro, yuan, etc.) to easily
buy into the system and begin trading Bitcoins for goods or services.

Who Created Bitcoins?

Bitcoins were created by a cryptographer acting under the pseudonym Satoshi Nakamoto. His idea was to
create a currency that can be exchanged across the globe in seconds, while simultaneously eliminating any
costs those transactions would typically incur. Additionally, the system is designed so that it would be
nearly impossible (or highly expensive) for one individual to control the Bitcoin network. To control the
network, an individual or organization would need to control 51% of the mining process, which would
require an incredibly massive amount of computing power. Furthermore, Nakamoto’s system was built so
that only a finite amount of Bitcoins (21 million) will ever be created, which eliminates the need for a
government-run central bank due to the system not needing additional currency supply added or taken
away. His system is often referred to as “digital gold”; no country can possibly control who finds the world’s
gold supply and no one can create more gold to be exchanged. However, unlike gold, Bitcoins can be
moved in seconds across the globe.
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Aren’t Bitcoins Used for Purchasing lllegal Goods Online?

While Bitcoins were once used primarily for illegal goods, the market has shifted remarkably to
legitimate forms of exchange. Consumers can use Bitcoins today to buy a wide variety of goods/services
and merchants who accept them are growing rapidly. In their early days, Bitcoin users would mine using
their at-home desktop computer and transact those currencies through the system, oftentimes not
revealing their identity. In November of 2013, the government was able to shutdown Silk Road, a black
market website in which customers could trade Bitcoins for illicit goods, such as heroine or guns, without
revealing their identity and making it hard for law enforcement to track them down. That problem of illegal
activity without a face to blame has somewhat been quelled as the Bitcoin network has grown to fit the
demand from consumers. Now, average consumers who would like to access Bitcoin would most likely use
a seamless online platform to do so, which require users to confirm their identity in a variety of ways.
While the problem of illicit purchases paid for by Bitcoins to some extent remains, its shift to greater
acceptance has made it more transparent.

Why is 2014 “The Year of Bitcoin”?

In 2014, we will see massive changes to the Bitcoin landscape, either through new regulations that may
hinder its ability to grow, or through the expansion of businesses helping to build the Bitcoin ecosystem.
Bitcoin advocates claim that we are currently witnessing an evolution of the payments industry with the
rise of Bitcoin. Many compare it to when the Internet first began, and they raise a good point: When the
internet became widely available to consumers, people were unsure of what it was or what it would be
used for. Soon, services like A.O.L. began to run Internet service platforms, which helped build consumer
use. Today, many businesses are based entirely off the Internet and it has become a part of our daily lives.
The Bitcoin advocates claim that in 2014, it’s possible that we’ll see a virtual currency system from a major
bank that advertises it securely, transfers funds and holds value. However, they believe these systems will
quickly fail and fall back onto the original Bitcoin model, similar to the reversion of the internet Already,
Bitcoin businesses have begun to form and are cultivating to build an ecosystem around the virtual
currency. Contrary to the Bitcoin advocates, many believe that we are currently witnessing a bubble in
which Bitcoins will inevitably collapse due to its lack of collateral and overall value. Furthermore, many
economists forecast this collapse to occur relatively soon, possibly in 2014.

Bitcoin and Virtual Currency Basics
For a closer look at virtual currency fundamentals, check out Corporate Insight’s Bitcoin and Virtual

Currency Basics whitepaper released in January.
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MINING A BITCOIN

The mining process is paramount for the success of Bitcoins. Through this process, miners dedicate their
computing power to help manage transactions, transfer funds, keep the network secure, and ensure
everyone in the system is synchronized.

The Blockchain, Block and Hash

The Bitcoin network is heavily reliant on the mining process of dedicating computing power to help process
transactions within the Bitcoin peer-to-peer system. The system is centered on the blockchain, a public
ledger that records all transactions that occur in the system. The blockchain is composed of blocks, which
are constantly added to the system through the open sourced software created by Nakamoto. Each block
contains the public record of any Bitcoin transactions that occurred during a roughly 10-minute timeframe.
To mine for Bitcoins, users must run a mining software (based off of Nakamoto’s original code) on their
computer that enters them into the mining world to continually solve complex algorithms. The algorithms
act to help harness the computing power in order to process transactions and create a record of the
transaction that is stored in the block. Once a block is created, miners put it through a process in which they
condense all of the transactional information in the block by applying a mathematical formula to its data.

The result of this is a much shorter sequence of numbers and letters known as a hash (the end process of
mining the block). The hash acts as a digital seal for the block that is specific to the transactional
information found within. Therefore, if someone retroactively altered a transaction within the block, the
system would be able to identify that a change has been made because the hash would change.
Additionally, each hash is connected to all of the other hashes that are within the system, meaning if one
block is altered with, all hashes change and the system is instantly notified not to process the transaction.

The Blockchain  Source: Offtheblockchain.com

How does Mining Lead to the Creation of Bitcoins?

Once a block and subsequent hash has been created, and the block has been added to the blockchain, the
system releases Bitcoins out to the miners. The catch is that only one miner receives the Bitcoins. That
miner is the person who was able to successfully create the hash first and have dedicated their computing
power to it. To better understand, consider the game Capture the Flag: Throughout the game, multiple
players are attempting to capture a flag, but while they are doing that, they are also trying to capture
members of the opposing team. Ultimately, it does not matter how many individuals they have captured,
but it’s the person/team who captures the flag that wins. In Bitcoin, miners are processing transactions
(catching players), but ultimately the person who wins is the one who creates the hash (captures the flag).
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How many Bitcoins are released?

Currently, when a hash is created, 25 Bitcoins are released to one of the miners. However, Nakamoto
designed the system so that as the Bitcoin network grows, the system adjusts to make it more difficult to
mine for each Bitcoin. It does so by making the algorithm exponentially more difficult based on the number
of miners. Additionally, every four years, the number of Bitcoins released per block halves until the
predetermined amount of 21 million Bitcoins are reached. For example, by 2017, one block will equal 12.5
Bitcoins; by 2021, each block releases 6.25, etc.

Number of Bitcoins Released Over Time
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The Mine

Due to the increase in popularity of Bitcoins in the past year, there has been an influx of miners trying to
create a hash and obtain the Bitcoins. This influx of miners has made it almost impossible for an average
consumer to complete a hash. It is widely reported that the electric power required to mine an entire
Bitcoin on an average computer would far outweigh its value. As a result, computers built specifically for
mining Bitcoins (also referred to as ASIC miners) are being sold on the market for a retail value of upwards
of $6,000'. Additionally, miners throughout the world have begun to build “super-mines” in which they
obtain Bitcoins using computers with a high processing speed and low energy intake. Therefore, the
average consumer must turn to pooled mining to obtain a Bitcoin.

Pooled mining is the process of combining computing power with other Bitcoin miners with the hope of
receiving a share of the Bitcoins that the group as a whole mines for. To do so, miners sign up for one of the
many online pooled mining services. Additionally, miners must download a mining software program to
their computer that runs the mining process in combination with the pool.

To better understand the process, let’s take a closer look at one of the top-pooled mining services, Slush’s
Pool, and its recommended software, Kiv’s GUI Miner.

1 CoinTerra is the world’s fastest Bitcoin processor and is being sold for $5,999.
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Slush’s Pool BITCOINCZ

Mining

aka Slush's pool

One of the leading pooled mining services is BitcoinCZ, also known as Slush’s Pool. Slush’s Pool combines
miners’ computing power together to attempt to receive one of the sets of Bitcoins from the blockchain. If
the group as a whole is successful in creating the hash, they divide the Bitcoins to the individuals who are
involved in the hashing process by the amount of computing power they have dedicated. The following
explains the step-by-step process of obtaining a fraction of a Bitcoin by dedicating computing power
through Slush’s Pool:

1. Signing up for Slush’s Pool is seamless — Prospects are required to create a username and
password, and link an email address to their account. Additionally, users must verify their email
address through an activation email.

2. Users must link a Bitcoin wallet to the account — Because Slush’s Pool only acts as a mining
platform, users must have already set up a Bitcoin wallet to store the Bitcoin (process explained on
page 9). To complete the setup, the user must provide the Bitcoin address of the wallet so Slush’s
Pool can transfer the shares they earn while mining. The Bitcoin address can be found within any
online/mobile Bitcoin wallet.

14i5NZgWVGnljkfRhVs1KHM7HHeWQNTnUH

Bitcoin Wallet Address Example

3. Miners download software to mine Bitcoins on computer — To mine a Bitcoin, miners must
download mining software onto their computer. Slush’s Pool recommends to download Kiv's GUI
Miner for beginning miners. The software is easily downloaded through a link to Mining.Bitcoin.cz.

4. Mining requires nothing from the miner, except their computing power — Once the GUI Miner
software is downloaded, miners must select Slush’s Pool as the server and login to the mining pool
using their username and password. Once logged in, miners will select Start Mining to begin the
mining process.

File View Solo utilities Options Language Donate Help

Default* 1 b X
Server: [slush's pool vl Website: http://mining.bitcoin.cz
Username: WUsername Fassword: eses
l Device: [[U-U] Caicos VI Extra flags:

CPU Affinity: [#F]0 [O1 [O]2 3

Shares: 1 accepted - last at 05:25:03PM 23.0 Mhash,'s

Kiv’s GUI Mining Software
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5. Slush’s Pool My Account page allows users to track and manage all mining — The Slush’s Pool My Account page acts as the main overview page. There,
users edit their Bitcoin wallet address and track the amount of Bitcoins they have earned through mining. Additionally, miners may edit the threshold at
which Slush’s Pool will automatically send the Bitcoins earned to them. Finally, users may add multiple miners to one account through the workers menu

located at the bottom of the page. This allows miners to combine multiple computers’ mining power to be linked to one account.

Logout | Account settings | Payout history | Manage API tokens

My account

Slush's Pool requires

Please, consider enabling payout address protection of your pool account by two-factor miners to dedicate

authentication or by locking it. See Account settings for more information. enough computing
o U . power to earn at least
Bitcoin wallet address s ieil [ | 0.01 BTC (equivalent
required for Slush's

to roughly $8 on

e Bitcoin address: 14isMZo RS- | Your Bitcoin address for receiving rewards
Pool to send Bitcoins 1/10/14) in order to
to Miner Send threshold: 10 Coins will be sent once the reward crosses over the threshold JIENER 1| =0 s i s == s
Estimated reward: 0.00000000 BTC Estimated reward for current round the Bitcoin to the
Calculations and wallet
i s e Unconfirmed reward: 0.00000000 BTC Pending reward from unconfirmed blocks
of Bitocoins users will .
. Confirmed reward: 0.00000000 BTC Your confirmed balance from valid blocks
receive
Total reward: 0.00000000 BTC Uncenfirmed + Confirmed rewards
Miners must register a
“worker” to be able to
Workers mine Bitcoins.
Customers can add
Average hashrate in last 10 rounds: 0 Mhash/s multiple workers
across multiple
Register new worker :
L L computers, linked to a
‘ Login d Found blocks | Current shares Score Last share at Mhash/s* Actions | singular Slush’s Pool
- vorkerl | MShXBIKD | 0 0 0 - 0 Edit | account
* The calculation is based on the number of shares =o far, which may not be accurate for slow workers.,

Slush’s Pool My Accounts Page

Final Thoughts on Mining

The Slush’s Pool interface is easy to use and requires little from the Bitcoin miner. However, the pooled mining process is slow and reaps little rewards for a
consumer running an average desktop. To have a successful mining device, Bitcoin users may purchase an ASIC miner that has been specifically built for mining.
Bitcoin enthusiasts who do not wish to invest in a Bitcoin processor will benefit more in the Bitcoin ecosystem from trading/buying a Bitcoin through an online

exchange than through mining efforts.
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BITCOIN WALLET

In order to execute any Bitcoin transaction, a user must be registered to have a Bitcoin wallet. Bitcoin
wallets hold cryptographic keys for users to access and spend their Bitcoins.

The Bitcoin

Another one of Nakamoto’s designs for the system was to have it be a double-keyed system for a user to
access their Bitcoin. The holder of the Bitcoin has a large sequence of numbers that acts as a private key,
while the blockchain holds a separate publicly available key. In order to open the block to send the Bitcoin
to another party, both keys are needed. The system is similar to a safety deposit box: A customer always
holds a key to their safety deposit box, but the bank holds the key to the vault, which its employees can
access. The mining system is like the bank in that where the miners have access to the vault key, only the
owner of the Bitcoin can access the safety deposit box that holds the Bitcoin.

The Wallet

The Bitcoin wallet stores the private cryptographic key needed to access the Bitcoin within the Blockchain.
In order to complete any action, such as the mining process, Bitcoin users must have already set up a
Bitcoin wallet. The Bitcoin Wallet contains a cryptographic address, where traders can send Bitcoins, much
like an email address. Bitcoin wallets are available in two forms: Hot Wallets and Cold Wallets.

1. Hot Wallets — These are wallets stored in an online server and often come in both online and
mobile platforms. Examples of these include Coinbase and Blockchain. Because the Bitcoin
information is stored within the two servers, the Bitcoin user runs the risk of a data breach on the
site in which they lose their Bitcoins. However, these sites also provide more functionality and
easier access to the Bitcoin Marketplace.

2. Cold Wallets — These are wallets that are directly stored on the user’s computer. Examples of these
include Bitcoin-QT and MultiBit. By storing Bitcoins in a cold wallet, users ensure that their private
keys are safe from a possible data breach that may be found in other types of wallets. The cold
wallets typically include a paper wallet containing a picture of a Bitcoin quick response (QR) code or
are stored on a USB drive. Furthermore, Bitcoins were previously able to be “minted” into physical
coins that would store the cryptographic keys necessary to access the Bitcoin within the Blockchain.
Additionally, there has been a rise in the creation of “deep cold storage” vaults, where private
encrypted keys to Bitcoins are stored on a large offline secured server.

The following examines both Blockchain and Coinbase, the two leading Bitcoin hot wallets that users may
sign-up for online. While both services allow customers to store, send, and receive Bitcoins using the online
platform, they strongly differ in additional features. Coinbase allows its users to buy and sell Bitcoins
directly through their site. Blockchain tracks transactions and provides cryptographic codes to enable users
to send/receive payments. Additionally, Blockchain has multiple partners that link its user to shop with
Bitcoins, as well as gamble with Bitcoins.
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Blockchain

Blockchain.info is often recommended for new Bitcoin users due to its extensive partnerships with the
Bitcoin marketplace and its easy set-up process. The service provides an easy-to-use interface in which
users can view their transactions and send/receive Bitcoins. It is also available as a mobile application,
however the 10S version is limited in accordance with Apple policies.? Additionally, the service provides an
extensive network of Bitcoin partners, such as the Bitcoin Store, Bitcoin Options, and Gyft, a service
enabling customers to buy gift cards using Bitcoins. Blockchain.info also enables users to quickly convert
Bitcoins into cash through the partnered Cash Into Coins service. However, users wishing to buy/sell
Bitcoins must use an outside Bitcoin exchange website, such as Mt. Gox. The following examines the multi-
faceted interface of Blockchain.info:

1. Blockchain requires customers to verify email address to sign up — The sign-up process requires
users to enter an email address, password, and Captcha. Once entered, customers must verify their
account through a verification email. Once signed up, Blockchain prompts a lightbox containing a
mnemonic and instructs users to write down the phrase. Interestingly, Blockchain does not provide
users with the ability to recover a password if forgotten. To recover an account, the firm instructs
clients to enter the mnemonic that was provided in the sign-up lightbox.

i A,
Wallet Recovery Mnemonic &

Your wallet has been created successfully. If you forget the details the phrase below can be used to recover
everything.

Please Write Down the Following:

wonder tune volume sincerest (I, 00k ¢lectra graf

imperceptible ignominious hamman conventional

Do not save the mnemoenic on your PC or in your email drafts! Write it down or print it!

Without the mnemanic we cannat help recover forgotten passwords and will result in LOSS of ALL of your
bitcoins!.

. o

Wallet Recovery Mnemonic

2. Blockchain Header — The firm’s header contains six links to various parts of the site including Home,
Charts, Stats, Markets, Developers, and Wallet. While the Charts, Stats, and Markets pages provide
excellent tools for tracking the current price and statistics of Bitcoins, the Wallet Home will be the
page examined.

Wallet

Blockchain Header

2 As of February 7, 2014, Apple has removed the Blockchain application from its App Store. The application is still
available on the Android platform.
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3. Wallet Home — The Wallet section of the site is divided into five intra-page tabs — Wallet Home, My Transactions, Send Money, Receive Money, and
Import/Export. The Wallet Home acts as the private site homepage, providing detailed information regarding the user’s current Bitcoin Balances and
provides the Blockchain Wallet’s QR code/Bitcoin Address. Furthermore, the page provides quicklinks to four of Blockchain’s partnered sites — Cash Into
Coins, Bitcoin Store, Bitcoin Options, and Gyft. While Cash Into Coins provides the service of easily converting Bitcoins back into dollars, the other three
sites are part of the Bitcoin marketplace and provide spending options for customers.

(“}'] a ‘l n L Users can easily
oot convert Bitcoins into
cash via partnered ~
My Wallet &e vour own Bank. Cash Into Coins 0.00 BTC s0.00

Service

Overview of current Wallet Home My Transactions Send Money  Receve Money  Import / Export
account balances

Total Transactions 0 s & Us i UK HEEy Other
Total Received 0.00 BTC [I. The quickest and easiest way to deposit bitcoins into your account is to use the senices below
Total Sent 0.00 BTC Cash Into Coins
Final Balance 0.00 BTC ] - . ] Errrered s
ariners spend Your Bitcoins connecting user’s to
#2 Bitcoin Store 4§ Bitcoin Options s 0 (EERY B the Bitcain
This Is Your Bitcoin Address marketplace
QR Codes for Bitcoin . _ 1-"-F_1 nXfBZ
users to send . Share this with anyone and they can send you payments Account Settings
transactions to wallets Edit your account settings including email address, password and nofification settings
Account Settings

in highly
6’01.' Fm Eltwl'l‘i' Backup recommends
Backing up your wallet is an important step which is easy to forget. Blockchain info takes every q .
‘&'\' 4 T ttﬂ- precaution to keep your wallet safe but it's always better to keep a local copy just in case hacklng up & users
WS o 1l ¥ o q
hﬁ' wallet in multiple
Download Dropbox ~ Google Dive  Email  Paper formats

Wallet Home Online Interface
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4. My Transactions — The My Transactions intra-page tab lists the recent transactions on the
account — very similar to a bank’s account history page. The table is broken up into four columns
—To/From, Date, Amount, and Balance. Additionally, users can filter and sort their past
transactions via dropdown menus above the My Transactions table.

BLOCKCHAIN
My Wallet &< vour own sank 0.001 BTC 507
Wallet Home My Transactions Send Money Receive Money Impart [ Export
Transactions summary of your recent transactions | R View | - | | ¥ Fitter | ~ ‘
To / From Date Amount Balance
.
17dmsC N ripo<CY 4 o Today 18:57-46 0.001 BTC 0.001 BTC

Customer’s may view a

Top sequence is To more detailed version

wallet address and
bottom is From wallet
address

of the transaction, and
filter past transactions
via dropdown menus

My Transactions Online Interface

5. Send Money — Blockchain enables users to easily send money through a variety of tools
including Quick Send, Custom Send and via email or SMS message. If a Bitcoin user knows the
wallet address of the receiver, they can send a Bitcoin using a seamless online interface.
Additionally, users may be more likely to send payments in a peer-to-peer fashion while on-the-
go, and may utilize the Send feature on the mobile platform.

wn Bank 0.00 BTC 5000

Recene Money  Import / Export Quick Send tool is easy
to use and requires only
the Bitcoin Address to
Quick Sand B ) send funds

Users may send Wallet Home My Transactions
Bitcoins in a variety of
ways including
directly to the user’s
wallet or to an email
or mobile phone

© Custom

3 Shared Coin

To % Block ¥® chain C

P o) ®E ;ra Enter The Bitcoin Address of the Recipient
Satoshi Dice is an New Transaction i s new bitcon payment

embedded betting RS Naviace Amount:  BTC =[is Users may either enter
game ran by a third- Enter The Amount of Bitcoins to send : in the recipient’s wallet
party site that allows G Satoshi Dice | bl From: G EIVACCE ° address or scan their QR|
customers to bet o code
Bitcoins with the B Gyt com Directs to third-party .
chance to have a 98 Video Casino partnered sites o: l |

various payout

Scan From QR Address Book
Address Book enables
users to easily store

Helpful current Exchange Rates (1B8TC =) various Bitcoin wallet Amount: l 0.00 BTC
exchange rate chart USD 48365 addresses U vl 5
CNY 4 5798.05993 sers may send, receive ., :

and manage

transactions and
contacts via the — 2 ——
I in mobile @ 0 o B
application

Money Online and Mobile Interface
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6. Receive Money — The Receive Money intra-page tab enables customers to access their wallet’s
public address, as well as add multiple wallet addresses connected to the same account.
Customers may wish to add multiple wallets to their account to better manage their Bitcoin
funds. Additionally, the Receive Money section provides customers with a linked QR code and
can generate a QR code payment request for users to send to debtors. Additionally, the mobile
application enables customers to request money and will send the generated QR code request
to a G-Mail, Twitter, Facebook, or email account.

Generated QR code
holding information of

wallet address and
amount requested

My Wallet =- vour own gank 0.00 BTC 000

Wallet Home My Transactions Send Money Receive Money Import / Export

Addresses ‘Your receiving bitcoin addresses

Actve Archived Shared
Address Balance
1JLFThiltBrgZ8mjSPEuspEpazW1nXBZ 0.00 BTC Actiong =
. . Archive Address
Wallet 2. 1DIGIMPSPYBWVIVLzFRZmyCCaDVEYcqdkiN 0.00 BTC
Label Address
Users may add Customers can manage QR Code
multiple wallets to addresses, generate QR ¥ Sign Message I
their account to codes and_SIEE Create Payment Request
i messages via e
receive payments. The = ag Show Public Kay
Actions dropdown Users can send QR code

wallet address is

request to Gmail,
Twitter, Facebook, or
email account

meant to be public and menu

if shared, cannot be
compromised

Receive Online and Money Mobile Interface

7. Import/Export — The final tab of the My Wallet section, Import/Export, is only recommended for
Bitcoin users who have a good understanding of the network. This section allows clients to
perform advanced tasks such as importing a Bitcoin private key (or address) into the wallet and
scan QR codes from a paper wallet using a webcam. Customers may also import wallet
addresses from cold wallet services such as Multibit or Vantigen.
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conbase G COINDAse

Coinbase is one of the leading online Bitcoin wallet services. In December of this year, Coinbase received
roughly $25 million in series B funding from Andreessen Horrowitz, making its total funding $31 million.
The site is unique from many other online wallet services in that in addition to storing the Bitcoins
private key, it allows users to buy/sell from the same platform (blockchain.info and others require users
to go to exchanges like Mt. Gox). While many skeptics of “hot” wallets point out that Coinbase is subject
to attacks from hackers attempting to steal the Bitcoins, the security that was found while testing was
highly sophisticated. Despite the potential security breaches, Fred Ehrsam, co-founder of Coinbase,
recently stated that the site is quickly reaching one million users. Interestingly, the Coinbase mobile
platform is only available on the Android platform, as it was taken off the iTunes store for violating
Apple policies. While this report is from the consumer perspective, Coinbase also enables merchants to
easily set up and manage receiving Bitcoin payments on their website through the same online
interface. The following profiles the consumer side of Coinbase.com:

1. To utilize the Buy/Sell feature, customers must link a U.S. Bank account — The initial setup of
the Bitcoin account is fairly seamless. Customers must enter their email address, create a
password, and then verify that email to gain access to the main interface. There, they have
access to their Bitcoin wallet address and can send/receive Bitcoins. However, in order to use
the Buy/Sell feature, customers must link a bank account to their Coinbase account and verify a
phone number. In addition, once a phone has been added, customers gain access to have a two-
factored authorization when logging in. In association with Authy, a security token mobile
application, the user can enter in a unique code that is generated by the mobile application to
act as a second form of identification.

Settings

coinbase

Coinbase token Is:

7634720

Expires in @ seconds

Token ID; 1036524

Authy Identification Secure Token
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2. Send/Request (Coinbase Homepage) — The Coinbase online interface utilizes a left-side navigational menu. On the Send/Request page, which also acts

as the private site homepage, customers can view past transactions that have been made by both the Send/Receive option and Coinbase’s Buy/Sell

platform. Through this page, users can Send/Request money through links at the top of the page. Each option requires the user to enter in the Bitcoin

address for which they wish to send/request Bitcoins from, the amount of the transaction they wish to send, and add a personalized message at the

bottom.

Left-hand navigation to
traverse through site

= Send/Request
*= Buy/Sell
Recurming Payments

Account Settings

Merchant tools include
giving the ability to
create a payment

button to place on their
website and manage the
Bitcoin payments that
have been made

App is only available on
Android platform

© Corporate Insight, Inc., 2014
www.corporateinsight.com

MERCHANT TOOLS ~
Orders

&b subscribers
Tools

Merchant Settings

Complete your profile
—
M step: verily your identity

Transactions

Current Balance (hide)

0.005 BTC=4.01 USD

o Quickstart Guide

1. Buy your first bitcoin by connecting a bank account
2. Accept bitcoin payments on your website using our merchant tools.

3. Invite friends to give and get $5 of bitcoin when they complete a buy.

Dismiss

= Send Money + Request Money

Users may send/request
BTC by entering in the
recipients email address
or Bitcoin wallet address)

Transactions table
displays all transactions
that eccur, including
Buy/Sell through

Get the Coinbase App

Use Coinbase easily on your
Android phone:

Transaction Date

= *fou sent bitcoin to an exiemal account

= You sent bitcoin to an extemnal account JAN 3, 2014

= You sent bitcoin to an edemal account

* You received bitcoin from Coinbase

Status Amount

-0.002

COMPLETE =0.002

COMPUETE -0.001

JMPLETE +0.01

Send/Request Page (Homepage)
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3. Buy/Sell — Coinbase enables users to buy and sell their Bitcoins directly through the online
platform. To do so, the user must link their bank account to the site and verify their phone
number. While this option is unique, one of its major setbacks is that it takes between 4-7 days
to buy a Bitcoin using a bank account, due to a bank having to send an ACH transaction to
Coinbase to fund the transaction. However, Coinbase also offers an Instant Buy option where
customers can link a credit card and verify their identity to instantly process buy requests
(charges will be made to the credit card). Additionally, selling a Bitcoin through the service
usually takes 1-3 days to transfer the dollar amount received into the bank account.

COinba se Features For Merchants About Resources ~

the buy/sell history,
Buy Bitcoin Sell Bitcoin History Payment Methods Limits and Verifications change their payment
method [i.e. add a bank

GENERAL

Send/Request

account) and view their

daily buy limits
B Buy Amount You have $3,000.00
) remaining of your daily buy
Recurring Payments b.25 at $800.81 USD each limit. View limits.
Account Semngs —
R Enable ¢ Instant Buy to get
MEDRC TTO0 Payment method Ally Bank 6629 B your coins in seconds instead
MERCHANT TOOLS «
of days
Orders
Subtotal $0.00
Subscribers Total 000 You can also setup a

The Buy platform is ea:
Tools to use and negates the

need to go to another

Merchant Settings : as)
g Buy Bitcoin trade exchange, such

Buy/Sell Page

4. Recurring Payments — Coinbase allows customers to set up recurring payments, in which they
can Send, Request, Buy, and Sell Bitcoins. The tool acts similarly to the majority of banks’
transfer tools and is incredibly useful for investors who may want to predict when to sell their

Bitcoins.
New Recurring Payment
Action: @ Send © Request @ BuyBTC @ Sel BTC
Too | email or bitcoin address
Amount: | g7x] | 1000
Starting: @ Now
© 013012014 B 10:00PM[5]
Repeat | monthly E: untitl cancel[v]
Notes:
Verification Code: Send SMS Phone Call
Authy and Google Authenticator codes can also be used
cancel « Back
Recurring Payment Tool
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5. Account Settings — The Account Settings tab provides basic settings information. Here,
customers can edit their basic email and password settings, alert settings, security settings, and
manage their Bitcoin wallet address. Interestingly, Coinbase provides a promotion through this
section where users can refer others and receive S5 worth of Bitcoin once they buy or sell $100
worth of Bitcoin.

coi n ba se Features For Merchants About Resources ~ . Bgmail.com ~

GENERAL Account Settings Referrals Bitcoin Addresses Security API
Send/Request
Buy/sell Account Settings

Recurring Payments
Name New User Password Change Password

Account Settings
o g Forgot Password?

Email -@gmai\.com Picture  Change Picture

MERCHANT TOOLS ~
Orders Local currency | United States Dollar (USD)  [+]
Subscribers

Time zone | (GMT-08:00) Pacific Time (UF~]

Tools

Save Changes
Merchant Seftings

Complete your profile
—

Phone Numbers adding a phone enables two-factor authentication on your account read more

Next step: verify your identity

+ I EEEE PRIMARY PHONE Delete

Get the Coinbase + Verify A Phone

App
You can also enable Google Authenticator and SMS access.

Use Coinbase easily on
your Android phone.

Notifications

Email me when:

| send or receive bitcoin

Account Setting (Truncated)

Final Thoughts on Wallets

Online Bitcoin wallet platforms are very easy to use and allow Bitcoin enthusiasts to easily transition into
the network. Comparatively, Blockchain.info and Coinbase are both very unique in what they can offer
their customers, and prospective users must be aware of what they each provide. While both sites
provide a very easy-to-use interface, Coinbase has the advantage of enabling customers to buy/sell
Bitcoins directly and Blockchain.info integrates their customers with the Bitcoin ecosystem. Ultimately,
both platforms may help to build the Bitcoin consumer-base.
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TRADING A BITCOIN

The Exchanges

Exchanges are typically available through online platforms. However, there have been an increased
number of in-person exchanges where Bitcoin users will meet up and trade Bitcoins for traditional
currency, such as Satoshi Square in New York City. Furthermore, there are many services that enable
customers to easily convert Bitcoins back into cash, such as the Cash Into Coins service.

The Anonymity of Exchanges

Interestingly, one of the major reasons that governments and regulators find problems with the Bitcoin
network is due to the anonymity that these exchanges provide for trading Bitcoins back into cash.
However, going through and testing the networks resulted in multiple identity checks performed by the
sites. Furthermore, users must link a bank account to the system to buy Bitcoins and to receive the
dollar value for Bitcoins sold. Interestingly, there are currently no major U.S.-based exchange platforms.
The anonymity lies with the existence of services like Silk Road where users can buy and sell illegal goods
using Bitcoin, which in turn makes it difficult to track the payment. Therefore the true anonymity lies in
foreign government’s inability to access information stored within the foreign exchanges. The following
examines Mt. Gox, a Japanese-based exchange that is one of the largest Bitcoin exchanges in the world:

GDX

Mt. Gox is currently registered with FInCEN as a money transmitter, making it legal to be used in the U.S.
Notably, the service requires users to verify their account information in order to either buy/cash out.
The service offers real time charts of past transactions that have been made and users are able to
convert Bitcoins into multiple forms of currency. Additionally, the Mt. Gox service also acts as a
temporary wallet capable of holding Bitcoins and currency. Furthermore, the service also offers many
capabilities commonly offered on bank and credit card private sites, such as live chat tools and a
messaging center.

1. To fully utilize the Mt. Gox service, customers must go through a laborious task of wiring
money and linking a bank account, taking roughly 10 days — The initial sign-up process for the
Mt. Gox service is very easy and requires an email address, password, and to verify the existence
of the email. However, in order for customers to fully utilize the buy/sell service that Bitcoin
offers, they must verify their identity through a process that takes roughly 10 business days. The
firm requires customers to send a copy of a form of government ID (i.e. passport, driver’s
license, etc.) and proof of residence (i.e. utility bill, tax return, etc.). Furthermore, Mt. Gox
requires customers to link a bank account to be able to purchase Bitcoins through the exchange
portion, or to cash out after the Bitcoins have been sold. The firm limits customers to
withdrawing $1,000 per day that will be transferred via a bank transfer. Normal fees do apply
when transferring the dollars through the ACH system.
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2. Trade — Mt. Gox utilizes a top navigational menu, including nine links — Home, Trade, Merchant Tools, Security Center, Settings, FAQ, News, chat tool,
and mobile website — and also offers links to the firm’s Facebook and Google Plus fan pages. The firm’s homepage is the primary place where the user
would manage transactions that have occurred on Mt. Gox. The homepage utilizes a left-side navigational menu including four options — Trade, Funding

Options, Account History, and Checkout Button. The Trade option acts as the landing page and provides customers with the ability to buy or sell Bitcoins
through the service.

Last:$936.20001 High:$960.00000 Low:$935.00000 Vol:1659 BTC W.AvQ:$946.23009

HELP

Account Number: M42ll* ' Open orders: 0 & EEm [ signout

MTGO Mt. Gox provides a nice Your waliet: 0.00200000 BTC 5 $0.00000
" -

assortment of data on

U recent transactions
; ——m i lOp navigational menu
A HOME TRADE MERCHANT TOOLS SECURITY CENTER SETTINGS FAQ NEWS Q : n ".’_] Iinkstoveryuseful
tools, including a live
Attention Users: All withdrawals and deposits require account verification. chat option and
Increase your account security now by visiting our Security Cente message center
(“rrape Customers can easily
® Buy @ Sell ‘ BIC 2 uso/BTC | Limit order Q buy and sell funds using|
the Trade tool
Your Open Orders =
DATE TYPE STATUS AMOUNT PRICE v TOTAL CUR

No data available in table

Showing 0 to 0 of 0 entrnies

Private Site Trade Page
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3. Funding Options — Mt. Gox enables customers to add funds in order to buy/sell Bitcoins through
the Funding Options menu. There, users can access a wallet number associated with their Mt.
Gox account to send Bitcoins from an external wallet, such as Blockchain.info, to be able to sell
on the exchange. Furthermore, customers can add dollars in order to buy Bitcoins from the
service. To add dollars, U.S. customers may primarily utilize a bank transfer, which can take a
few days to fully process.

4. Account History — The Account History page provides a detailed view of past transactions that
have occurred. The history is formatted in a table containing five sections — Date, Type, Status,
Amount, and Balance. Additionally, customers can filter through their transactions and
download up to three months of past transactions in a CSV (Excel) format.

Transactions = e =
: Please choose which history you want to see: ®) Filters
| ACCOUNT HISTORY ¢
DATE TYPE STATUS AMOUNT BALANCE
(1 page, 3 results) 1
Deposit 0.00500000 BTC 0.00720000 BTC
2014/02/03 19:32:00
1gcrfe; I b ook 7z
Deposit 0.00090000 BTC 0.00290000 BTC
2014/02/03 18:44:00
1ECAD Y . -/ S 7P ZPu
\ Deposit 0.00200000 BTC 0.00200000 BTC
2014/01/30 19:29:00
S 16ALFs777- S > >S9
000. .
00? (1 page, 3 results) 1
KPSXA

Account History Page

5. Checkout Button — The final link in the homepage left-side navigation menu, Checkout Button,
links the customer to the Merchant Tools that Mt. Gox offers its clients. There, customers can
create a checkout button to put on their website to accept Bitcoins as payment.

sax

Checkout Button
Final Thoughts on Exchanges
Online exchanges provide users with an excellent way to manage their Bitcoins. However, the account
verification process for users to gain access to all of the features is cumbersome. Because the majority
of exchanges are based overseas, the process of verifying the information can be tedious and can cause
some skepticism for users to provide the information to a foreign site. The U.S. would greatly benefit
from having their own major exchange system to increase Bitcoin traffic, while simultaneously ensuring
the system is safe. Furthermore, almost every exchange has a different price that the Bitcoin is currently
selling for, making it difficult to find where one can get the best deal on their Bitcoins. A major U.S.-
based exchange would help to solidify an exchange rate for U.S. dollars which would both make it easier
for investors to get the best price possible, while ensuring merchants are offering products for the
amount of Bitcoins that the item for sale costs in a dollar amount.
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THE BITCOIN MARKETPLACE

As more merchants begin to accept Bitcoins as a legitimate form of currency, the currency gains value
because they can be traded for goods and services. Today, the majority of transactions that Bitcoins are
used for are made online. However, more brick-and-mortar stores are beginning to accept them.
Customers at a traditional brick-and-mortar store would use their mobile application or printed QR code
wallet to pay using Bitcoin. Currently, the type of business that accepts Bitcoin is very broad, including
online hobby shops, universities, law firms, and travel agencies. Small businesses are the majority of
these merchants, but more large merchants, such as Overstock.com and TigerDirect, are beginning to
accept Bitcoins. For a listing of the companies and stores that accept Bitcoins, visit SpendBitcoins.com.
The following profiles the process of paying with a Bitcoin on Overstock.com:

overstock.com’

Paying on Overstock.com using Bitcoins is seamless and is similar to checking out using the PayPal
checkout button. Overstock, as indicated through their website, uses a Coinbase wallet system to help
them accept transactions. Customers have the choice to either pay using a Coinbase account (using a

one-click payment method) or by scanning overstocks wallet address QR code to send the Bitcoins.

.I Ovel‘StOCk com l. I overstock.com

Item Price Item Price
Stuff of Legends (Paperback) on Overstock.com $3.97

Stuff of Legends (Paperback) on Overstock.com $3.97 invoice ID 131823928, UsD

invoice ID 131823928, usD

Total: $3.97 USD
Total: $3.97 USD
Send using a Coinbase com account

. s Send using a bifcoin address
Send using a Coinbase.com account

Send exactly 0.00469254 BTC (plus
miner fee) to:
1JIFJAVLmMRZMXFtgfIpG6TcFMIGICSYrbSS

You are signed in as jpa713@amail.com.

Clicking 'Pay' below will send $3.97 USD (0.00469254 BTC)
from your Coinbase account. After sending to the above address

click 'Confirm Payment' below.

v Pay $3.97 USD

Copy v Confirm
. ) Address Payment
Send using a bitcoin address 4

. .
Don't have any bitcoin? Don't have any bitcoin?

Cancel and refurn to Overstock com Canceland relum lo Oversiock com

Paying Using Coinbase Account Scanning QR Code to Pay
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BITCOIN VALUE AND FUTURE OUTLOOK

In the start of 2012, the price of one Bitcoin was $4.75. In 2013, the price grew to $13.50. As of January
31, the price of one Bitcoin is $943.64. The colossal rise in price of Bitcoins has many contributing factors
including increased merchant acceptance, de-facto government approval, and general

knowledge/media presence informing consumers about their existence. Today, many venture capitalists
and investors, including the famed Winklevoss twins, are betting big on the price of Bitcoins to
exponentially rise through the introduction of new companies that accept Bitcoins and through
purchasing large quantities of them. However today, the price of one Bitcoin is incredibly volatile,
primarily due to reports of foreign government regulations being placed on them. In the months that
Corporate Insight has been researching Bitcoins, its price has increased to over $1,200 and fallen to
below $600. The following examines the true value of Bitcoins:

Mt. Gox (USD) mitgos IS0
Jan 30, 2014 - Daily UTC - httpefhiteoincharts com

W Closing Price: 944 5 1300

1200
1100
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S00
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oo
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Oct 10 Jan 11 Aar Jul Oct Jan 12 A Jul Oct Jan 13 A Jul Oct Jan 14 o
[C) ev-sn |
Price of a Bitcoin Since October 2010 Source: Bitcoincharts.com

Bitcoins vs. Gold

Many experts point to the value of Bitcoins being very similar to that of gold; the two are both “mined”
for, there is a finite amount of each, and both can be traded for currency and used as a method of
exchange. However, the two each hold a benefit over the other. Gold’s advantage over Bitcoin is that it
contains a stored value, meaning that gold can be converted into something useful (i.e. jewelry, wiring,
etc.). Bitcoins do not hold any intrinsic value and cannot be held or touched. However, the Bitcoin’s
advantage over gold is that it can be easily transferred in a matter of seconds.

What Gives a Bitcoin Value?

While Bitcoins have no intrinsic value, their price remains relatively high due to a high demand from the
general public. The Bitcoin’s demand is a result of a variety of factors including: the increased number of
merchants who accept Bitcoins, Bitcoins’ low transactional cost, Bitcoins’ ability to be used globally and
increased media attention. However, the price falls primarily due to government regulations that are
put into place and when arrests are made of people who have used the Bitcoin network to launder
money.
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Investing in Bitcoin

Many investors of Bitcoins believe that the Bitcoin system will be similar to the advent of the Internet
that occurred in the 1990s. Currently, the primary way that one would invest in Bitcoins is by
purchasing one and hoping that the price will rise and then they can sell it. However, other ways to
invest, including the Winklevoss’ ETF of virtual currencies, are beginning to emerge. If the popularity of
Bitcoins continues to grow, it is highly possible that online investment platforms, including a Bloomberg
machine, will try to integrate a system in which investors are able track the current price of a Bitcoin,
similar to tracking the price of another security.

Possible Regulations After Attending the NYDFS Hearing on Bitcoins

On January 28, the New York Department of Financial Services (NYDFS) held a hearing on the future of
virtual currencies, particularly Bitcoin, to determine what types of regulations should be placed. The
panelists, primarily investors of Bitcoins, testified as to what they believe should be the appropriate
legal framework for the Bitcoin ecosystem. While the NYDFS stated their concern that Bitcoin will be
used for illicit activity, the panelists provided multiple suggestions for possible regulations:

1. Regulate Only When Necessary — In his opening statement, Jeremy Liew (Partner — Lightspeed
Venture Partners) stated, “We must avoid the lazy temptation to conflate wrong-doing with new
technology.” This sentiment was echoed throughout the hearing as panelists testified that the
Bitcoin community as whole has evolved significantly from the days of Silk Road into a system of
law-abiding consumers using the currency in their everyday life. The panelists believed that
increased regulations will hinder the ability for the Bitcoin community to grow.

2. Bitcoin is the Next “Payment Internet” — The panelists warned that the majority of Bitcoin
startup companies are generally 2-4 people and do not have the necessary funds and resources
to ensure compliance with regulations (unlike the many resources many large banks have). They
stated that they need to find a way to grow the system while not encumbering the small
companies with too many regulations.

3. Create a Safe Harbor for Bitcoin Entrepreneurs — Fred Wilson (Partner — Union Square
Ventures) proposed one of the most salient points of the hearing when he stated his idea for the
NYDFS to create a “safe harbor” for Bitcoin entrepreneurs. Although briefly explained, his idea
included having small “garage” Bitcoin startups solely register once with the state and be
admitted into a safe harbor. There, the Bitcoin entrepreneurial community could grow without
the fear of being shut down for breaking compliance laws.

While it is unknown if Bitcoin will be legitimate in the long-run, its pending success is reliant on mass
adoption amongst consumers. Currently, Bitcoin is at a tipping point in which over-regulation can stymie
its growth. However, some regulation of Bitcoins can help to legitimize the currency by ensuring
consumers’ safety. The community is in its early stages for Bitcoin entrepreneurs to enter the market
and build their businesses, which will legitimize the currency.
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A number of other virtual currencies are beginning to emerge as competitors to Bitcoin. These currencies are often referred to as “altcoins”, or alternative coins.
While Bitcoin currently has the highest price and market cap amongst its competitors, it is important to understand the various benefit offered by the leading
“altcoins”. The following table profiles a few of Bitcoin’s top competitors:

Virtual Currency

Bitcoin
Litecoin
Feathercoin

™ :
@. Megacoin

Dogecoin

0-: Ripple

What Makes it Unique?

Bitcoin is the predominant virtual currency that currently holds the highest value and market cap
amongst its competitors. Often, other virtual currencies are created by changing the original Bitcoin
open-sourced code, making Bitcoin the basis for most other virtual currencies.

Litecoin is often referred to as the silver to the Bitcoin gold. Currently, miners are able to mine for
them without using specially built computers. Additionally, there is a much higher amount of Litecoins
that will be created than the amount of Bitcoins (84 million vs 21 million).

Feathercoin is a spinoff from Litecoin and can be thought of as the bronze of the virtual currency
marketplace.

The primary difference between Megacoin and Bitcoin is that as more miners for Megacoin begin to
attempt to obtain Megacoins, the system does not automatically adjust to make it more difficult to
mine for the Megacoins, resulting in a faster mining process for users to obtain them. A total of 42
million Megacoins can be mined for and all are expected to be mined for by 2079.

Dogecoin has been gaining popularity since the turn of the new year. Besides having a much larger
amount of available coins, the currency features a popular Internet “meme” of a dog on the coin.

Ripples currently holds the second highest market cap among virtual currencies ($1.9B vs Bitcoin’s
$9.2B). It has an incredibly high supply making the price of one Ripple being equivalent to roughly
$0.02.

3 Prices and Market Cap according to Coinmarketcap.com
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Current Price
(per coin)**

$700.50

$18.35

$0.30

$0.49

$0.0016

$0.017

Current
Market Cap*

$8.67b

$469.9m

$9.9m

$10.7m

$77.5m

$1.7b

*As of 2/11/14
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¢ Final Study Preview

Cl First Look: Bitcoin and Virtual Currency Basics Whitepaper

This whitepaper offers an introduction to the world of virtual currencies. We
begin by looking back at the history of currency and point to successes, failures
and trends in an effort to show what is required of any currency to be successful.

2014 Mobile Finance Trends and Innovations

The 2014 Mobile Finance study draws on our ongoing tracking of the industry as
well as relevant developments outside of the financial services space. This study
includes commentary on mobile developments, key takeaways for financial
services firms and thoughts on what’s next for mobile finance.

Tablet-Friendly Web Design: Best Practices for Financial Services

The study examines the tablet-friendly website features provided by four leading
firms across financial services and provides recommendations for financial
services firms building tablet-optimized websites.

Online Personal Financial Management: A Closer Look at Manilla and Mint

This slide deck analyzes two of the major players in the PFM space: Manilla and
Mint. While different in terms of functionality and purpose, both PFMs offer user-
friendly websites and apps that are popular with consumers and continue to
grow.

Peer-to-Peer Lending: Examining the industry and the Borrower experience

This slide deck offers background on the P2P lending industry and takes a closer
look at the borrower experience by profiling two leading firms in the space —
Prosper and Lending Club. Five key takeaways and tips for P2P lenders are also
highlighted.

Next-Generation Investing: Financial Startups and the Future of Financial Advice

Cl tracks over 100 startups that cover a wide range of new ideas across financial
advice and investing. The study, which is out now, focuses on each idea, compares
them to what established financial institutions offer and examines the potential
impact on the industry. Download the study preview featuring excerpts now!
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