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Big Data Helps Detect and 
Defeat Security Attacks

Overview
Massachusetts-based CounterTack leverages big data analytics from Cloudera to protect 
organizations from cybercriminals that attempt to gain access by staging attacks on un-
suspecting users on corporate endpoints across enterprise networks. These endpoints can 
include workstations, laptops, smartphones, tablets and even specialized equipment such 
as retail point of sale (POS) terminals. CounterTack was recently recognized by Gartner in 
the Gartner Cool Vendors for Application and Endpoint Security 2014 report.

CounterTack analyzes system-level information collected from devices throughout an en-
terprise to identify patterns or anomalies that might be associated with malicious behavior. 
The data this requires quickly outgrew the restrictions of CounterTack’s original MySQL 
database back-end, leading them to adopt Cloudera’s enterprise data hub infrastructure to 
provide near real-time analysis of potential threats with almost unlimited scalability.

In just a few minutes, CounterTack can detect, analyze and automatically respond to an 
embedded piece of malicious code, or purpose-built malware, compared to the industry 
average of almost 300 days. CounterTack’s Sentinel platform, integrated with Cloudera, 
performs real-time analysis in demanding enterprise environments, and is able to query 
thousands of endpoints around behaviors for scalable analytics.

CounterTack clients include Alcatel-Lucent, Siemens, Cisco, Zurich and Deloitte.

The Challenge
Collectively referred to as “endpoints”, the number of devices connected to every compa-
ny’s network infrastructure is growing at an immense rate. The mobile revolution – fueled 
by a proliferation of smartphones, tablets, and lightweight laptops – has created a major 
headache for the teams tasked with maintaining corporate endpoint security and policy. 
Now with the Internet of Things (IoT) and the growth of networked devices throughout 
our homes and offices, hackers have even more opportunities for attack. 

 The volume and sophistication of endpoint attacks are expanding exponentially. Mike 
Davis, CTO, CounterTack, stated, “In earlier versions of our product we originally used 

http://www.countertack.com/
http://www.cloudera.com/content/cloudera/en/about/hadoop-and-big-data.html
http://www.gartner.com/technology/research/cool-vendors/
http://www.countertack.com/company/leadership#CTO
http://www.countertack.com/company/leadership#CTO
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a MySQL database, but it quickly became evident that it wasn’t designed for real-time 
processing and couldn’t scale to accommodate companies with more than about 100 
employees. We shifted to the idea that we needed a big data solution to reach the large 
corporate customers we were targeting.”

Solution
The CounterTack team knew Apache Hadoop was the best path to manage the volume 
and velocity of data its solution required. They built some Hadoop expertise, but decided 
they needed to work with an outside vendor. “The capabilities of the Hadoop distribution 
were great, but it’s a free-for-all out there, and it’s a lot of work to keep track of all the 
versions and tools,” recalled Davis. “Cloudera supplements everything we liked about 
Hadoop by providing a clear path to being production-ready, ease of management, and 
top performance. We couldn’t afford to devote two of our own full-time people to manage 
the Hadoop complexity, let alone expect our customers to do so.”

CounterTack’s industry-leading platform, Sentinel, utilizes a Cloudera enterprise data 
hub, built on Apache Hadoop, to create a single, massively scalable system. Endpoint 
data is collected and analyzed to provide security teams with the information needed to 
identify and mitigate threats. “Our big data architecture allows us to distill large numbers 
of records into actionable information, which in turn makes our customers more intel-
ligent. By improving the overall security workflow, especially around security incident 
responses relating to specific endpoint behaviors, we actually enhance the effectiveness 
of existing SIEM [security information and event management] implementations, as well 
as IPS [intrusion prevention system] and IDS [intrusion detection system] technologies,” 
noted Davis.

Apache HBase–the open standard, distributed database–is used as the repository for 
endpoint data, and Apache Flume moves large volumes of endpoint data. Cloudera Search 
(fully integrated with the open standard for enterprise search, Apache Solr) is deployed 
to provide interactive search and scalable, flexible indexing. 

Davis noted, “We ship Cloudera Manager as an integral part of our deployments since it 
creates a view to the entire hub and simplifies administration. If we do run across any 
concerns with implementation, Cloudera Support is always outstanding. It’s clear that the 
staff is well-trained, and with their Predictive Support they sometimes anticipate issues 
before we do.”

Impact: Performance – From Months to Minutes
The analytical performance of Hadoop allows CounterTack to provide near real-time 
response to potential threats, which dramatically shrinks the window of vulnerability 
for its clients. The industry average to find an embedded piece of malicious code is 296 
days but Sentinel brings this down to a matter of minutes. Thomas Bain, vice president of 
global marketing at CounterTack, recalled, “We just completed a proof of concept where 
Sentinel and the embedded enterprise data hub immediately detected suspicious activity 
that had gone unobserved by all of the client’s traditional security measures. Unknown 
malware had infiltrated their system, and as we started tuning to fit their environment, 
we discovered this threat through our behavioral analysis capabilities.”

Impact: Scalability – Bigger is Better
The move to Cloudera gives CounterTack the ability to support deployments with more 
than 100,000 endpoints, supporting customers’ volume, velocity and variety demands 
across distributed, heterogeneous computing environments. “The scaling advantages 
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we can achieve with Cloudera Enterprise, leveraging HBase enable us to include as many 
additional endpoints as we need. We can now offer our clients an almost infinite capacity 
and have closed deals with multiple Fortune 1000 clients because of this,” noted Bain.

Impact: Versatility – The Choice is Yours
The ability to run Cloudera in a broad range of environments allows CounterTack to 
offer many different deployment options, in the cloud on Amazon Web Services (AWS), 
Microsoft Azure, and VMware–as well as utilizing on-premise hardware and appliances. 
Its customers are often focused on minimizing their hardware requirements, and so 
CounterTack has run extensive testing on the most efficient Hadoop deployments. It now 
recommends Intel-based servers because its tests showed that the Intel Xeon processor 
family performs 28 percent faster than comparable chipsets thanks to Cloudera and 
Intel’s co-development.

Impact: Popularity – Join the Club
“We are constantly coming across enthusiastic Cloudera customers during our own sales 
activities, and having Cloudera Enterprise at the core of Sentinel is proving to be a big 
plus in the eyes of our prospects, as there is interest in utilizing the data we capture in the 
customer’s own operations,” commented Bain. “When we saw our security-minded custom-
ers were already relying on Cloudera, it gave us confidence we had the right provider, but it 
also allowed us to focus on our domain expertise which is detecting unknown threats in the 
enterprise.”

 Bain summarized, “The inherent capabilities of the Cloudera Enterprise ecosystem provide 
us with the unique ability to innovate and scale with speed and efficiency, while ensuring 
the data is governed and secure. We now have the agility to quickly react to new situations 
and deliver market-leading capabilities to our clients.”

http://www.cloudera.com/content/cloudera/en/solutions/partner/Amazon-Web-Services.html
http://www.cloudera.com/content/cloudera/en/solutions/partner/Microsoft.html
http://www.cloudera.com/content/cloudera/en/solutions/partner/Intel.html
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About Cloudera
Cloudera is revolutionizing enterprise data management by offering the first unified 
Platform for Big Data, an enterprise data hub built on Apache Hadoop. Cloudera offers  
enterprises one place to store, process and analyze all their data, empowering them to 
extend the value of existing investments while enabling fundamental new ways to derive 
value from their data. Only Cloudera offers everything needed on a journey to an enter-
prise data hub, including software for business critical data challenges such as storage, 
access, management, analysis, security and search. As the leading educator of Hadoop 
professionals, Cloudera has trained over 40,000 individuals worldwide. Over 1,400 
partners and a seasoned professional services team help deliver greater time to value. 
Finally, only Cloudera provides proactive and predictive support to run an enterprise 
data hub with confidence. Leading organizations in every industry plus top public sector 
organizations globally run Cloudera in production. www.cloudera.com. 
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