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VIEW SUMMARY

CISOs and other security decision makers at technologically sophisticated, early-adopter businesses should 

evaluate application and endpoint security vendors based their workability, capabilities and viability. These 

innovative vendors are on the cutting edge, and are not necessarily market-proven.

Overview

Key Finding

New application and endpoint security vendors offer innovative and enhanced technologies; however, the usual 

concerns about new market entrants' capabilities and viability may limit enterprises' willingness to commit to 

their offerings.

Recommendations

Choose application and endpoint security vendors' products or services for their real-world workability, 

capabilities and viability, as well as for their technological innovation.

Recognize that these offerings are not appropriate for all enterprises or all implementations. They are likely to 

be more suitable for technologically sophisticated early adopters than for risk-averse organizations.

Analysis

This research does not constitute an exhaustive list of vendors in any given technology area, but rather is designed 

to highlight interesting, new and innovative vendors, products and services. Gartner disclaims all warranties, 

express or implied, with respect to this research, including any warranties of merchantability or fitness for a 

particular purpose.

What You Need to Know

Endpoint protection is becoming more sophisticated and targeted at common problem areas of security. 

For example, to counter attacks that target specific versions of browsers, one Cool Vendor has 

developed a unique approach to resolving compatibility issues by virtual hosting. For chief information 

security officers (CISOs) and security teams tasked with protecting Windows environments, endpoints 

now have a potential monitoring solution that drills down into the malware's infection chain of events. 

Another Cool Vendor has an endpoint-monitoring solution that emphasizes insider threats by 

establishing anomalies and threat definitions that can viewed for forensic details and timelines.

In the application realm, one Cool Vendor targets protecting the requirements-gathering stage in the 

early phases of the software life cycle (SLC), which is an area that's often overlooked in application 

security practices. Lastly, one of our Cool Vendors tackles complex, script-based attacks by offering a 

novel approach to obfuscating Web pages.

It is incumbent upon CISOs to understand that these innovative vendors are on the cutting edge and, 

as startups and early ventures, may not necessarily be market-proven or have long-term viability.
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Why Cool: Using state-of-the-art technology, Armor5 has created secure virtual hosting of a browser, delivered to 

your client endpoint devices through a standard browser interface, and linked to your back-end servers through a 

trusted virtual private network (VPN). This is an interesting way to solve compatibility issues — everyone on any 

platform can access Internet Explorer, for example, and be assured that the browser and its host are up to date on 

patches. Access by proxy becomes a natural part of the connection process, providing an opportunity to conduct 

captive content scans— i.e., secure Web gateway protection — and to add layers of user authentication. Armor5 

provides a service to keep browsers up to date and to offer the preferred browser of choice for users on any type of 

endpoint. Browser attacks against endpoints are not major concerns, because end users' device connections are 

terminated in Armor5 cloud. In a clean environment such as this, even Java can be safe to use.

Challenges: Hosting browsers on cloud servers is not a unique idea, so Armor5 must rely on agility and price 

benefits to be competitive. The cloud-managed browser presentation on end devices will eventually become a hacker 

target in its own right, and will demand increased R&D resources for its own defense. Also, there is a burden on 

development to ensure that a multimedia browsing experience can be delivered to the endpoint, including full access 

to visual and audio media.

Who Should Care: IT security architects and Web designers who are constantly struggling with irreconcilable 

differences in browser compatibility and vulnerabilities that affect the portability and security of Web apps should 

consider Armor5.

CounterTack
Waltham, MA (www.countertack.com)

Analysis by Peter Firstbrook, Neil Macdonald, Adam Hils

Why Cool: CounterTack delivers a Windows-based endpoint-monitoring enterprise platform that helps security 

organizations detect and assess advanced, targeted attacks and malware threats that evade or disable other 

defensive measures. This type of solution is critical to reduce dwell times and the time required to rapidly investigate 

and remediate targeted, new or advanced threats. Its Sentinel platform features a kernel-level driver that installs on 

Windows desktops, laptops and servers, sending continuous configuration and event data to an on-premises 

analytics engine.

The management console provides near-real-time, security-state assessment information and drill-down capability to 

investigate malware incidents. It also provides a differentiated visual user interface (UI) that enables the security 

analyst to rapidly assess the impact of a malware infection by showing the infection chain of events and all 

potentially tainted objects touched by the malware. The event database is constantly mined for indicators of 

compromise, providing real-time alerts of suspect activity and retrospective analysis when new information becomes 

available.

Challenges: CounterTack is one of a large number of emerging vendors in the endpoint threat detection and 

response market. These tools are aimed at the "detect" and "response" phases of Gartner's Adaptive Security 

Architecture (see "Designing an Adaptive Security Architecture for Protection From Advanced Attacks"). Although 

CounterTack's Sentinel does not block malware in real time, it will be able to perform host isolation and support 

process control to mitigate advanced threats. It alerts operators when malware or attacks are suspected; however, 

similar to most products in this category, it is open to false positives. CounterTack Sentinel requires a sophisticated 

operator, which makes it less valuable to small or midsize businesses (SMBs) that look to manage the process on 

their own, because most lack the expertise to interpret the data output.

The endpoint agent is a kernel-level driver that supports most Windows environments, including Windows 7 (32- and 

64-bit), Windows Server 2008 and Windows XP. There are exceptions for Windows Server 2012 and the Windows 8 

OS. Customers will have to wait until later in the year for additional platform support for Mac, Linux and Windows 8.

Who Should Care: CISOs that have experienced a large number of targeted or advanced attacks that have 

bypassed traditional blocking and prevention capabilities — and that have advanced security analysts on staff — are 

the best candidates for this solution. The solution will also appeal to security teams looking to reduce dwell and 

subsequent incident response times. Managed security service providers (MSSPs) looking for advanced security 

capability to sell as a service to security-conscious SMBs may also benefit from this solution. CounterTack can also 

support running Sentinel in a cloud environment, if customers choose to do so; however, that's an atypical 

deployment.

Cybereason

Cambridge, MA (www.cybereason.com)

Analysis by Neil MacDonald

Why Cool: Cybereason delivers an agent-based monitoring solution that constantly gathers detailed endpoint 

information. The solution then analyzes the data gathered for anomalies that would indicate an insider threat or 

malicious intent. It provides security operations insight into
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meaningful deviations from normal behavioral patterns, using a combination of canned behaviors and machine-

learning techniques, combined with external threat intelligence feeds. Once a threat is identified, the 

Cybereason platform provides the security analyst a UI to explore the forensic details and timelines of the 

attack.

Challenges: The marketplace for endpoint detection and response vendors is becoming crowded, as a large 

number of vendors bring agent-based solutions to market that use analytics against the continuous monitoring 

of endpoint activities to identify anomalous behaviors (see "Designing an Adaptive Security Architecture for 

Protection From Advanced Attacks"). The current offering is Windows only (32- and 64 bit-Windows XP Service 

Pack 2 and above, all the way to Windows 8.1, and Windows Server 2003, all the way to 2012 R2), with Mac OS 

X, Linux and Android on Cybereason's road map.

As with any agent-based solution, the cost and complexity of rolling out an agent-based monitoring solution is 

a potential inhibitor. Integration with Palo Alto Networks' WildFire platform is provided out-of-the-box, with 

other platform integration planned (e.g., Cisco), providing a competitive alternative to the FireEye/Mandiant 

combination.

Who Should Care: Cybereason's solution will appeal to CISOs looking for an endpoint-based approach to 

continuous monitoring. It should also appeal to security teams that need to identify attacks that have bypassed 

traditional blocking and prevention mechanisms and need help in pinpointing anomalous insider threats.

Security Compass

Toronto, Canada (securitycompass.com)

Analysis by Joseph Feiman

Why Cool: Security Compass' SD Elements technology introduces security into the SLC at the requirements 

gathering and analysis phase — the first stage in the SLC. Traditionally, applying automated security processes 

in the SLC starts at the programming phase, then continues at the testing and operational phases. This 

typically leaves security unaddressed, limited to cursory manual processes at the user-requirements gathering 

and analysis phase, or at the design phase. Security Compass' approach helps define explicit security 

requirements at the beginning of the SLC, and enables organizations to avoid introducing vulnerabilities into 

the design and code at later SLC phases.

SD Elements technology defines application properties (such as programming languages and tools, runtime 

platforms, internal/external compliance requirements, security testing tools, used databases, characteristics of 

the potential users and characteristics of the application), and maps them to security best practices capable of 

mitigating potential vulnerabilities. It then generates security requirements that should be implemented during 

the development process or that can be built into the application itself. After that, SD Elements enables the 

verification of the defined vulnerabilities later in the SLC, in particular with static application security testing 

(SAST) and dynamic application security testing (DAST) tools. It also supports integration with application life 

cycle management (ALM) tools.

Challenges: The current focus of SD Elements on the user requirements and analysis phase may miss some 

key security design requirements. Security Compass should expand its SD Elements technology to support the 

SLC design phase and work on narrowing down generic security assumptions made at the analysis phase into 

more-specific assumptions for the design phase.

SD Elements' accuracy increases when it uses SAST and DAST technologies for remediation verification. 

Security Compass would benefit from expanding its partnerships with SAST and DAST vendors to feed in 

results from these testing technology tools.

Who Should Care: Application development and security managers and architects, as well as compliance 

auditors responsible for the development and operation of enterprises' applications, may benefit from 

considering Security Compass.

Shape Security
Mountain View, CA (www.shapesecurity.com)

Analysis by Joseph Feiman, Lawrence Pingree, Avivah Litan, Neil MacDonald

Why Cool: Shape Security implements a new method for securing enterprises against scripted attacks that 

target their Web operations. It also provides protection from a large number of botnets, account takeovers and 

man-in-the-browser attacks. By continuously masking the delivery of HTML code, its polymorphism technique 

makes it virtually impossible for hackers to conduct scripted attacks against an enterprise. This technology is 

architected as a reverse proxy to Web UIs, and is implemented as an appliance.

This technology virtualizes a Web application's UI by providing each user — at every page delivery and session 

— with an untampered user experience. This method also uses business logic, while continuously masking the 

HTML code that is served up. Dynamic masking inhibits hackers from analyzing APIs and client-side scripts for 

the purpose of abuse. By virtualizing the Web UI and
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equipping it with runtime defenses (e.g., masking), it enables Web applications to protect themselves without 

relying solely on external security devices, such as firewalls, intrusion prevention systems (IPSs) and Web 

application firewalls (WAFs).

Challenges: ShapeShifter offers an innovative approach, but has several technology challenges. ShapeShifter 

does not protect native mobile apps or mobile Web apps (although it protects mobile versions of websites 

accessed through a browser on mobile devices). It has a limited use for protecting client-side UI driven by 

Java, Flash and Flex.

This technology could inhibit or prevent interactions with friendly, third-party applications when the former 

needs to communicate with a real, nonmasked API. It prohibits the use of screen-scraping technology often 

used by financial data aggregators or services that provide competitive pricing for goods or services. It is 

designed to address automated attacks, but it does not protect against manual attacks or targeted SQL 

injections. The software presents operational concerns, because it imposes an extra step on developers and 

testers who must funnel their Web application through the Shape Shifter appliance before deployment.

Who Should Care: CISOs, security leaders and application managers seeking to prevent scripted attacks or 

reconnaissance against their websites should consider this alternative as a way to protect Web-enabled 

applications.
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