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What a time to be alive. Whether you’re in 
the maker community, a senior researcher 
at Bosch or GE, or part of a DevOps team, 
the easy availability of chipsets, 3D printers 
and willing manufacturers means you can 
spin up an IoT invention at dizzying speed. 

At Asavie, we’ve been watching lots of great 
ideas make their way from the lab bench 
and into the field, and we’ve been there at 
every step along the way from the moment 
of inspiration to mass deployment. We like 
to think we’ve got some skin in the game, 
because connectivity is the critical yet often 
overlooked part of the IoT ecosystem. 

Every point along the journey from prototype 
to production presents a set of challenges 
around how your devices talk to the gateways 
and servers – it is the internet of things, after 
all – so we decided to produce this eBook 
outlining the five steps to overcoming the 
IoT connectivity challenges to ensure your 
IoT innovation is successful.

http://www.asavie.com
http://www.asavie.com/dont-compromise-on-connectivity-why-ciscos-plan-to-acquire-jasper-draws-attention-to-key-area-of-iot/
http://www.asavie.com/dont-compromise-on-connectivity-why-ciscos-plan-to-acquire-jasper-draws-attention-to-key-area-of-iot/
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This is where the fun begins. Every IoT project starts with an idea, and right 
now, makers have never had it so good for quickly turning those concepts 
and ‘what-ifs’ into something real. Let’s say you’ve got a theory that it 
might be possible to measure the soil temperature in a field, and you’ve 
got a Raspberry Pi or an Arduino to test your idea. 

You’re not even at the minimum viable product stage yet, so you’re probably 
not thinking about reliability or security. Any connectivity decision you make 
at this point is also focused on getting your proof of concept working. You 
might even decide to use a physical cable to link your sensor to a Dell Edge 
gateway, although wireless options are more likely. 

Bluetooth Wi-Fi

CONNECTIVITY CHOICE

http://www.asavie.com
http://delliotpartners.com/#!/partner/profile/1
http://delliotpartners.com/#!/partner/profile/1
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What do I do next?

Avoid premature optimization

The idea stage is, rightly, all about learning. Be careful here: what 
you may be actually doing is storing up trouble for the future by 
building up assumptions for something you’re not going to use in 
production. 

Let’s say you realise the battery life on your original choice of sensor isn’t 
suitable, so for your second attempt you pick a lower - power processor – 
except it comes with a different Wi-Fi chipset so now that one change sends 
ripples through your entire project.

Building your connectivity around just one device type will leave you boxed 
into a corner. If your idea isn’t a success, the issues we’ve mentioned won’t 
arise. Naturally, you’re focused on getting to stage five, but don’t store 
up problems for later. And remember, just as your word processing app 
doesn’t come with the great American novel preinstalled, in the same vein, 
none of the devices you choose ship with a connectivity answer in the box. 

http://www.asavie.com
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With the advent of companies such 
as Asavie, which provide CSPs with the ability to 
offer single digit Proof of Concept connections 
quickly to enterprises and rapidly scale when 

required, as well as the increased interest in the 
mid-market as IoT matures, service providers are 
finding the space in which they do most well is 

more crowded than before.*

Isabel Chapman
Machina Research

* Machina Research: "IoT Procurement - Strategy Report"
by Isabel Chapman, June 2016
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Rapid prototyping has become easier and cheaper than it’s ever been. It 
used to be very expensive and a big commitment to create early-stage 
proof-of-concept devices; now, you can get a Chinese manufacturer to 
build in volumes of one. 

But once you bring the proof of concept from your lab to the field – whether 
that’s to an actual farm or to an investor meeting – can you rely on the Wi-Fi? 
Depending on the environment, you might think cellular connectivity is 
your best option, so traditionally, many makers have you gone to their 
nearest mobile operator to buy a cheap SIM. 

CONNECTIVITY CHOICE

Cellular Wi-Fi

http://www.asavie.com
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What now?

Don’t slow down
If you thought the idea stage had a lot of flailing about while you find the 
sweet spot for your innovation, prototyping has even more of the same. 
This is when you might bring friendly third parties into the mix – this might 
be a customer who’s curious to see if your idea could work for them, or a 
co-founder who brings their own ideas to the table. 

You initially brought your own preferences to the choice of device, but 
here’s where you get exposed to a much wider choice of devices. Now 
someone else might advise ‘try using this board instead’, or, ‘you’ll be 
getting this data, so you’re going to need stronger encryption’. Here’s also 
where you’ll need to introduce an element of reliability and robustness to 
the product. Can you bring it with you to the hackathon? 

http://www.asavie.com
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Merlin CSI has leveraged Asavie PassBridge™ 
for enterprise IoT projects, and has seen how 

it provides a level of manageability both 
initially and over long installed life cycles, which 
is very impressive. By collaborating with Asavie, 

we can demonstrate to companies 
the potential of the IoT to generate increased 

cost efficiencies in their existing business 
processes, as well as driving new revenues and 

business channels.

Tom Voorhees
Merlin CSI

http://w3.asavie.com/passbridge
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Here’s where the questions start to come thick and fast. Once you have 
an idea of what you’re trying to do, will any of the connectivity options you 
adopted at the earlier stage still be with you as you build on your original 
idea? Will you be able to source SIMs reliably at higher volume? Will the cost 
model of buying retail SIMs work with a 500-unit-a-month deployment? 
This step is where you’ll encounter issues like security, authentication, or 
accounting on your connectivity. Can your prototype handle these issues 
reliably?

Consumer 
SIM Card

SatelliteWi-Fi

CONNECTIVITY CHOICE

http://www.asavie.com
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What now?

Can I get the bill, please?
Iteration stage is where you’re starting to lock in processes, suppliers and 
support. Until now, nobody was paying for your product but that’s about to 
change. Time to take a close look at your bill of materials. If you’re ordering 
from Alibaba, and you have no contract with a supplier, can you provide 
a guarantee to a distributor who wants 25 of your devices a month? Are 
there components that need to be certified – eg an e-mark, a BS mark? 

If somebody wanted to audit your device’s design at this stage, do you 
have a clear view of the makeup of each part? This step is also where you 
might want to apply certain limitations to your product (in a good way). 
Maybe your target market is a specific geographical area like the European 
Union, or a sector like medtech. 

http://www.asavie.com
http://www.asavie.com/mobile-technology-a-cure-for-health-service-pain-points/
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There is a technology challenge in getting SIM 
data to the nearest cellular network over the 

dirty internet, and down to a private LAN, and 
keeping it secure at the same time.

Michael Power
Glanbia Group
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So what type of product are you providing, exactly? By design, IoT devices 
are constrained – that term has a specific meaning which implies limited 
processing power, storage and bandwidth. Where you plan to deploy your 
sensors will be a factor: if your plan is to put a miniature computer on every 
streetlight, it’s not practical to visit every one of them every Tuesday to 
install a security patch. Or, if you’re going to fit a sensor in the road which 
will be then embedded in concrete under a layer of asphalt, you only have 
one chance to get it right. 

Consumer 
SIM Card

SatelliteWi-FiPrivate Cellular
Connection

CONNECTIVITY CHOICE

http://www.asavie.com
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Now what?

Decisions, decisions
Now you’re up and running, you’ve got some more questions to ask and 
choices to make. How will you handle version control: is each device going 
to be slightly different from the last when they go out the door? Will there 
be changes to the product that you ship in January compared to the one 
you ship in February? Can you produce 100 of these that are all identical? 
If you’re going to do that, you need an ongoing supplier relationship, ideally 
keeping the number of suppliers to a minimum and ideally using best-of-
breed components. 

The same goes for your cloud storage supplier: you’ve got to choose a 
reliable provider at the right price point for the units you intend to ship. 
That’s especially worth considering if your project will have a long shelf 
life. (We’ve heard of embedded sensor contracts with a 35-year lifespan.)

http://www.asavie.com
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Asavie shares our vision of providing the best 
IoT services to markets that require secure and 
seamless connectivity with real-time data for 
monitoring and managing remote operational 

technology.

Andrea Mantovani
azeti Networks
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Congratulations, you’re now in the business of selling sensors. So, what 
type of connectivity are you going to embed in your service as you deploy 
it? This isn’t a trivial question, especially as you go global. SIMs from the 
EU will not roam in Saudi Arabia, and a US SIM won’t necessarily work in 
France. Three of the biggest growth markets for Asavie right now are Saudi 
Arabia, Turkey and Brazil. None of them allow global or permanent roaming. 

Similar restrictions are in place in Cambodia, Indonesia and Myanmar. So if 
you want to ship your ‘thing’ globally and it’ll be used to collect soil data in 
the Amazon basin and send it back to a cloud service provider in Europe, 
you’d better be sure at the idea, prototype, and iterate stages that you’ve 
built in connectivity that works for its global application. 

CONNECTIVITY CHOICE

NarrowBand
IoT

SatelliteWi-FieUICC

http://www.asavie.com
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Now what?

Build or buy
The scaling stage shines a harsh light on every single short-term decision 
you took in steps one to four. Were the choices you made earlier great 
long-term bets or easy, short-term fixes? All of the challenges you faced 
before, such as around audit, support and the ingredients for your devices, 
will be writ large. 

Where possible, your business model should be under as much of your 
control as possible. With IoT, you can’t do it all yourself – and you may not 
want to – but you’ve got to be careful about who you choose. That free 
cloud service worked great for the idea and prototype stage, but it might 
not be free forever, and then you could be waving goodbye to your margins 
(or worse, your cloud provider). 

http://www.asavie.com
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Now what?

Build or buy
At the build stage, you may have a cash projection. Are there components 
that you could build yourself? Is it time to eliminate dependency on a 
particular supplier? When buying the materials for your ‘thing’, whether 
that’s a service or a physical product, you should look to work with a 
provider who’s invested in this space. Dell has made a big bet on industrial 
IoT so as a maker, you would feel pretty comfortable buying a gateway from 
Dell. Similarly, the Raspberry Pi foundation was set up for the purpose of 
helping makers and anyone who wants to get a better understanding of 
the digital world. But who remembers the Flip camcorder, a fantastic piece 
of consumer kit that was mothballed within two years of its acquisition 
by Cisco? 

Here’s also where competitive aspects enter the fray. If you chose satellite 
connectivity and a rival emerges who chose Sigfox or LoRa, could they 
now have an advantage over your product? Is it worth making a bet on just 
one connectivity option?

http://www.asavie.com
http://www.asavie.com/cracking-the-carrier-conundrum-making-the-case-for-cellular-connectivity-in-iot-use-cases/
http://www.asavie.com/cracking-the-carrier-conundrum-making-the-case-for-cellular-connectivity-in-iot-use-cases/
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The assumption we’ve made all along is that connectivity is hard. Simply 
putting your devices on Wi-Fi doesn’t give you guaranteed service, besides 
the fact that connecting low-power devices to the public internet is not a 
good idea. As we like to say at Asavie, there’s nothing quite as complicated 
or dangerous as simple connectivity. 

Fortunately, technological advancements have come to our rescue yet again. 
In the old days, you had to pay in advance for technological capacity that 
you guessed you might need to use months from now. Cloud computing 
services like Salesforce.com and later, Amazon Web Services or Microsoft 
Azure completely upended that model, giving enterprise-class software 
tools to smaller companies, who only had to pay for what they used. 

That same model now applies to connectivity, to let you link services and 
‘things’ over the internet at industrial scale but at volumes of one (perfect 
for the idea step), so you can start small and then flex your network as you 
go through the subsequent steps (prototype, iterate, deploy and scale). 

Asavie PassBridgeTM enables the ‘declaration’ of an IoT network topology 
via an API. By applying software automation to what has previously been a 
collection of manual, bespoke steps, we offer a million-device network for 
a single bench device. The environment can be stood up, used and thrown 
away or stood up, used and scaled.

http://www.asavie.com
http://w3.asavie.com/passbridge


26

This network contains a single unified RADIUS server, policy router, and 
firewall engine: in short, all of the network components that need to be 
present. If you need to mix and match multiple different connectivity types, 
you’re not locked into a solution from one mobile operator, for example. 

Want to find out more?
Check out our white paper to find out how Asavie 
PassBridgeTM can help you along every step of your IoT 
innovation, from prototype to production.

Connect Raspberry Pi Device to AWS with Asavie
Asavie YOKE is an invitation only IoT Connectivity trial 
to help developers quickly and securely connect their 
Raspberry Pi devices to AWS.

http://www.asavie.com
http://w3.asavie.com/passbridge
http://w3.asavie.com/passbridge
http://w3.asavie.com/passbridge
https://developer.asavie.com


www.asavie.com

Asavie makes connectivity simple. The Asavie PassBridge™ cloud-hosted platform delivers Enterprise Mobility Management & 
Internet of Things services to manage and secure connectivity across diverse networks, at scale. In partnership with over 20 
leading mobile operators including AT&T, EE, Telefonica & Three, Asavie enables over 20,000 end-user enterprises large and 
small to scale their smart, connected projects resulting in increased cost savings and rapid delivery of new services to market.

http://www.asavie.com
http://www.asavie.com
http://w3.asavie.com/passbridge
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