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1 Introduction

1. This document is intended only for nexVortex customers and resellers as an aid to setting up the
3CX PBX software to connect to the nexVortex Business Grade SIP Trunking Service. Please
reference the nexVortex SIP Trunking Implementation and Planning Guide at
http://www.nexvortex.com/pdf files/nexVortex-Implementation-Guide.pdf for additional
information. Further 3CX information can also be found at
http://www.3cx.com/support/index.html

Further help may be obtained by emailing at support@nexvortex.com.

If you find any errors in this document or have any suggestions, please email us at
support@nexvortex.com so that we can make updates to this document.

Important! DNS Address

A specific DNS address was provided in the Account Set Up email you received the day you
opened your account. Your Authentication User ID and password are also in this email. If

you need assistance locating this information, please contact at support@nexvortex.com.

Note: For all instructions throughout this Guide, you must substitute the provided DNS

address wherever xx.xx.xxx.xxx is referenced.

Proxy Servers

To connect to the nexVortex network, you will need to add our proxy address into your phone system or
device. The address of our proxy server will be a fully qualified domain name (FQDN). It was
automatically sent to you when your account was setup. If you no longer have this information or
would like us to issue a new proxy key, please contact us at support@nexvortex.com.

Note: If your system does not support a fully qualified domain name format, please contact our
technical support team at support@nexvortex.com for a list of valid IP addresses for your account.

Special Characters

Please note that special characters should not be used anywhere in SIP configurations. These include,
but are not limited to, @#$%&! and spaces.
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2 Step 1: Trunk Configuration

Inbound service — You may receive SIP signaling from nexVortex from any of the following IP addresses:

e 66.23.129.253
e 66.23.138.162
e 66.23.190.100
e 66.23.190.200
e 209.193.79.80

If you need additional assistance ensuring your local PBX configuration meets this requirement, please
contact technical support for 3CX directly.

Outbound service — The most efficient way to ensure redundancy for outbound calling is to utilize DNS
SRV for routing traffic to nexVortex. At present, if your PBX supports DNS SRV, pointing to
‘nexvortex.com’ as your Proxy IP address is all that should be necessary to ensure outbound
redundancy.

If your PBX does not support DNS SRV, hopefully it supports configuration of multiple outbound proxies.
If so, you should configure px1.nexvortex.com or px3.nexvortex.com as your primary proxy IP address,
and px5.nexvortex.com as your secondary IP address. If you need additional assistance with DNS SRV
or configuring multiple outbound proxy IPs on your PBX, please contact technical support for 3CX directly.

3 Step 2: Trunk Settings

Your trunks MUST be configured to present your provisioned E911 number(s), (i.e. the E911 settings you
created for your account at nexVortex.com) for Emergency calls (911) or emergency TEST calls (311 or
933). Either a proper FROM or P-Asserted-ldentity (preferred) header containing your provisioned
Emergency number, if you require additional information, please contact our technical support team at
support@nexvortex.com

In order to provide the highest level of service availability possible, nexVortex utilizes an n+1
architectural model for our call processing. You will need to ensure that your network edge (router
and/or firewall) is configured to accommodate this architecture.
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You may receive SIP signaling from nexVortex from any of the following IP addresses:

66.23.129.253
66.23.138.162
66.23.190.100
66.23.190.200
209.193.79.80

You must ensure that each of these IPs are allowed to pass UDP 5060 traffic into your network and that

this traffic is port-forwarded (if necessary) to the internal IP of your PBX.

You will also need to open the RTP or audio ports. This is different for each customer premise device.
Please reference 3CX for this detail. Your edge device must be configured to allow inbound RTP traffic
on this port range from ALL IP addresses.

nexVortex, Inc. © 2014
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4 Best Practices

4.1 Security

SIP, unfortunately, is a high-value target for hackers. There are a few things you should do to ensure

that your PBX installation is secure and well protected against the normal attack vectors for this
technology.

4.1.1 PBX Extensions

If your PBX is configured to allow external extensions (outside the private LAN), then you must
configure your extensions with strong passwords. Password extensions should NEVER be the
same as the extension number itself.

4.1.2 GUI Access

If your PBX is configurable via a web browser GUI, it should NOT be accessible via a public IP. If
you MUST make changes to your PBX configuration from outside your network, you should only
enable remote access while you are working on the configuration and then immediately remove
access when your updates are complete.

4.1.3 Access Lists

If your PBX supports access lists for IP authorization, these should be extremely conservative.
Allowing unauthorized users to place calls through your network is a good way to rack up
thousands of dollars in fraudulent charges if someone identifies this weakness in your
configuration.

4.1.4 Dialplan Restrictions

An effective way to keep unauthorized users from using your PBX to place fraudulent calls is to
restrict your dialplan. If you do not make International calls, do not allow users to dial 011 as
their first three digits. If you do make International calls, consider restricting allowable dial
strings to only the country codes to which you place calls.

Don’t forget to protect your dialplan against Caribbean dialing (Check here for Caribbean area
codes http://www.everythinglongdistance.com/caribbean-area-codes.htm).

4.2 IVR

IVRs should always be configured to utilize a timeout-based call disconnect rule. Failure to do so
could result in long calls of up to, or exceeding, 24 hours. By configuring automatic disconnects
into your IVRs, you will ensure that you do not pay excessive usage fees for these types of calls.

nexVortex, Inc. © 2014 7


http://www.everythinglongdistance.com/caribbean-area-codes.htm

3CX Setup Guide

5 3CX Set up Instructions

Configuring the system is very simple. Before you start, please ensure that you have access to the
email sent to the registered user on the nexVortex account with the title ‘nexvortex: Account Setup’.
This email was sent after you registered and contains the account information you need to
complete the setup process. From within the 3CX configuration screens:

5.1 Step 1: After installing 3CX, the Setup Wizard will start automatically.

3CX ‘ Software based PBX for Windows

General Settings

‘ Welcome to 3CX User Settings Wizard

Local IP

Public IP

Settings

Extension Digits

Mail Server

Administrator Login
Phone Settings

3CX User Wizard helps you set up 3CX Phone System.

To start, Please select your language then click Next.

English v

Allowed Countries
VolP Provider

Finalize
Save Configuration
Registration

nexVortex, Inc. © 2014 8
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5.2 Step 2: Choose the private IP address of your PBX.

3C)X ‘ Software based PBX for Windows’

General Settings

‘ Default Local IP Address

Language

Local IP

Public IP

Settings _ Specify the Local IP address that the 3CX Phone System will use as the Defautt

Extension Digits IP address from the dropdown list selected.

Mail Server

Administrator Login
Phone Settings

Extensions

Region

General Settings

Allowed Countries:

VolP Provider
Finalize

Save Configuration

Registration

Finalize

Local IP Address 10.172.0.118 v

<Back || Ned> Finish
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5.3 Step 3: If you have a Public IP address, enter it here.

3CPX ‘ Software based PBX for Windows®

General Settings

| Public IP

Language
Local IP
Public IP
Settings _ i you wart to use the IC¥Phone from remote sites, specify the 3K Phone
Eﬂ_ﬂ'ﬂm Digits System Public IP Address here. This will be used to Provision 3CXPhone and
Mail Server Assistants. Leave blank in case you would like to configure this at a later stage.
Administrator Login
Phone Settings

Extensions Public IP [ |

<Back || Nedt> Finish
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5.4 Step 4: Create a new PBX.

3CX ‘ Software based PBX for Windows’

General Settings

‘ Setup option

Language
Local IP
Public IP Do you want to set up the 3CX Phone System or do you want to restore a backup?
Settings
Extension Digits
Mail Server
Administrator Login
Phone Settings (®) Create New PBX
Extensions () Restore existing PBX settings
General Settings
Allowed Countries
VolP Provider
Finalize
Save Configuration

Step 5: For security reasons, we recommend that extensions be at least 4
digits. Also 4 digits is a good number in case you plan to expand later on in
the future.
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X ‘ Software based PBX for Windows’

General Settings
Language | Specify number of digits in extension number
Local IP
Public IP Select how many digits you want your intemal extension numbers to have. System
Settings defaults are set to 3 digits. Note that the system uses at least 30 numbers for system
Extension Digits extensions. This setting can not be changed after installation.
Mail Server
Administrator Login
Phone Settings (O 2 Digts {Available extensions between 10-39)
Extensions () 3 Digs (Available extensions between 100-399)
fogon Setings ®) 4 Digts (Avaiiable extensions between 1000-9339)
Sowed Coiniiies () 5 Digts (Avaiiable extensions between 10000-93399)
VolP Provider s (Available extensions een )
Finalize
Save Configuration
Registration
Finalize
< Back I | Next > Finish
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5.5 Step 6: Enter your E-mail Server information so the 3CX Phone System
can send alerts and email notifications.

3C>X ‘ Software based PBX for Windows®

General Settings

| Mail Server Settings

Language
Local IP
Public IP
Seltmg_s - Please enter the name or IP address of your SMTP server and the sender’s email
Extension Digits address. 3CX Phone System will use this SMTP server to send voice mail

Mail Server . notifications.

Administrator Login

SMTP Server: ‘YOUR SMTP SERVER

E-mail address: [YOUR EMAIL ADDRESS

s User: [USER NAME FOR SMTP

Finalize Password: |
Save Configuration
Registration Enable SSL/TLS: [
Finalize

< Back | | Next > Finish
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5.6 Step 7: Configure the Username and Password to access the 3CX
Management console.

3C)X ‘ Software based PBX for Windows™

General Settings:
| Administrater Login and Password

Settings Please enter your prefemed user name and password. You will require
these to logon to 3CX Management Console.

Phone Settings Usemame: |admin |

Region Password: |ooooooo |

Corfirm Password: |.oo.ooo| |

<Back || Net> |  Fnsh

Add User Extension - - . ® o u

Add User Extension
Please enter name and email of extension user. Specify mac address of phone and
phone model to provision it.
See the phone configuration guides for more information.
Extension Mumber: 1000 (2]
First Mame: YourFirstName (7]
Last Mama: YourLastName (7]
E-mail address: YOUR EMAILADDRESS @
Authentication 1D: 1000 (7]
Authentication Password: abcd1234 (2]
Voicemail PIN: 2656 2]
MAC Address {Optional) (2]
Model (Optional) [No model ~| @
SelectInterface: (10111097 -] ©

Add || cancel

nexVortex, Inc. © 2014
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5.7 Step 8: Add at least one extension to your PBX. You can then add
more later.

3C>X | Software based PBX for Windows

‘ Create Users Extensions

Sel'lings ) Mow, create one or more intemal extensions on 3CX Phone System. f you have
Eﬂ_ﬂfﬂm Digits supported IP Phones and follow the appropriate corfiguration guide the phones
Mail Server can be provisioned automatically.

Extension First Name Last Name E-mail

<Back || Next> Finish
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5.8 Step 9: Select United States from the country dropdown list. The
International Dialing Code will be filled in automatically for you.

3CX ‘ Software based PBX for Windows

General Settings

| Select Region and Intemational Dialing Code ‘

Language

Local IP

Public IP

Settings Specify the region where 3CX Phone System will be operating from

Bdension Digits

Mail Server

Administrator Login Select Country | United States {+1) v
Phone Settings

Exensions

Region Intemational Dialing Code (Exit Code)

General Settings When making an intemational call, the Intemational Dialing Code is the number

Allowed Cpu"lnes you are required to dial first to "exit” your country. After selecting the country

VolP Provider verify the Intemational Dialing Code below.
Finalize

Save Configuration

Registration ional Diali

Bradize Intemational Dialing Code

<Back || New> Firish
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5.9 Step 10: Select your Operator Extension and Voice Mail extension
number

3C)X ‘ Software based PBX for Windows’

General Settings

|Geneﬁi5eﬂings ‘

Language
Local IP
Public IP
Settings . Select the Operator Extension which will be the default destination for inbound
Extension Digits calls.
Mail Server
Administrator Login

Phone Settings Operator Extension: | 1000 [v]

Extensi
ne;:.m Voice mail extension:
General Settings
Allowed Countries
VolP Provider

Finalize
Save Configuration
Registration
Finalize

<Back || Net>
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5.10Step 11: Configure the continents or countries which are allowed for
outbound calls. Calls to countries which are unchecked will be
automatically blocked.

3C)X ‘ Software based PBX for Windows

General Settings

‘ Allowed Intemational Regions

Language
Local IP
Public IP
Settings 3C¥ Phone System will allow calls made to the following courtries
Exension Digits
Mail Server
I e e e e BT North America

i D” South America
D” Europe
DQ Asia and the Middle East
E-[_Je® Afica
- e Australia

<Back || Ne> Finish
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5.11 Step 12: Select “Nexvortex — US” from the providers list.

| VolIP Providers

Name of Provider ] Nexvortex - US

Select VolP Provider | Hoiio SIP - HK, SG
InPhonex - Worldwide
Ippi - FR

Masquevoz - ES
nettel - DK

NuCall - NL

OpenlP -FR

Orbtalk - Worldwide

SaR et slcr:i‘oinMEm More 3rd party tested providers can be found here:
Finalize http://wiki.3cx.com/voip-provider/3rd-party-supported Skip >>

<Back || Next> Finish
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5.12 Step 13: As you can see the SIP Server hostname is already configured
to nexvortex.com

3C>)( | Software based PBX for Windows'

General Settings

I VolP Providers

Language
Local IP
Public IP
Settings Enter the hostname and port for your VOIP Provider's SIP Server:
Extension Digits
Mail Server
Administrator Login
Phone Settings

SIP server hostname or IP: }nexvortex.com

SIP Server port: 5060

Outbound proxy hostname or IP:
Allowed Countries
VolP Provider Outbound proxy port (Defautt is 5060): 5060
Finalize
Save Configuration

< Back ] | Next > Finish
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5.13 Step 14: Enter your primary phone number as External Number. You

can get this information by logging in to your nexVortex portal.
Configure the Authentication ID and Authentication Password

provided to you in your nexVortex welcome email.

3CX ‘ Software based PBX for Windows’

General Settings

‘ VolIP Providers

Language
Local IP
Public IP
Settings Enter the Authentication 1D, Password and number of your account:
Extension Digits

Mail Server

Administrator Login Extemal Number: 17035730200

Exdensiois Authentication ID: ‘USERNAME FROM SETUP EMAIL ﬂ\
Regns onl Settings Authentication Password: 0 ‘

Allowed Countries 2 : :

VoIP Provider Maximum simuttaneous calls:
Finalize

Save Configuration

Registration

Finalize

Step 15: Create an Outbound rule for nexVortex. In this example any calls
with 11 digits in length will be allowed. You can add more rules later from

the 3CX management console.

nexVortex, Inc. © 2014
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3C)X ‘ Software based PBX for Windows’

| VelP Providers ‘

Local IP
Public IP
Settings } Create a basic Outbound Call Rule to configurs this VOIP Provider accourt.
Extension Digits You can later modify advanced settings after 3CX Phone System is installed.
Mail Server
Administrator Login

Phone Settings Rule Name |Hu|e for Nexvortex - US |
Eder‘:ons Calls to numbers starting with (Prefix) | |
General Settings )
Allo = Calls from extension(s) | |
VoIP Provider

; 11|

Finalize Calls to Mumbers with a length of | |
Sawve Configuration
e
Finalize

| <Back [[ Net> | Fnsh

Step 16: Press “Next” to finalize the 3CX Wizard. When this is done, the
3CX Management console will automatically launch. You can also access
the 3CX Management console in its Winforms version by going to Start >
All Programs > 3CX Phone System > Windows Management Console.

nexVortex, Inc. © 2014 22
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3C}X ‘ Software based PBX for Windows

General Settings

Language

Local IP

Public IP

Extension Digits

Mail Server

Administrator Login
Phone Settings

Extensions

Region

General Settings

Allowed Countries

VolP Provider
Finalize

Sawve Configuration

Registration

Finalize

| Create Cenfiguration Database

Please wait while 30X Wizard creates corfiguration database, this task might

take few minutes...

Starting primary database service Dane
Creating configuration database
Importing prompt set information

In progress...

Starting secondary database service
Setting up inttial environment

Starting up core services

< Back MNend > Finish
P Welcome to 3CX User Settings Wizard | X J
- ]
3‘ )X ‘ Software based PBX for Windows
&
General Settings
Language ‘ Create Configuration Database |
Local IP
Public IP
Settings Finished!
Extension Digits
Mail Server
Administrator Login
Phone Settings
. Starting primary database service Done
Extensions
Region Creating configuration database Done
General Settings . A .
Allowed Countries Importing prompt set information Done
VolP Provider Starting secondary database service Daone
Arei=s Setting up initial environment Done
Save Configuration . .
Registration Starting up core services Done
Finalize
<Back | [uuNesz ]| Fiisn |
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Click ‘Skip’ if do not want to register.
Below window will pop-up with ‘Congratulations’ message.

Click on ‘Finish’

) Welcome to 3CX User Settings Wizard S

3C)X ‘ Software based PBX for Windows"

General Settings

‘ Congratulations - Initial setup completed successfully!

Language

Local IP

Public IP You have just finished the initial setup of 3CX Phone System Free edition! 3CX Phone
Settings System Free Edition is completely free and will nottime out However, business users
Extension Digits should consider the commercial edition. It provides additional features, as well the
Mail Server ability to purchase a support package.

Administrator Login

- More information aboutthe commercial edition feature set and pricing can be found
Phone Settings

here:
Extensions
Region hitp: dex.comfphone-system/edition-comparison.html
G | Setti
N?;jerz C:u,:r:r?ess Thank you for installing 3CX Phone System. For more information on 3CX, visit our
VolIP Provider website:
Finalize http:/iwww.3cx.com

Save Configuration
Registration
Finalize

nexVortex, Inc. © 2014 24
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6 Configuring 3CX Phone System

6.1 Step 1: Access the 3CX Management console via any web browser. For
example: http://3CXIPADDRESS:5000/management.

2 3CX Phone System Manac x

€« C [ 192.168.1.23:5000/management/MainForm.wgx
acx 3CX PBX » View topi... 3¢ 3CX Phone System ... acx 3CX PBX « View topi... 3c¢ Phone Provisioning ...

Pty
« M

3CX

Language: | english -

30X Phone System v11.0.28976.849

User Name: | 3CXUSER

Password | esssese

& 2012 Copyright 3CX Ltd,

Step 2: Creating Extensions
Create extensions for the users in your company.

IMPORTANT: Make sure that extension passwords are secure to avoid hacking attempts. 3CX
Phone System will mark insecure passwords in red.

You can configure a mobile number per extension and also user’s email address. For security
reasons, all extensions by default do not allow registrations from outside your LAN. If you have
extensions that require remote registrations or users that work from home, you will need to go to
Edit Extensions > Other> and uncheck the option “Disallow use of Extension outside the LAN”

nexVortex, Inc. © 2014 25
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x
% 3CXPhone System Manac x W\

€ - C |[)192.168.1.23:5000/manag

acx 3CK PBX » View topi.. 3¢ 3CX Phone System ...

ement/MainForm.wgx b

¢ 3CK PBX » View topi.. 9 Phene Provisioning ... 3 Using the SIP Prexy ... 3 How to Configure E... »

Fle Add View Settings Llinks Help

3 Extension status & Server Activity Log | &gl Add Extension g Add PSTN Gateway b Add VOIP Provider Wizard | % Create Outbound Rule % Create DID

) VolIP Providers
¥, Inbound Rules
@ Bridges
& outBound Rules
I /A Digital Receptionist
1> 2 Ring Groups
& 4 Call Queues
I 5 Fax Machines
b 3 Settings
> () 3CX Phone System Updates
b £ Links

- &% Help

=2
Extensions
] .
& Edit Extension settings and dick OK or Apply to save changes. 2
4 b EREmeEman General Forwarding Rules Phone Provisioning Other 3CK MyPhane Office Hours
&% Ports/Trunks Status
% Extension Status User Information
(&7 System Extensions Status
3 30X MyPhone Clients Configure user information below
Remate Connections Extension Mumber 1001 (2]
&7 Phones First Name Example @
\3’ Server Activity Log Last Name [ e
. Server Event Log
&, Services status Email address example.user @emailcom (2]
'3 wEﬂHm Mobile Mumber USER'S MOBILE NUMBER e
54 VoIP/PSTN Gateways

Authentication

The authentication 1D and Password are used by the phone to authenticate with 3CX Phone System, If the phone has a user id field ent

jun}

2]
° @)

Password | seeesee

Woice Mail Configuration

If you are unable to answer a call, you can allow voice messages to be taken

Eniable Vaice mail [7)

Disable Voicemai PIN Authentication =]

Play Caller ID e

PIN Number seae e El
Read out datetime of message Do not read -

[>X-]

Email Options No email notification

6.2 Step 3: Configuring Outbound Rules

You can create multiple outbound rules. In this example we have created an outbound rule that

allows numbers starting with any

prefix, and a length of 10 digits to route to your nexVortex trunk.

No digits will be stripped and a 1 will be prepended automatically before the call is sent to
nexVortex. With this setup users can dial the national number directly. You can also restrict usage

of this outbound rule by selecting
rule.

only specific extensions or groups that can use this outbound

nexVortex, Inc. © 2014 26
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/= 3CX Phone System Mana:

€ = C [ 192.168.1.23:5000/management/MainForm.wagx %l =
3¢ 3CK PBX » View topi.. 3¢ 3CX Phone System ... 5 3CX PBX » View topi.. 3 Phone Provisioning .. 35¢ Using the SIP Proxy .. 35 How to Configure E.. »

File Add View Settings Links Help
3§ Extension status if Server Activity Log @Add Extension 'ﬁ' Add PSTN Gateway fgh Add VOIP Provider Wizard | & Create Outhound Rule g Create DID

s
‘OutBound Rules
»
& Create an Outbound Call Rule to confiaure on which PSTN port, VOIP provider or bridgs an outbound cal should be placed on
4 b 30X Phone System Y
 Ports{Trunks Statu
(2 PR s Rule Name nexVortex-10-digit 2]

4§ Extension Status
(£ System Extensions Status Apply this rule to these calls
44 30X MyPhone Clients
Remote Connections
& Phones

Define to which outbound calls the rule must apply

\; Sere Gt o Calls to numbers starting with prefix o
\_f Server Event Log Calls from extension(s) e
3 Services status Calls to Numbers with a length of " )

[ 7 Extensions
g VoIPPSTH Gatenays Calls from extension group o
) VoIP Providers
J} Inbound Rules
a Bridges Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.
%, outBound Rules
i 2 Digital Receptionist foute
I> 28 Ring Groups
b o Call Queues Route 2 - [1 -
I % Fax Machines Route 3
3 ﬁ Settings

> (@) 3Cx Phane System Updates
b B lins

i &9 Help v < >

Make outhound calls on

Strip Digits Prepend
1 nexvortex-Us | 0 - |y

SRS

6.3 Step 4: Creating a Digital Receptionist

You can create a Digital Receptionist (or IVR) and apply a prompt that will be played to incoming
callers.

nexVortex, Inc. © 2014 27
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CX Phone System Manac x CX Phone System Manar %

€ = C [ 10.1720.2:5000/management/MainForm.wgx T7| =
File Add View Settings Links Help
34 Extension status d Server Activity Log u@ Add Extension ”ﬂ Add PSTN Gatewary @ Add VOIP Provider Wizard Qqn Create Outbound Rule &gj Create DID =
X
3 The Digital Receptionist (Auto Attendant) answers and directs calls automatically G
4 | 3CX Phone System General
= T s Configure the Mame, Prompt and Time out for this Digital Receptionist
24, Extension Status
&/ System Extensions Status Wirtual extension number (Cannot be in use as an extension) 501 9
4§ 3CX MyPhone Clients
Remote Connections Name VR 9
£ Phones Redirect To MS Exchange B (7]
Server Activity Lt
J e Prompt onhold.wav > \: 0
\f Server Event Log
'& Services status Menu options
[ ) Extensions
[ 2 VoIP [PSTN Gateways key Action Exctension Number
[
e e 1} Connect to Extension ~ | | 104EBill Cosby - @
& ¥ mbound Rules
o 23 Bridges L Connect to Extension + | | 123 Mathew Johnson +
& ¥ outBound Rules 2 Connect to Ring Group ~ | |401Rg1 -
4 3 Digtal Receptionist 3 Connect o Queue ~|[s00q1 -
£ 3CX Holiday Digital Receptionist
&jort 4 - M
L.{j Out of Office 5 - -
L,{j PIN Protect VR 5 - -
& Wake Up
[ ¥} Ring Groups 7 M h
b 4% Call Queues 8 hd h
5
[:3 .;g Fax Machines 3 - -
b Settings
Timeout - -
© () 3Cx Phone System Updstes 50 End Call 2]
b g Links Non-existent extension Repeat Prompt - ~ 9 v
o & Help a >

6.4 Step 5: Editing your nexVortex account

Click on the VoIP Providers node in the 3CX Management console and click Edit VoIP Provider.

( X Server Manager *» Edit VOIP Provider - Nexvortex - US

“E Ports/Trunks Status iy Edit VOIP Provider settings and click OK or Apply to save changes
‘_d.’ Extension Status m Advanced Outbound Parameters  Inbound Parameters  Source ID DID

P& System Extensions Status
Provider Details

0 .
P 3CxPhane Clients Enter the hostname and port of your provider's SIP Server.
= Remote Connections
— SIP server hostname or IP nexvortex.com
X Phones
SIP server port 5060

E’; Server Activity Log
@ Server Event Log
Eﬂ Services status

Outbound proxy hostname or IP

eeoe

Qutbound proxy port (default is 5060) 5060

> & Extensions
&8 VolP/PSTN Gateways
ValIP Providers

Account Details
Enter the Authentication ID or 51P User. Password and number of your account

External Number 15712675738
l‘ Inbound Rules
o i Authentication 1D mislam
Bridges
Authentication Password frreeer
»  outBound Rules

3 Way Authentication ID

® ©eeee

—
J4 '8
an

gital Receptionist

)

"~

2 Out of office IVR Simultaneous Calls

& PIM Protect IVR Maximum Simultaneous Calls 100

Binm Gronine
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X
= 3CX Phone System Manac x §

€« = C [ 192.168.1.23:5000/management/MainForm.wgx w7
acx 3CX PBX - View topi..  30¢ 3CX Phone System ..  3ox 3CXPBX - View topi.. 32¢ Phone Provisioning .. 3c¢ Using the SIP Proxy .. 3= How to ConfigureE...

34 Extension status \2’ Server Activity Log @Add Extension ‘*@ Add PSTN Gateway @ Add VOIP Provider Wizard Qj Create Outbound Rule @ Create DID

Edit VOIP Provider
X @ Edit VOIP Provider settings and click OK or Apply to save changes [l

4 ) 3C¥Phone System a General Advanced Outbound Parameters Inbound Parameters Source ID DID
&7 Ports/Trunks Status
% Extension Status
] System Extensions Status

4l

Provider Details
Enter the hostname and port of your provider's SIP Server.

4§ 30X MyPhone Clients SIP server hostname or IP nexvortex.com (2]

Remote Connections

pedd SIP server port 5080 0

£ Phones

\37 Server Activity Log Outbound proxy hostname or IP 0

i server Event Log Qutbound proxy port (default is 5060) 5060 (2]

i, Services status
[ £ Extensi

g VKIPFSB:: . Account Details

() Ateways
B Enter the Authentication ID or SIP User, Password and number of your account
4 () VoIP Providers
<) nexvortex - US. External Number 17035750200 @
¥ tnbound Rules Authentication ID AUTHENTICATION UsERnay| @
Bri

'%E ThgEE Authentication Password PTTTTITITT IS 9 E]

¥ QutBound Rules
& 2 Digital Receptionist 3 Way Authentication ID (2]
[» 2 Ring Groups i
b 4 Call Queues Simultaneous Calls
[ @ Fax Machines Maximum Simultaneous Calls 1DU| 0
[ & Settings

W

[ 3Cx Phe System Update:
! ‘@ @ one System Updates vl >

6.5 Step 6: Configure a range of DID/DDI humbers

If you have additional numbers associated with your nexVortex account you need to configure
DID/DDI for each number. If your DID numbers are consecutive, for example 7035790200,
7035790201, and so on, then you can configure a range of numbers as follows:

nexVortex, Inc. © 2014 29



Nnex f)
Vortex
3CX Setup Guide

Edit VOIP Provider
fi) EdtVOIF Provider settings and dlick Ok or Apply to save changes

zenzral Advanzed Qutbound Parameters Inbound Parameters Source ID DD

DID Mumbers

Enter the DID/DDI number(s) linked to this provider, An inbound rule will be automatically creaed for each DID/DII a
appropriate extensions. You might also need to configure source identification by DID/ODI from the Source ID tab

(7]

| <Add |

[ Remove > ]

Click VoIP Providers node on 3CX Management Console

Select your nexVortex trunk and press Edit Provider button

Click on the DID tab

Enter DID range of numbers using wildcards (Example: *7035790200-*7035790210. This

means all numbers in that range will be created - 7035790200, 7035790201, 7035790202

and so on up to 7035790210)

5. Press “< Add” button to add these numbers as DID’s to this account and press Apply > OK to
save. You should see these DID’s when you expand Nexvortex-US port in the management
console.

6. Allinbound rules will be automatically forwarded to the operator extension. You can then

change the forwarding options by clicking on the inbound rule from the inbound rules page.

W
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You can configure an inbound rule to point to an extension, queue, fax extension or Digital
receptionist.

Edit DID
Erter a DID or string to look for in the SIP "to" field. Use wildcards () to match any digt for that entry. For example, entries 22444032 OR 2244403" will both match calls with a dialled number of +35722444032in
the "to" field
Inbound rule name Sales Department @
Number/Mask

Select from the drop-down below the type of inbound rule you want to create and enter @ mask for this DID. You can use the ™ as a wildcard either before or after your mask.

Inbound Rule type DID/DDI number/mask L4 @
DID/DDI number/mask *70357%0205 7]
Apply this rule to these ports

Select the Gateway you want this DID/DDI rule to be applied to. You can select on the whole gateway which will apply the rule to all the ports, or you can select individual ports.

Available ports EQ—_J‘ nexVortex-US @
L.[¥] ) 10000[17035790200]

Office Hours
Configure where calls to this DID/DDI should be routed during office hours
() End Call

(®) Connect to Extension 100

<

(O Connect to Queue / Ring Group
) Connect to Digtal Receptionist

<

) Veicemail box for Exdension 100
() Forward to Outside Number
Send faxto email of extension 838

Set up Specific Office Hours Set up Specific Office Hours
Include holidays @

1. Click on “Inbound Rules” node in the 3CX Management Console

2. Select the DID you would like to modify. You can select multiple DIDs by pressing the
Control key on your keyboard.

3. Press the “Edit DID” button

4. Add a name for this rule, like “Sales Department”. This name can be appended or prepended
to the incoming caller ID. This way the recipient of the call knows from which Inbound Rule
the call is coming from.

5. Configure routing destinations for In Office and Out of Office hours. You can also configure
specific office hours for each DID.

6. Press Apply > OK to save your changes.
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6.7 Step 7: DID/DDI Source Identification

Source identfication by DID

if Call Source identification is based an dialled number and DIDs are in use, you need to specify these DIDs here.

5IP Field cortaining DID numbers Request Line URI : User Part W @

Source |dentification by DID

~7035790200 = Add Mask
“7035790201
“7035790202

“7035790203 Add DID
“7035790204
~7035750205 Delete
~7035790206
“7035790207
“7035790208 v

If you use DID/DDI’s then this step is very important. Enable source identification by did on the
nexvortex-US account. To do this
Click on the VoIP Provider node in the 3CX management console

1.

Vi W

o

Select the nexVortex VoIP Provider account

Click Edit Voip Provider

Click the Source ID Tab

Check the checkbox “Source Identification by DID”

Make sure that in the SIP Field containing DID numbers, the field is set to “Request Line URI:
User Part”

Click the “Add DID” button to display a list of all DID’s created in step 6 and select the
checkbox “Select all”. Press OK and Save your changes.

6.8 Step 8: Route DID’s to your network via the nexVortex portal

[l Phone Mumber Translation Term Type IP Address/Contact
17035704940 | T 17035704040 | T [ = Vour Public P || T
1. Open abrowser and access http://www.nexvortex.com. Log in using your nexVortex
Account credentials.
2. Click on Settings > Number Routing
3. Inthe Phone number field put the phone number example 17035794900
4. Inthe IP Address/Contact put your 3CX PBX Public IP Address.
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6.9 Step 9: Congratulations! You should now be able to receive calls to
any of your DIDs and place outbound calls.

7 Edge Configuration (Firewall/Router)

Your firewall needs to be configured properly to allow SIP and RTP traffic to traverse from the
nexVortex networks to the 3CX Phone System. To do this the following ports are required to be
open and port forwarded to the 3CX Phone System local / private IP Address

1. Port 5060 UDP

2. Portrange 9000-9049 UDP - this range is used for RTP / Voice transmission.

3. You can find more information and an example of how to configure your firewall here:
http://www.3cx.com/blog/support/firewall-configuration/

- You also need to allow servers from nexVortex to reach your network. So you
need to make sure that the following nexVortex IP Addresses are allowed (or
on your Firewall’s whitelist). These are: 66.23.129.253, 66.23.138.162,
66.23.190.100, 66.23.190.200, and 209.193.79.80.
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8 Troubleshooting

Following are troubleshooting steps which you can follow:

8.1 Customer System will not register with nexVortex:

e Check the system is pointing at our registrar domain (reg.nexvortex.com)
e Check UDP port 5060 is open on the firewall
e Check NAT translation is correct between LAN private IP address and public IP address

e Check you have the correct proxy user name and password configured.

8.2 Customer System cannot make a call:

e Check that the system is pointing at the DNS address provided in your set up email.
e Check UDP port 5060 is open on the firewall.
e Check NAT translation is correct between LAN private IP address and public IP address.

e Check you have the correct proxy user name and password configured.

8.3 Customer System cannot receive a call:

e Some systems require our IP Address to be configured as an allowed gateway.
e Check UDP port 5060 is open on the firewall.
e Check NAT translation is correct between LAN private IP address and public IP address.

e Check that you have setup the IP route for the number correctly with nexVortex. This is done
through the customer or reseller Partner Connect portal->Settings-> Number Routing.

e Check that the dial plan is configured to route the number to a valid location on the customer
system.

8.4 One way audio or no audio after call is setup:

e Check the RTP audio ports are open on the firewall.

e Check that you are presenting the proper PUBLIC IP for your network.
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Important! DNS Address

A specific DNS address was provided in the Account Set Up email you received the day you
opened your account. Your Authentication User ID and password are also in this email. If you

need assistance locating this information, please contact support@nexvortex.com.

Note: For all instructions throughout this Guide, you must substitute the provided DNS address

wherever xx.xx.xxx.xxx is referenced.

Further help may be obtained by
emailing support@nexvortex.com.
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