
CYBER RISKS 
BEHAVIORAL 
BIOMETRICS 

CAN PROTECT 
AGAINST

5

SOCIAL 
ENGINEERING
Don't believe everything you 
receive in an email or phone 
call. Be suspicious 
whenever anyone tries to 
instruct you do to anything 
with your bank account. IDENTITY 

THEFT
Never open email attachments from 
people you don't know as they are 
still one of the main ways to 
distribute viruses, and similarly 
don't click on links in them as often 
go to phishing sites or try to 
download a virus.

MALWARE
Keep a backup of all your 
important data (documents, 
pictures, videos, music) on 
an external drive which is 
then kept unattached to 
your main computer until 
the next backup.

ACCOUNT 
TAKEOVERS
remotely and malware put onto 
it by updating it regularly.

SHARED 
PASSWORDS 
Don’t share your password with 
other people or other sites. Don't 
tell people your password to get 
into a site, ensure they have their 
own logon to it instead.

 of people 
share their 
passwords 46%

total number 
of fraud 
victims in the 
US in 2015

13M ransomware 
infections in 
March 2016, alone

56,000

reported losses 
from social 
engineering fraud$1B

About BioCatch
BioCatch is a leading provider of Behavioral Biometric, Authentication and Malware Detection solutions for mobile and web applications. Available as a cloud-based 
solution, BioCatch proactively collects and analyzes more than 500 parameters to generate a unique user profile. For more information visit us on www.biocatch.com


