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Welcome!

m Thank you for joining us today.

m In today’s call we will cover security tips
for Travelling with Technology. The
call will last approximately 20 minutes

m If you want to follow from your office, go
to www.ekaru.com / Go to "What’'s New”
near the bottom of the page. Presentation
will open in a browser, click the down
arrow in nav bar to advance slides.
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Format

m For call clarity, this is a “listen only” call.

m (Reason, cut down on ambient noise, avoid
“call on hold music” - a bit tough though,
because I can’t hear you!)

m If you have questions, please eMail to
iInfo@ekaru.com and we will try to include Q&A
at the end of the call - we will be reviewing
email live during the call or follow up after.

Call 978-692-4200 for help.
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Workshop Mission

m Help you get more from the technology
you already have.

m Introduce you to new technologies you
need to know about.

Microsoft. Microsoft f 1
Small Business CERTIFIED P A l' ﬂ} 4

Partner

Specialist



1
Eka rU Connecting People With Technology

Overview — Travelling with Technology

m How do you stay secure on public networks?

m When is it smart to encrypt your portable data and
when is it required by law?

m What can you do if your laptop, tablet, or smart
phone is lost or stolen?

m How can you keep your mobile data costs from
ballooning when you travel?

m What happens when your electronics get too hot?

Ask Questions: info@ekaru.com
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Going Mobile!
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Things to think about...

mSecurity vs. Convenience
m Regulations
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Things to think about...

m According to the U.S. Department of
Homeland Security, 31% of all
cyberattacks are directed at businesses
with less than 250 employees
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Where is your information?

m Where is your company information?

m What data is entering and leaving
your network every day?
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Data Losses

m Lost /Stolen laptops:

s BCBS - 39,000 MA physicians notified of breach at
BCBS (estimate 850,000 nationwide!)

s Coca Cola - said data belonging to 74,000
individuals, including thousands of former and
current employees

m \iruses / Malware

s 'Ransomeware” type attacks up 115%
last year

m Hackers
m Device Damage
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Security with public WI-FI

m Router that connects to Internet has
a firewall to protect users from
outsiders

m BUT, on a local network, you are
basically trusting everyone there
unless you use precautions.
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Set your security to "Public Network”

m To see what your current settings are and to
= change them, go to Control Panel, Network &
= Sharing Center. For a Public Network, the icon
is @ Park Bench. To see the individual settings,
click on "Change Advanced Shir;ng Settings".

@uv‘:. <« All Control Panel ltems » Network and Sharing Center ~ [ 43 || search Contrat Panet 2|

Control Panel Home . . . . . e
View your basic network information and set up connections

" 3= Seefull map
L ~ @
ANN-THINK ekaru 3 Internet
(This computer)

View your active networks Connect or disconnec t

F ekaru 3 Accesstype: Internet

s HOome

sl W ;
h Public network Connections: ! Wireless Metwork Connection
(ekaru)
. Change your networking settings
i Set up a new connection or network
=

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

= W Connecttos network
. I Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
See also

@@ Choose homegroup and sharing options
Fitmericies Access files and printers located on other network compuiters, or change sharing settings.

Intel® PROSet/Wireless Tool
“ kbl [ Troubleshoot problems

Internet Options Diagnose and repair netwark problems, or get troubleshooting information.

Lenovo's Internet Connection

Windows Firewall
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Public Security Settings

i - - -—#' DEQ-‘

@Ov|i@ <« Metwork and Sharing Center » Advanced sharing settings - | 3 | | Search Control Panel 2 |
= =

»

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for

each profile.
Home or Work (v
Public (current profile) () =

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

(7) Turn on network discovery
@ Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(2) Turn on file and printer sharing
@ Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders, What are the Public folders?

-

1 Turn en sharina so anvene with network access can read and write files in the Public folders

Save changes I

I — —
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Public Security Settings

1) Turn OFF Network Discovery - When Network Discovery is ON,

your computer can see other computers and devices on the network and
they can see you.

2) Turn OFF File and Printer Sharing - When File and Printer Sharing

is ON, files and printers you have shared on this computer can be accessed
by other people on the network.

3) Turn OFF Public Folder Sharing - When public Folder Sharing is ON,
people on the network can access Public Folders.

4) Turn ON Password Protected Sharing - if you are going to share files
and folders, make sure Password Protected Sharing is ON so that only users
with a user name and password for your system could access the files.

5) Additionally, Turn ON Windows Firewall. Go to Control Panel,
Windows Firewall and check that its ON. The firewall helps prevent other
systems on the network (all the people you don't know in the coffee shop)
from potentially spreading malicious software or accessing your system.
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Additional Options

m Use a VPN (Virtual Private
Network)

m Web browsing - Use SSL
encryption Look for "HTTPS" in the
web address.

m Turn off WIFI
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Turn of Wireless if you don't need it!

m Hit "Windows Key” + X — Lots of
on/off switches

B Windows Mobility Center — o — .

1 . = 97% available

E I ) £ o

Display I\:u:'} [ Mute ﬁ (plugged in, not
=

1 brightness charging)

!!ﬂ! Connected

u T [} Energy Star - [ Turn wireless off

Erightness Yolume Battery Status Wireless Metwork
' No display No sync .
= connected partnerships @@ Not presenting
Connect display ] [ Sync settings ] [ Turn an
External Display Sync Center Presentation Settings
o)
s
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T CERTIFIED 3 6

Specialist

Partner



1
Eka rU Connecting People With Technology

Overview — Travelling with Technology

m How do you stay secure on public networks?

s When.is it.smart to encrypt vour portable
data and when is it required_ by law?

m What can you do if your laptop, tablet, or smart
phone is lost or stolen?

m How can you keep your mobile data costs from
ballooning when you travel?

m Temperature Effects

Ask Questions: info@ekaru.com
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Encryption of Portable Devices

= Required by the MA Data Security
Law: "“Encryption of all personal
information* stored on laptops or other
portable devices**;"

* Personal Information = (First name or
initial )+ last name + (SSN or Financial
Account Number or Drivers License, etc).

** If technically feasible
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Encryption of Portable Devices

m Think of all the data that walks out the door of
your office each day

m What are employees storing on personal
devices?

= What would you do if all your customer contacts
were released?

m Encryption of portable devices is a smart idea
above and beyond the law.

m Hard Drive Password is better than the Windows
password, BUT Password # Encryption !!!

Microsoft .
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Security for Mobile Users

m Get Full Disk Encryption!
m PGP
m TrueCrypt (open source)
m Self Encrypting Drives

m DO NOT FORGET YOUR ENCRYPTION
KEY! There is no “back door”!!

m MA Data Protection Law

E LI 20
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Overview — Travelling with Technology

m How do you stay secure on public networks?

m When is it smart to encrypt your portable data and
when is it required by law?

m How can you keep your mobile data costs from
ballooning when you travel?

m What happens when your electronics get too hot?

Ask Questions: info@ekaru.com
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What to do — stolen laptop

m Change all your online passwords -
banking, credit cards, amazon, etc

m Change your email password
m File a police report
m Develop a company policy

Microsoft. MinOSOﬂ' ) f
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You can prepare

m Before: Make model, serial number
(“service tag” for Dells)

m Full disk encryption
m Make sure your data is backed up!
m LoJack for laptops

Microsoft. Microsoft f in =
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Smart phones

m With Exchange, your phone can be
deleted and locked remotely.

= With “"Pop mail”, plan ahead about
how much mail you want to keep on
your phone.

m Consider Mobile Device Management
(MDM)

EEEEEEEE
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Overview — Travelling with Technology

m How do you stay secure on public networks?

m When is it smart to encrypt your portable data and
when is it required by law?

m What can you do if your laptop, tablet, or smart
phone is lost or stolen?

s How can_yvou keep your.mobile data costs
from_ballooning_when you_travel?

m What happens when your electronics get too hot?

Ask Questions: info@ekaru.com
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Travelling — Cell Plans

m Call your provider before you travel
to review / temporarily change your
plan.
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Turn off Data Roaming?

http://support.apple.com/kb/HT4203

Turning off Cellular Data does not affect your ability to make
or receive phone calls or to use Wi-Fi networks for Internet
connectivity, but you will be unable to:

m See the Cellular Data icon in the status bar: , , or.

m Send or receive MMS messages. However, SMS and
iMessages can still be sent and received.

m Retrieve or listen to new Visual Voicemail messages. To
retrieve these messages, enable Cellular Data.

m Use Personal Hotspot.

m You can adjust this setting from Settings > General >
Network

Microsoft. Microsoft f o ™
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iPhone — Shut off data roaming

eweco Verizon F 11:32 AM 91%

< Cellular Roaming

Get to know
Voice Roaming ' @ your settings.

Turn off voice roaming to limit cellular
coverage to your home network and
avoid substantial phone or SMS
charges when traveling internationally
or near an international border.
Turning off voice roaming will also
turn off data roaming.

Data Roaming 0

Turn off data roaming when traveling
to avoid charges when web browsing
and using email, MMS, and other
data services.

International COMA O

Turn off International CDMA while

Microsoft. Microsoft ?
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iPhone Security

m PIN Lock

= Option to wipe after 10
failed attempts

®m Find my iPhone”

If you misplace your iPhone, iPad, iPod touch, or Mac, the
Find My iPhone app will let you use another iOS device to
find it and protect your data. Simply install this free app or
another iOS device, open it, and sign in with your Apple ID
Find My iPhone will help you locate your missing device on
a map, play a sound, display a message, remotely lock

m Keep OS updated

Microsoft. Microsoft rTf\ o {
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Backup Services -

m May want to pause backup
m What else is synching?

Microsoft. Microsoft f
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Overview — Travelling with Technology

m How do you stay secure on public networks?

m When is it smart to encrypt your portable data and
when is it required by law?

m What can you do if your laptop, tablet, or smart
phone is lost or stolen?

m How can you keep your mobile data costs from
ballooning when you travel?

m What happens when your electronics get too
hot?

Ask Questions: info@ekaru.com
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Temperature Effects

m On a hot day (80 degrees F), your inside car
temperature can go up to 123 - 140 degrees F !

= TEMPERATURE A ELAPSED TIM

ﬂﬂl : 40

§ OUTSIDE  INSIDE .8 MINUTES

o
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Temperature Effects

m iPhones and iPADs have operating temperature
ranges of 32-95 degrees F, and a safe storage
range of only up to 113 degrees F.

m Hard drives generally have operating ranges up
to 122 degrees F.

m Digital camera specs typically call for storage
below 120 degrees F

m Allow electronics to return to room temperature
before use.

Don’t leave electronics in the car or in direct
sunlight.
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Summary

Careful on public networks

Encrypt your portable devices

Protect yourself from theft

Don't let your mobile data roam

-ind a way to securely access your data

Prepare in advance!
We hope you found at least one
suggestion that will make a difference

for you!
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More Questions?

m We |love to hear from you! Send us
questions/topics for future blog
posts or webinars.

m If there are any questions that didn’t
get answered today, email us at
iInfo@ekaru.com or call us at 978-
692-4200.

E L 35



mailto:info@ekaru.com

|_ 'EkarU Connecting People With Technology

Ekaru Blog

[ | Get tra | N | N g .Eka rU Connecting People With Technology
every week: o b in s s oty s s o s G
WWW . e ka ru . CO m Technology Advisor Blog Subscribe by Emall

Your email:
Current Articles | | RSS Feed
b | O Beware! Flight Information Phishing Emails
Posted by Ann Westerheim on Thu, Dec 08, 2011 @ 07:21 AM
[ share| @' submit

. S u est a & Email Article Tweet
gg ) eddic W™ delicious o [Diggt ]
Most Popular Posts

-
t O I ‘ l This is the time of year when many people travel. We S o = How to Insert an Excel
" have received a lot of questions recently about the latest x * . Spreadsheet into Word 2010

email security threat: a new wave of "phishing” emails

o X o = How to Delay or Schedule
that are based on flight information notifications. .

The emails vary, but as an example, one of the emails we
looked at had a subject of "Your Flight Order” and some
official looking numbers, with the content of the email

containing the flight number, date and time of departure,

Contact Us Client Login

Technology Advisor Blog Subscribe by Email

Your email:
Current Articles | a RSS Feed

Think Twice Before you Travel Overseas with your Laptop

Posted by Ann Westerheim on Mon, Jan 09, 2012 @ 07:57 AM e

& Email Article Tweet [Jshare 5 sk | w® delicious

Most Popular Posts

The Boston Sunday Globe had some interesting reading [ X w How to Insert an Excel
yesterday: "Laptop seizures at customs cause thorn 1 Spreadsheet into Word 2010
legal dispute”. When David House, a former MIT

er MIT = How to Delav or Schedule
researcher, returned from vacatien in Mexice a little over Sending an eMail in Outlook
5 vear ago, federal agents seized his laptop at customs Jo10

during a connection in Chicage, and kept it for almast two
menths. There was no search warrant, and he wasn't - Getting Started with Excel
charged with a crime. The article describes a "Consitution 2010 - Simple Formulas

—free zone" where governement agents don't need

Microsoft. Microsoft

Small Business CERTIFIED
Partner

Specialist



http://www.ekaru.com/blog
http://www.ekaru.com/blog

F
I_ '|:karU Connecting People With Technology

Thank You!:

For more information:

www.ekaru.com
.' www.twitter.com/EkarulT
Y www.ekaru.com/blog
. www.facebook.com/ekaru
@ www.linkedin.com/in/AnnWesterheim

978-692-4200
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