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Major breaches have affected companies and organizations across all sectors of the US economy from 
retail to healthcare, finance and government. As security leaders search for key performance indicators, 
industry metrics can serve as important benchmarks for understanding the performance of an  
organization and its portfolio of vendors.

Recognizing the growing importance of understanding cyber security posture, BitSight is publishing the 
Third Annual Industry Benchmarking Report. In this report, BitSight analyzed the security performance of 
six key industry sectors: Finance, Federal Government, Retail, Energy/Utilities, Healthcare and  
Education. These industries hold diverse types of data that are sensitive and valuable - especially to  
attackers. BitSight uses its proprietary Security Ratings algorithm, which takes into account diverse  
security metrics on events, diligence and user behaviors in order to derive aggregate industry metrics. 

Risk management leaders and security practitioners can leverage the industry level data provided in this 
report for various initiatives including: 

• Assessment of vendors in relation to industry averages
• Benchmarking an organization against industry averages and peers
• Cyber underwriting decision making
• Mergers and acquisitions due diligence
• Portfolio management

Introduction
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Key Findings

1. Energy and Utilities are performing lower than the Retail sector and in-line with poorly 
performing Healthcare. 

     
 The Energy and Utilities industry is performing near the Healthcare industry when it comes to 

securing their networks against cyber attacks. In last year’s industry report titled “Will Healthcare 
Be The Next Retail?” BitSight highlighted some troubling trends among healthcare companies 
such as an increase in the number of infections observed. Over the past year, BitSight research-
ers have noticed a dip in the performance of Energy and Utility companies from 653 to 652. As 
this industry connects previously isolated control systems to the internet it becomes increasingly 
important that a focus on operational technology (OT) does not overshadow the importance of 
information technology (IT) related threats such as a malware infection that could shut down the 
power grid.

2. Companies across all industries are still vulnerable to major SSL vulnerabilities1.
     
 Companies in every industry sector are vulnerable to major SSL vulnerabilities such as  

Heartbleed, POODLE and FREAK. Given the widespread publicity surrounding some of these vul-
nerabilities, it is surprising that companies have servers running outdated and vulnerable versions 
of OpenSSL. While companies across all industries have mostly updated their servers to protect 
against Heartbleed, many companies have failed to act when it comes to POODLE and FREAK. 
For FREAK, industry vulnerability runs from 30% in Finance to 75% in Education. POODLE results 
are even more astounding: not one industry has more than 69% of companies protected. These 
SSL vulnerabilities can provide attackers with the ability to perform man in the middle attacks and 
extract sensitive information or gain private keys. 

3. The Federal Government - currently in the spotlight in the wake of the Office of Person-
nel Management mega breach - is the second highest performing sector, second only 
to Finance.

     
     In July of this year, the New York Times broke news that a major cyber security breach had af-

fected the Office of Personnel Management (OPM). The OPM breach, purportedly undertaken by 
Chinese hackers, compromised the records of 25.7 million records of current, former and pro-
spective government employees and contractors2. Since this time, there have been consistent 
calls from lawmakers and Washington pundits for the government to get its cyber house in order. 
Nevertheless, our analysis of 119 different government entities shows that many of these agencies 
are performing well as a sector when it comes to overall security performance.

4. Finance continues to be the top performing sector and Education the lowest.
 
 Finance has consistently been the top performing industry in BitSight’s industry benchmarking re-

ports. BitSight attributes this consistent performance with a culture of awareness of cyber security 
issues, a mature regulatory landscape and adequate resources committed to protecting corpo-
rate networks. On the other end of the industry spectrum, educational institutions - and higher 
education in particular - are trailing other industries when it comes to protecting their networks. 
While educational institutions have unique network challenges to overcome, they are also be-
coming prime targets for the important intellectual property that they hold. This fact was recently 
highlighted by the recent intrusion of the University of Virginia’s network by Chinese hackers3.
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Industry Percent

Finance 2.6%
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Retail 5.6%
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Education 23.2%
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Finance

Finance remains the top performing industry within our analysis. The industry’s Security Rating was 716, 
which is inline with their rating of 712 a year earlier. When it comes to SSL vulnerabilities, this industry 
was also the top performer with only 2.6% vulnerable to Heartbleed. Nevertheless, 3 out of every 10 
(30%) organizations were still vulnerable to FREAK and 7 out of 10 (69%) were vulnerable to POODLE. 
While this is better than other industry sectors, it still highlights an area for improvement for the industry.

BitSight has consistently rated the Finance industry as a top performer. Financial institutions often make 
substantial investments to combat threats, with PwC noting that banks are planning on spending about 
$2 billion more in cyber security over the next two years4. In addition, banks and other financial institu-
tions are faced with multiple regulations relating to cyber security promoting a risk aware culture. Anoth-
er key to financial services success is a focus on mitigating threats posed by third party vendors. Finan-
cial services companies often have mature VRM programs that incorporate continuous monitoring of 
their vendor ecosystems and consistent audits of vendors5. In addition, organizations such as the Finan-
cial Services Information Sharing and Analysis Center (FS-ISAC), a key information exchange of threats 
to banks and financial services companies, have begun efforts to implement information exchanges in 
other industries that are critically important within the financial services vendor ecosystem. FS-ISAC has 
been instrumental in promoting information sharing through the establishment of a Legal ISAC6 and a  
Retail ISAC7. 
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Federal Government

While we have always tracked the security performance of government bodies, which include local, 
state, federal and international entities, we have not pulled out US federal government entities as a spe-
cific subsector. Thus, in light of the massive breach affecting the Office of Personnel Management, Bit-
Sight decided to include a category within this year’s industry benchmarking report. This industry group-
ing consists of 119 federal government entities which focus on diverse disciplines, including healthcare,  
education, defense, diplomacy, budget, and more. 

Since the OPM breach there have been loud cries from legislators, analysts and others that Washington 
needs to get its cyber defenses in order. A recent report by the Institute for Critical Infrastructure Tech-
nology noted that the this breach showed the “failings of the ill-equipped personnel, antiquated cyber 
security infrastructure, and abysmal security practices at the United States Office of Personnel  
Management.” This report goes on to criticize a culture of awarding contracts to the lowest bidder for 
security work and a lack of vendor oversight - highlighted by the breaches of USIS and Keypoint, two 
government contractors with access to sensitive information8. 

Although the OPM breach included massive data loss, BitSight data suggests that many agencies are 
performing well as a sector in defending, detecting and recovering from network threats. The industry’s 
Security Rating is the second highest at 688. Last year the industry’s rating was 684. One area of con-
cern is that they are the second worst industry when it comes to protecting against major SSL vulnerabil-
ities. BitSight analysis shows that many agencies were still vulnerable to Heartbleed (7.6%), Freak (50.4%) 
and Poodle (79%).
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Retail

Many within the information security community dubbed 2014 the year of the retail breach. From Mi-
chaels to Neiman Marcus, major American retailers were affected by large scale data breaches affecting 
millions of customers9. Studies have indicated that major breaches in the industry have shifted consumer 
attitudes toward using cash over plastic10. This is not good for business: consumers tend to spend more 
money when using debit and credit cards11. In addition, loyalty programs and business branded credit 
cards are important sales channels for major retailers and provide important demographic information.

Responding to these challenges, 56% of retailers are actively investing more in their cyber security ef-
forts according to BDO’s Retail Compass Survey of CFOs12. There has also been an industry-wide push 
toward the adoption of EMV chip technology in store branded credit cards. Another positive improve-
ment has been the inception of the R-ISC platform. This information sharing platform, supported by FS-
ISAC, gives retailers access to information on emerging threats from peers, law enforcement and other 
reliable sources13. 

BitSight’s analysis of the retail sector shows the industry’s mean Security Rating was 684, putting it slight-
ly below the federal government’s rating. The sector saw slight improvement over the course of the year 
from last year’s 674. Although, similar to all industries included in the report, the retail sector needs to 
ensure that it fully remediates SSL vulnerabilities. Currently, 5.6% of companies are vulnerable to Heart-
bleed, 37.1% are vulnerable to Freak and 72.2% are vulnerable to Poodle. 
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Energy and Utilities

There has been growing concern over the cyber security posture of Utility and Energy companies as 
more control systems are brought online. Various articles point to high stake losses related to a breach 
against Energy and Utility companies. Large insurer Lloyd’s, in conjunction with researchers at the 
University of Cambridge, estimated potential losses from a cyber crime-induced blackout could hit $1 
trillion14. The government has been diligently tracking attacks against the Energy industry. The govern-
ment’s Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) releases reports on 
cyber incidents affecting the country’s critical infrastructure15. Interestingly, in 2014, the Energy sector 
was the most targeted sub-sector of the nation’s critical infrastructure with 32% of incidents reported. 
The ICS-CERT Monitor also noted, “Of the total number of incidents reported to ICS-CERT, roughly 55 
percent involved advanced persistent threats (APT) or sophisticated actors. Other actor types included 
hacktivists, insider threats, and criminals.”

While many focus on worst-case scenarios, there are important challenges ahead for Energy and Util-
ity companies. As operational technologies (systems that control the power grid, gas gauges, etc) be-
come internet-enabled, these organizations must understand and anticipate information technology (IT) 
risks. The Congressional Research Service recently published a report that stated, “Modernization of 
many systems also has resulted in connections to the Internet. While these advances will improve the 
efficiency and performance of the grid, they will increase its vulnerability to potential cyberattacks”16. 
So what does this mean for Energy and Utility companies? SANS recently published a report on IT/OT 
convergence and explained: “For example, building automation systems, rife with networked monitoring, 
control and reporting devices can be interrupted either by attacking the devices individually or disrupt-
ing the network itself, and automated pharmaceutical production can be halted by events as simple to 
implement as buffer overflow or denial of service attacks”17.

BitSight data provides empirical evidence to support the notion that there are challenges among En-
ergy and Utility companies when it comes to securing their networks. The industry rating on August 1, 
2015 was 652 which is relatively unchanged from last year’s 653 but falls well below the retail sector. As 
we have noted within the other industry sectors, Energy and Utility companies need to shore up their 
servers to protect against SSL vulnerabilities. Companies in this sector are still vulnerable to Heartbleed 
(5.2%), Freak (40.5%) and Poodle (74.8%). 
. 
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Healthcare

As highlighted in our previous BitSight Insights report, the healthcare sector continues to lag behind 
other sectors as the second worst industry performer. Within the past year, major breaches have affected 
healthcare providers and insurers both of which have access to sensitive personally identifiable informa-
tion (PII). These records are incredibly valuable on the black market. A recent story from NPR found an 
undisclosed website where a “value pack” of 10 Medicare numbers was for sale. The price? “It costs 22 
bitcoin — about $4,700 according to today’s exchange rate”18.

While HIPAA regulations attempt to ensure patient privacy and security of medical records, certain stud-
ies indicate a rise in incidents. A comprehensive study in the Journal of the American Medical Associa-
tion analyzed the Department of Health and Human Services database on HIPAA disclosures of the loss 
of protected health information affecting at least 500 individuals from 2010-201319. The study found that 
there were 949 data breaches during the time period, with 29 million records affected. 

BitSight has continued to see stagnant performance across the industry as a whole. The Security Rating 
is practically unchanged at 634 (last year it was 630). The industry had the second lowest percentage of 
companies vulnerable to Heartbleed at 4.4%. Yet a high percentage of companies remain vulnerable to 
Freak (43.4%) and Poodle (73.5%).
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Education

BitSight continues to see Education as the lowest performing industry sector. This continued lag in 
performance echoes the sentiments of a previous BitSight Insights report that focused on the security 
posture of college athletic conferences20. BitSight found that colleges and universities have challeng-
ing network requirements, such as BYOD networks and multiple access points. Interestingly, that report 
found that universities that made proactive strategic investments in cyber security - such as hiring a dedi-
cated CISO - far outperformed the industry average. 

While universities continue to have unique network requirements and specific challenges to securing 
their networks, it is important to recognize the high-value information that these institutions hold. Amer-
ica’s colleges and universities produce cutting edge research in technology and the sciences that can 
be leveraged for commercial gain. Within the past year there have been targeted attacks, some of which 
have been attributed to Chinese hackers, against major research universities such as the University of 
Connecticut21 and Penn State22.

The industry’s rating as of August 1 was a low 554, compared to 551 as of last year. This is the second 
year in a row that we have observed a drop in the industry’s rating during the months of the school year. 
While we cannot definitively say why there is a drop during these months, it is likely that as more stu-
dents and devices enter a university or school’s network BitSight observes more infections emanating 
from that network. When it comes to the remediation of SSL vulnerabilities, the Education sector is also 
the lowest performing industry with a large percentage of organizations still vulnerable to Heartbleed 
(23.2%), Freak (75.9%) and Poodle (90.7%). 
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Conclusion

As businesses invest more time and resources into addressing cyber security concerns, the findings of 
this report are relevant to the decision making processes. For security practitioners, these metrics can 
inform security benchmarking initiatives that answer a crucial question: How are we doing compared to 
industry peers? In addition, vendor risk teams and cyber insurance underwriters can look at third parties 
or applicants in relation to industry performance metrics. This insight can inform whether a company 
is willing to share sensitive data with a third party vendor or affect how a cyber insurance underwriter 
prices the risk of an insurance applicant. Businesses involved in mergers and acquisitions or portfolio 
management can look at potential and current investments to gauge whether to invest in a company or 
whether to set performance guidelines. 

As cyber security enters the boardroom, industry level benchmarks serve as a key talking point and 
performance indicator for many businesses. Using this data in conjunction with continuous ratings and 
metrics on the health of a company’s security posture --and the posture of its vendors-- allows organiza-
tions to build a risk aware security program that mitigates threats as they appear. 

ABOUT BITSIGHT TECHNOLOGIES
BitSight Technologies is a private company based in Cambridge, 
MA. Founded in 2011, BitSight Technologies provides businesses 
with daily security ratings that objectively measure a company’s 
security performance to transform the way they manage risk.
 

For more information 
contact us at:

BitSight Technologies
125 CambridgePark Drive

Suite 204 
Cambridge, MA 02140

www.bitsighttech.com | info@bitsighttech.com
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Study Overview and Methodology

To perform this industry analysis, BitSight sampled the daily mean Security Ratings for each of six  
industry sectors from August 1, 2014 to August 1, 2015, which includes 9, 708 companies. BitSight also 
extracted industry level data on specific security metrics that are factored into the rating, such as  
distribution of ratings and SSL vulnerability data related to Heartbleed, POODLE and FREAK.

BitSight Security Ratings range between 250 and 900, with higher ratings indicating better performance. 
These ratings are calculated using terabytes of data, including nearly 4 years of historical information, on 
risk vectors using a proprietary algorithm.  Risk vectors include security events, which are observed com-
promises on a company’s network, and diligence risk vectors, which show steps a company has taken to 
prevent attacks. For each risk vector, an overall letter grade (A-F) is assigned, indicating the company’s 
performance relative to others. The grade takes into account factors such as frequency, severity, and du-
ration (for events) as well as record quality, evaluated based on industry-standard criteria (for diligence).

Using both automated and hand-curated tools and processes, BitSight creates comprehensive network 
maps of a company’s Internet footprint. These maps allow BitSight to determine the organizational origin 
of compromised devices belonging to tens of thousands of companies across the globe. 
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