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Securing your WordPress site is imperative. It builds customer confidence 
and trust, and can improve your site’s search rankings. One component 
to help keep your site locked down is SSL (secure sockets layer). In this 
white paper, we’ll look at what SSL is, why you should consider it for 
your site, the SEO implications, key use cases, and how to obtain an SSL 
certificate with WP Engine.

What is SSL? 
SSL stands for Secure Sockets Layer. It’s a technology that encrypts 
all of the information sent to and from your site; meaning private 
data your visitors share with your site stays private.

How do I know if a site is secured by SSL?
It’s simple. If the web address starts with HTTPS as opposed to 
HTTP, then that site is protected by SSL (that “s” stands for security). 
There’s also a nifty little lock icon next to the URL that indicates a 
site is protected. If you use Chrome, the lock icon is green and looks 
like this (a grey lock indicates that a site has mixed content, meaning 
some pages are protected by SSL): 

Interesting. Why should I consider SSL?
SSL ensures that hackers cannot see or intercept the data your users 
share on your site. Essentially, it creates a secure tunnel between 
the browser and the web server. It also verifies that your site really 
is who it claims to be, and it’s not an imposter. So, if you’re buying 

something from Amazon.com an SSL certificate verifies that you’re 
really sharing your data with Amazon.com, not some bogus site 
that’s going to steal your info.

Sounds great. Should I have SSL on my site?
If you have an ecommerce site or any site where you collect 
sensitive data, like credit card or financial information, usernames 
and passwords, or addresses and phone numbers, it’s strongly 
recommended that you have an SSL certificate to validate your site’s 
identity and encrypt all information sent to and from your site.

Ok. Well, how much of my WordPress site should 
be secured by SSL?
That’s up to you. However, WP Engine gives you the ability to use 
SSL only on certain pages of your WordPress installation or to use 
it on your entire site via the SSL options within our user portal. For 
example, if your WordPress installation is running WooCommerce, 
an online ecommerce solution, you may want to only secure the 
checkout page where payment information is entered. You might 
also secure the account login, and any account URLs, since the user’s 
login credentials and private address information will be entered on 
those pages. But you also have the option to use SSL on your entire 
site if you desire.

You mentioned SEO... what’s SSL got to do  
with that?
Having SSL protection on your site also improves your site’s Google 
search rankings, as Google penalizes sites lacking an SSL certificate 
or with a certificate that is improperly set up. That means if your sites 
are protected by SSL, they rank higher than non-secure sites. There 

https://webmasters.googleblog.com/2014/08/https-as-ranking-signal.html
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are some nuances, however, to get the most SEO bang for your SSL 
buck. It’s important to ensure all elements of your site use HTTPS. 

That includes widgets, JavaScript, CSS, files, images, and your 
content delivery network (CDN). Also, you must use 301 redirects 
to point all of your existing HTTP URLs to HTTPS (which is done 
automatically if you secure URLs via the settings in the WP Engine 
user portal). If you don’t, you won’t get the SEO bonus that HTTPS 
promises. There is a very helpful piece on Moz.com that offers a ton 
of tips to help you get the most SEO bang for your SSL buck.

So, SSL will alleviate all of my security  
concerns, right?
Wrong. SSL is not a magic bullet for site security. Yes, having an SSL 
certificate on your site protects data coming to and from it, but it is 
not an all-encompassing security solution. It’s best to think of it this 
way: SSL ensures a secure connection for data in transit, not data at 
rest. For additional site security, it’s important to secure the servers 
that store the data that is shared with your site. Information Security 
Consultant Scott Helme wrote a great piece about this topic here. 

And as a managed platform, WP Engine provides extra layers of 
security for our customers to ensure a highly secure WordPress 
experience, including real-time security threat detection, security 
audits, code reviews, and automatic security patches.

SSL USE CASES
Now that we’ve covered SSL 101, what are some of the key use cases 
for SSL? Let’s take a look at some of the most common uses and what 
types of sites get the most benefit from SSL protection.

Ecommerce Sites 
Probably the most common use case for an SSL certificate is an 
ecommerce site. Why? You want to show your shoppers that the 
information they share with your site is secure. An SSL certificate 
encrypts sensitive information like credit card numbers and personal 
identifiers such as addresses, phone numbers, and more. And having 
that little lock symbol next to your URL is a sign that your customers 
can trust sharing their information with you. When buying online, 
trust is key, and SSL builds trust. In the world of ecommerce, lack of 
trust almost always results in lack of sales.

Government Sites
As of December 2016, The White House requires all federal websites 
and web services to run on HTTPS. Under the mandate, all public-
facing federal government web sites must implement HTTPS.

“The American people expect 
government websites to be 
secure and their interactions 
with those websites to be 
private. Hypertext Transfer 
Protocol Secure (HTTPS) offers 
the strongest privacy protection 
available for public web 
connections with today’s internet 
technology. The use of HTTPS 
reduces the risk of interception or 
modification of user interactions 
with government online services,” 
the U.S. government’s Chief 
Information Officers Council 
wrote.

Financial Sites
By nature, financial services sites deal in volumes of sensitive 
information. Using an SSL certificate ensures information that 
should be kept private stays that way. Customers don’t trust their 
financial data to a site that can’t guarantee it’s protected. SSL provides 
that guarantee.

While those are three of the most common use cases for SSL 
security, you can probably make a strong case for adding it to your 
site as well.

https://moz.com/blog/seo-tips-https-ssl
https://scotthelme.co.uk/ssl-does-not-make-site-secure/
https://www.engadget.com/2015/06/09/us-government-https/
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SSL From WP Engine
At WP Engine we make securing your website with HTTPS easy 
with free Let’s Encrypt certificates. Let’s Encrypt is a certificate 
authority whose purpose is making HTTPS ubiquitous on the 
internet. Let’s Encrypt accomplishes this by issuing free SSL/TLS 
certificates, which are just as secure as paid certificates and provide 
the same HTTPS protection. 

Let’s Encrypt certificates are fully automated, so after you set up your 
certificates, we’ll automatically renew yours to keep your HTTPS site 
up and running.

On our platform HTTPS also automatically enables HTTP/2 (the 
latest hypertext transfer protocol), which improves website load 
times. As a result, you can expect a boost in SEO by enabling 
HTTPS and HTTP/2.

If you’re a WP Engine customer, you can enable Let’s Encrypt from 
the User Portal by clicking your install > SSL > Add Certificates > 
Get Let’s Encrypt. For additional information on setting up Let’s 
Encrypt certificates, please visit our Support Garage article about 
HTTPS.

Let’s Encrypt is just one of the added benefits built into WP Engine’s 
performance platform. To learn more about our latest innovations in 
technology and WordPress features, check out our plans page.

https://my.wpengine.com/dashboard
http://Support Garage article about HTTPS
http://Support Garage article about HTTPS
https://wpengine.com/plans/
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