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Welcome to the new PCI Rapid Comply®- now Trustwave enabled!

Getting started is simple! Completing the following steps will ensure you are taking full advantage of all the TransArmor® Solution benefits.
STEP 1: Validate your Payment Card Industry (PCI) Compliance by completing the Self-Assessment questionnaire
STEP 2: Download the POS Software Monitor to monitor and help protect your POS system

STEP 3: Confirm that your point-of-sale (POS) equipment has TransArmor Data Protection functionality by looking for the lock symbol on the POS
screen when you process a transaction.

If you do not see the lock symbol, call us at 866-359-0978 to enable the functionality or to determine whether updated equipment is needed to take
advantage of this feature.

[J Do not show this again

Hello Valued
Paperless Client,

This step-by-step
presentation will
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DO NOT directly
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Hello Valued
Paperless Client,

PCI Certification Status o This step-by-step
Summary | s v T pamvesor Whsvae presentation will
N e show you how to
:Iclf::ﬂtuu: n Deadline: 2016-01-21 V pase 2 Coronte of Someloncs answer the SpeCifiC
b AtotaionofComplence questions on the PCI

Your account currently does not include the services shown below. Please call us today at 866-359-0978 to add
ese services and more fully protect your business from the risks and potentially significant costs of a data

TransArmor® Solution :'reach.

Rapid Comply

website.

POS Software Monitor Description Not Available
POS Hardware Monitor Description Not Avallable
- o Click Start. The responses listed

here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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= notification history available
Tell us about your business
1 How do you accept credit cards? Select all that apply.

Customers can make ‘Customers can make Customers can make
purchases with their purchases by mall or b purchases by visiting
credit cards on my telephone. ) my store, office,
website. - restaurant, etc.

Website Mail/Telephone In Person

Select Mail/Telephone.

Privacy Policy _- m-

Hello Valued
Paperless Client,

This step-by-step
presentation will
show you how to
answer the specific
questions on the PCI
Rapid Comply
website.

The responses listed
here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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Trusted C

Tell us about your business

1 How do you accept credit cards? Select all that apply. Change Answer

Mail/Te elephone ?

2 Who is collecting credit card numbers?

Athird-party receives
payments in the mal II
by telepnone and

prwessm«nfwme

A Third- Party

Ireeeivepaymenul
memall or by
utﬂ ndlproeus

My Company

Select A Third Party Company.

Hello Valued
Paperless Client,

This step-by-step
presentation will
show you how to
answer the specific
questions on the PCI
Rapid Comply
website.

The responses listed
here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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= notification history available
Tell us about your business

1 How do you accept credit cards? Select all that apply. Change Answer

:

Mail/Telephone ?

2Whois credit card Change Answer

AThirg-party

Al

Select Continue.
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Hello Valued
ElFrstData @ W W= Paperless Client,
TransArmor-PCI Rapid Comply PCI Homerd\anﬂle Security Policy  Training D Trusted C User
s - This step-by-step
e : presentation will
CEEE, R mEEe show you how to
' e | T answer the specific
P | Qoo g questions on the PCI

Rapid Comply
website.

. = Review and Submit
N your Self-Assessment

— The responses listed
HHH = here are intended
' ' = solely for non-profit/
church clients that
DO NOT directly
handle credit cards.

Select Next.

If you have any
questions, please
contact Support:




_0/ PCI Rapid Comply
Questionnaire Steps

Hello Valued
Paperless Client,

F FirstData 2

store

TransArmor-PCI Rapid Comply PCI Home Merchant Profile  Security Policy ~ Training Documents  Trusted Commerce User Management

— o+ This step-by-step

T 2o presentation will
General Info Additional Info ToDolist [ show you how to
o L totasisnyouro Bok answer the specific
ocuetyd providers (e.g. gateways, web-hosting companies, airline booking agents, loyalty :
Ee questions on the PCI

Secondary Contact:

Rapid Comply
website.

Multiple Acquirers
Does your company have a relationship with more than one acquirer (e.g. merchant
services provider, bank, etc.)?

O Yes @ No

The responses listed

TR here are intended
solely for non-profit/

church clients that

DO NOT directly
Select Next. handle credit cards.

If you have any
questions, please
contact Support:
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TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy ~ Training D Trusted Ce User

ik Profile Successfully Saved. Privacy Policy Support
\

This step-by-step
sartover ) [ 1ovewview 2Merchant profile ) > > . -
it et~ st Rporing presentation will
ber andstatus —_Tepe Li:*mmﬂ show you how to
- answer the specific
e e questions on the PCI
e v Rapid Comply
website.

PCI Program:  Paperiess Transaction g

The responses listed
here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

If you have any

Select Next. questions, please
contact Support:
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P FrstData @ M W Hello Valugd
e Paperless Client,
TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy =~ Training D Trusted C ce  User
=-f notification history available Privacy Pollcy H
o 0 [Tomer S s ) s y This step-by-step
T —— presentation will
Verify Your Card Acceptance Information " u,:::,::::tm et n S h OW yo u h OW to
R answer the specific
Other Details Z:;u"s:’::'ls«:ipr:cr;yy.(sewloe provider) to collect credit card numbers for mail and/or telephone orders. Your business never receives these credit q u est i O n S O n th e P C I

Rapid Comply
website.

The responses listed
here are intended
(oo | _cvnee | (W) solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

elect Next.

If you have any
questions, please
contact Support:
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F Frstbata © W = o Hello Valued
. Paperless Client,
TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy ~ Training D Trusted C User
EE notification history available Frivaey Foley c
Start Over ) 1 0verview > 2 Merchant Profile > 3 Business Environment > : > Thls Step-by-Step
b - Sena providers presentation will
Service Providers OO n h h
Identify any service providers you use either to host your web site or to handle the credit card processing from web site or mail/telephone orders. No tasks in your To Do List S OW yo u OW to
e P P — answer the specific
Chase Paymentech Solutions, LLC. Web Site Payment Processing ABOGXBROHEBEXXXXX | ﬂ

questions on the PCI
Rapid Comply
website.

The responses listed
[[] 1 don't use any service providers for my mail/telephone orders or to process my web site orders here are Intended
solely for non-profit/
church clients that
DO NOT directly
handle credit cards.

Select Next.

If you have any
questions, please
contact Support:
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Hello Valued
Paperless Client,

F First Data VR e

messages store

TransArmor-PCI Rapid Comply PCI Home Merchant Profile  Security Policy  Training Documents  Trusted Commerce User Management

e 8 [ = Bl This step-by-step
wiaar Opon - .. presentation will
A A show you how to
: l:::;aslyr;:::m::::::::auon ;p() Ste 0 answer the SpeCIfIC
e e s Ar‘l———li t ==_||3w0)| questions on the PCI

= Rapid Comply
= website.

O Expert Level Form

1 understand the requirements of PCI DSS and
1 know which SAQ to complete. Skip the
Wizard.

The responses listed
here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

Select Next.

If you have any
questions, please
contact Support:
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Hello Valued
Paperless Client,

F FirstData @ '«J - G}

store

TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy = Training  Documents  Trusted Commerce  User Management

F= notification history available Privacy Policy
.

This step-by-step

Start Over ) 1 0verview > 2 Merchant Profile > 3 Business > 4 > : :
Wizard Option > Card Data Storage & Processing > PC Wizard > Self-Assessment Questionnalre Form p resen tat| on wi I I
Card Data Storage & Processing Save & Close ’ To Do List n‘ ShOW yOU hOW to
Credit Card Data Storage ‘ o tasks inyour To Do List ‘ answer the SpeCifiC

Does your business store any sensitive credit card data electronically?
D Yes, I have a payment application or device that stores credit card data.

questions on the PCI
[[] Yes, I store credit card data in a computer.

[[] Yes, I receive credit card data from . third-party in electronic format. Ra p I d C_O m p | y
[[] Yes, I store credit card data in some other way. We bS I te g

None of the above - I never store credit card data.

Reabonizan

The responses listed
here are intended
solely for non-profit/
church clients that
DO NOT directly
Select Next. handle credit cards.

If you have any
questions, please
contact Support:




_0/ PCI Rapid Comply

Questionnaire Steps

F First Data VR

store

TransArmor-PCI Rapid Comply PCI Home Merchant Profile  Security Policy ~ Training D

Trusted C

User
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Start Over Q 1 Overview > 2 Merchant Profile > 3 Business Environment >

Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnalre Form

4 Questionnaire

)

Card Data Storage & Processing
Credit Card Data Collection

For your mail and/or telephone orders who collects the credit card numbers from your customers?
O My business
@® Athirc-party service. provider.

Select Next.

] To Do List

‘ No tasks in your To Do List

—_—

Hello Valued
Paperless Client,

This step-by-step
presentation will
show you how to
answer the specific
questions on the PCI
Rapid Comply
website.

The responses listed
here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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P FrstData @ M W Hello Valugd
e Paperless Client,
TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy =~ Training D Trusted C ce  User
E2. notification history available Privacy Pollcy .
satover ) [ tovewew ) 2mercnancpofie 3busiess Envionment ) 4 Questionnaire ) Th IS Ste p- by-Ste p
Wizard Option > Card Data Storage & Processing > PCl Wizard > Self-Assessment Questionnalre Form p rese n tatl o n Wl I I
Card Data Storage & Processing To Do List o] ShOW yOU hOW tO

No tasks in your To Do List

Payment Handling

answer the specific
questions on the PCI

Does your business ever receive the credit card numbers?

O Yes
@ No, the third-party processes the purchase. Rapld Comply
website.

The responses listed
here are intended
solely for non-profit/
church clients that

Select Next. DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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Hello Valued
Paperless Client,

F FirstData A

messages store

TransArmor-PCI Rapid Comply PCI Home Merchant Profile  Security Policy ~ Training Documents  Trusted Commerce User Management

o [ o e S wm— e This step-by-step
Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnalre Form presentat'on W| ”
v Card Data Storage & Processing ’ TolDojList n ShOW you hOW to
| MotmsainmrTo o answer the specific
. questions on the PCI
Section Completed! :
You have successfully completed this section and passed. Rapld Comply

website.

e The responses listed
here are intended
solely for non-profit/
church clients that
Select Continue. DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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Hello Valued
Paperless Client,

F FirstData @ -«J -

store

TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy ~ Training  Documen ts  Trusted Commerce  User Management

F2 notification history available
“

Start Over Q l 1 Overview > 2 Merchant Profile > 3 Business Environment 4 Questionnaire v i Th i S Ste p- by-Ste p
Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnalre Form p rese n tatl o n Wl I I
[Physical Security @}y Tobolist @ show you how t_o_
Secury potces f}\ Notass i yurTovo i | answer the specific

questions on the PCI
Rapid Comply
website.
Select Begin. The responses listed
here are intended
solely for non-profit/
church clients that
DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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TransArmor-PCI Rapid Comply PCI Home

Merchant Profile  Security Policy ~ Training D
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= notification history available

.
Start Over §) l 1 Overview 2 Merchant Profile 3 Business Envronment )

Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnaire Form

4 Questionnaire

Physical Security
Paper Documents with Credit Card Data ()

Does your business have or receive any paper documents containing full credit card numbers (see help for examples)?

O Yes
@ No

<< reieus

To Do List

No tasks in your To Do List

Security Policies k

Select Next.

Hello Valued
Paperless Client,

This step-by-step
presentation will
show you how to
answer the specific
questions on the PCI
Rapid Comply
website.

The responses listed
here are intended
solely for non-profit/
church clients that
DO NOT directly
handle credit cards.

If you have any

questions, please
contact Support:




_0/ PCI Rapid Comply
Questionnaire Steps

F FirstData @ W W Hello Valu?d
o Paperless Client,
TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy ~ Training D Trusted C User
.-__i notification history available Privacy Policy _ .
Start Over ) 1 0verview > 2 Merchant Profile > 3 Business > 4 > Th IS Ste p- by-Ste p
Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnalre Form p rese n tat' o n W| I I
v Physical Security (o) To Do List a show yOU how to

No tasks in your To Do List

answer the specific
questions on the PCI

Section Completed!

You have successfully completed this section and passed. Ra p | d CO m p | y
website.
| Security Policies (o) The responses listed

here are intended
solely for non-profit/
church clients that

Select Begin. DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:




PCIl Rapid Comply
Questionnaire Steps

r e Hello Valued
First Dat - :
F-! FrrstData f bl Paperless Client,

This step-by-step
presentation will
show you how to
answer the specific
questions on the PCI
Rapid Comply
website.

Almost Finished! You have successfully
completed the PCI Wizard.

The responses listed
e here are intended
cl e e en e e solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

Click the "Next" button below to review the

If you have any
questions, please
contact Support:
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TransArmor-PCI Rapid Comply PCIHome  Merchant Profile  Security Policy ~ Training  Documents  Trusted Commerce  User Management

= notification history available
\

Privacy Policy

Start Over Q I 1 Overview 2 Merchant Profile > 3 Business Environment > 4 Questionnaire
Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnaire Form

You have completed the PCI SAQ A 3.1
Please click Acknowledge and Submit to complete the form.

)

' Eligibility

certifies eligibility to this
this payment channel:

/] Merchant accepts only card-not: it (¢ or mail der)
NOTE: The blue answer is recommended based on your profile.
All processing of cardholder data is entirely outsourced to PCI DSS validated third-party service providers;
NOTE: The answer in blue is based on your responses to a wizard question: Card Data Storage & Processing

V] Merchant does not electronically store, process, or transmit any cardholder data on merchant systems or premises, but
relies entirely on a third party(s) to handle all these functions;
NOTE: The answer in blue is based on your responses to a wizard question: Card Data Storage & Processing

v Merchant has confirmed that all third party(s) handling storage, p: ing, and/or ission of data
are PCI DSS compliant; and
NOTE: The blue answer is recommended based on your service provider list.

V] Merchant retains only paper reports or receipts with cardholder data, and these documents are not received
electronically.
NOTE: The answer in blue is based on your responses to a wizard question: Card Data Storage & Processing

validated service provider(s).

V] Additionally, for e-commerce channels:
The entirety of all payment pages delivered to the consumer's browser originates directly from a third-party PCI DSS
NOTE: The answer in blue is based on your responses to a wizard question: Card Data Storage & Processing

d version of the Self-Assessment Questionnaire because, for 1

Review your answers then submit to
V' Physical

complete.
V¥ Security

Acknowledge & Submit ?

Sections x
V' Eligibil All questions have been answered.

Click Acknowledge & Submit.

Hello Valued
Paperless Client,

This step-by-step
presentation will
show you how to
answer the specific
questions on the PCI
Rapid Comply
website.

The responses listed
here are intended
solely for non-profit/
church clients that

DO NOT directly
handle credit cards.

If you have any
questions, please
contact Support:
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Hello Valued
Paperless Client,

F FirstData @ 'J \! {5}

store
TransArmor-PCI Rapid Comply PCI Home Merchant Profile  Security Policy  Training D Trusted Ct User
SZ notification history available Privacy Policy Th | S Ste p_by_ste p
Start Over ) [ 1 0verview 2 Merchant Profile > 3 Business 4

Wizard Option > Card Data Storage & Processing > PCI Wizard > Self-Assessment Questionnaire Form p rese n tatl o n WI I I

Confirmation of Compliant Status ShOW you hOW tO
Verify Statements: [/] PCI DSS Self-Assessment Questionnaire A, Version 3.1, was completed according to the instructions therein. a n SWG r th e S p e lel C

*[y] Al ion within the ab SAQ and in this attestation fairly represents the results of my assessment in all material respects. 8
[ 1have read the PCI DSS and I recognize that I must maintain PCI DSS compliance, as applicable to my envi at all times. q u est[ ons on th e P C I
‘ If my environment changes, I recognize I must reassess my envil and i any iti PCI DSS i that apply. -
a No evidence of full track data[1], CAV2, CVC2, CID, or CVV2 data[2], or PIN data[3] storage after transaction authorization was found on ANY system reviewed during this assessment. Ra p I d CO m p | y
1. Data encoded in the magnetic stripe or equivalent data on a chip used for ization during a card-p: Entities may not retain full track data after transaction authorization. The only f
elements of track data that may be retained are primary account number (PAN), expiration date, and cardholder name. We bS | te .

2. The three- or four-digit value printed by the signature panel or on the face of a payment card used to verify card-not-present transactions.
3. Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present within the transaction message.

Merchant Acknowledgement

S— The responses listed

::: : 1 am hereby signing and intend to authenticate this document. h ere are | n t en d e d

o et O o o et g solely for non-profit/

e e \ church clients that
— DO NOT directly

handle credit cards.

Once signed, If you have any

Click “Sign”, put in Title, and click Submit. questions, please
Enter Your Name. contact Support:




