
repository rights and permissions, with the ability to configure

reflect the rights individual users have to the dataset.

authentication model to make it the most flexible and airtight

Izenda’s embedded business intelligence and analytics so�ware

Di�erent roles

Independent so�ware vendors consider security an essential

Securing Self-Service BI in Your Application

Izenda.com

component when developing an application. Unfortunately, 
security implementation issues with most business intelligence and 
analytics solutions mean that an ISV must choose between giving 
data access to a privileged subset of power users and maintaining a 
complicated user access management system.

Reporting typically 
encompasses many 
security challenges. 

or groups may 
be necessary for 
compliance reasons. 
Controls need to 
be set on who can 
access, use and 
share data, and the 
organization needs 
to be able to control 
access to where 

reports are stored. Typically, an organization already has in place a 
security system. If a reporting application can’t integrate with your 
application’s code base, then it must be hosted separately. This 
requires you to either use it as a standalone portal  or attempt to 
IFrame the reporting application into your own.

hooks into the client application’s existing single sign on (SSO) 

approach available. All of the security architecture gets applied to 
every page in Izenda. Designers, viewers, customization options all 

A robust API gives developers control over data, feature and report 

settings on a per tenant, role and group level.
Izenda hooks into the user management structure at the API level 
with an integrated code base. This eliminates any outside process 
passing security variables from one application to the next.

Izenda Security 
Features

• Securely Report 
Against Databases

• Secure Data 
Connections

• Application 
Consistent Row-
Level Security

• Multi-Tenant 
Security

• Role, Group 
and User Level 
Security

• Self-Service BI 
Framework

Izenda, Inc.
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info@izenda.com
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The first absolute line of defense for a database is the

or other columns which contain personally identifiable

This provides flexibility on what parts and pieces of

Izenda’s Security Model

•  Izenda’s integrated BI solution couples with 
an application’s existing security structure

• Izenda can dynamically apply the connection 
string through simple API settings

• Izenda’s security model easily manages 
single or multiple simultaneous database 
connections

• Multi-tenant security models can be 
implemented and adopted with ease

• The Visible Data Source setting controls 
access to tables, views, stored procedures

• Hidden Columns control what columns user 
can access within Visible Data Sources

• Hidden Filters control what can be accessed 
at row level within each table, view, or stored 
procedure, by injecting directly into the 
WHERE clause of any request a user can make

Database Connection Security

connection string. Izenda lets you lock down databases 
on a per user/tenant/role basis, using dynamically 
applied connection strings. For example, a super user 
could be given access to run a wider range of queries 
against the database, with other users limited in their 
access.
User data access and security can be managed both 
through the existing database management system and 
through Izenda’s inheritance of your existing security 
model, rather than through another application.

 Visible Data Sources
Izenda has a setting called Visible Data Sources, which 
controls what tables, views and stored procedures 
users will be allowed to report against. During 
implementation, you can set which of these Visible Data 
Source schemas each tenant, group or role will use. 
For example, an admin would be able to see all tables, 
views and stored procedures, while a business analyst 
might only be able to view a subset of that schema. 

Hidden Columns
The next level of security, Izenda’s Hidden Columns, 
controls what individual columns can be accessed. 

particular views, tables and stored procedures users can 
access. A business analyst, for example, might not have 
access to an employee table’s Social Security column 

information.

Hidden Filters
With Hidden Filters, Izenda controls security down to 
the individual row level. The Izenda API allows you 
to append parameters to the where clause of any 
query. Allowing the system to restrict down to the 
row or cell level in terms of granularity, helping to 
maintain compliance with HIPAA and other regulatory 
requirements. 
An example would be locking down access to a 
hospital’s patient database by applying a Hidden Filter, 
which restricts a physician’s view of the data down to 
only his patients.

Izenda.com

Traditional BI Security Model

• Traditional systems struggle with rapidly 
adopting the existing security models in 
custom web applications

• Many come with separate user management 
systems

• Every user, role, tenant and group must 
be duplicated within the BI application, 
doubling the size and complexity of a security 
model 

• As complexity increases, compliance and ease 
of use become more di�icult to maintain

• O�en customers have to choose between
limiting BI platform access to only their
power users, or providing highly simplified
and non-customizable UIs

https://www.izenda.com/


and more. This can be very di�icult to implement with

rights di�erent tenants, groups, roles and users have

completely di�erent models at each deployment.

Embedded Analytics in 
the Self-Service BI Enterprise.

Izenda.com

Developers of traditional business intelligence systems 
struggle with setting up this level of security. Most 
companies write custom code for data access control 
in their own applications. Each company approaches 
this uniquely, meaning that BI tools have to expect 

Many other BI solutions create separate user 
management systems. This requires setting up all 

users, their roles 
and groups until 
a company has in 
essence duplicated 
their existing 
authentication 
model – and are 
then forced to 
continually maintain 
two systems. 
Adding another 

user management system makes the process overly 
complex, as opposed to the Izenda API, which is ready 
to plug into your existing authentication system.

Feature Level Security
Izenda does more than lock down just data access. 
Izenda can dynamically control per tenant/role/
group/user what features are visible. Izenda’s platform 
creates the ability to hide and disable what buttons, 
tabs, capabilities and pages can be seen by users. This 
enables the creation of highly custom BI roles.
Other BI platforms are unable to provide this highly 
dynamic and granular application feature sets.

Repository Security
An organization needs to control access to reporting 
libraries. Tightly controlling access by tenants, roles 
or groups may be necessary for compliance reasons. 
Izenda provides an organization the ability to control 
what reports and dashboards can be seen and what 

to those. Reports and dashboards can be securely 
shared with rights such as full access, read only, locked 

other BI solutions.

“A security framework must not overlay 
itself on existing application security, but 
rather integrate seamlessly so it becomes 
an organic part of the application.”

- George Anadiotis

Self-service BI should have the proper security 
framework for user authorization and access 
rights, according to analyst George Anadiotis, 
writing in his report, “

” (Izenda under-
wrote the 2015 Gigagom Research paper.)

Keep Your Application & Data Secure

http://ma.izenda.com/gigaom-embedded-analytics-whitepaper-001
http://ma.izenda.com/gigaom-embedded-analytics-whitepaper-001
https://www.izenda.com/


• Simplifies maintenance

• Adds flexibility

• Implements e�iciently

to flexibility and scalability that is found in the rest of our

is simplified as it is only managed through one interface

functionality to include design o�en requires giving users

or revealing only tenant-specific tables, views or stored
procedures, and even custom fields created by individual

specific database. From the Visible Data Source down to

Izenda.com

Multi-Tenant Security
Izenda’s works well with multi-tenant implementations 
with the ability to dynamically apply connection strings, so 
that when a user logs in, they can only access their tenant-

the Hidden Filter (row level), Izenda enables restricting 

tenants and only the rows each tenant should have access 
to.

Izenda’s Security Model Improves ROI
An embedded application’s security model is a key 
component of its overall value and usability.  Many other 
BI platforms require desktop applications, which means 
that a broad set of users can’t view and design at the same 
time from the same interface. Giving the full breadth of 

another desktop designer and a publishing process.
With Izenda, the ongoing management of the application 

– your interface with the designer and viewer all available 
through the browser.
Izenda has implemented security with the same attention 

self-service platform. Our API lets you set security, whether 
on a single database or a multi-tenant environment, and 
restrict access on tables, views, columns - even to the row 
level.

Izenda’s security model

• Expands extensibility
• Speeds application to market 
• Aids in regulatory compliance

Izenda is the ideal embedded platform because it 
integrates with your application, inheriting its security 
structure for multi-tenant environments down to the row 
level.

SCHEDULE A 
LIVE DEMO
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