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Two recent surveys of CCOs found:

of Compliance professionals feel that their biggest challenge is the increasing responsibility for non-
traditional compliance activities, such as information/cyber security or third-party vendor reviews.

Cyber security ranks as the top priority in terms of future investments, as of compliance officers believe

this will be a major focus in the near-term.

One particular area that is beginning to affect the compliance arena is technology, IT risk and the issues
relating to cyber crime and to resilience. For firms, cyber risks are multi-faceted and must not simply be left to
the IT function. Compliance functions need to be engaged in the consideration of risks to the business (and by

association the potential effect on their customers)...
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1990-2000 2001-present

Fiduciary duty” 2001: SEC Electronic Media Guidance
Left to interpretation 2003: SEC Compliance Program Rule
1996: Reg S-P (Privacy) 2013: Reg S-ID Identify Theft

Red Flags Rules

2014: SEC Alert

State privacy and data breach laws

2015 OCIE Sweep Results

2015 SEC Alert: 2" Round of Examinations
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of advisors have written business continuity plans that address
the impact of cyber-attacks or intrusions.

of advisors and of broker dealers stated that they have
experienced cyber-attacks.

of advisors reported receiving fraudulent emails seeking to
transfer client funds.

of advisors incorporate their cyber-security requirements into
their contracts with their vendors.

« Almost all advisors, , make use of encryption in some form.
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& Securing client records and information
% Identifying and protecting against potential threats to client
information

& Protecting against unauthorized use or access to client

information

0 Designing & implementing appropriate controls to protect
client information

v, Ensuring these controls are operating effectively and are

reviewed and revised accordingly



=

« Firms must document policy, procedures and personnel responsible for
cybersecurity

« Firms must design & implement appropriate controls

« Firms must ensure controls are operating etfectively by conducting
periodic risk assessments

« Senior management of firms must be involved in cybersecurity plans and

policy of that firm U.S. Securities and
| Exchange Commission

ABOUT DIVISIONS ENFORCEMENT REGULATION EDUCATION FILINGS

PRESS RELEASE

SEC Charges Investment Adviser With Failing to Adopt
Proper Cybersecurity Policies and Procedures Prior To
Breach




1

e Firms must have basic controls in place to prevent unauthorized access to
systems or information

« Firms must restrict access to various systems and data through
management of user credentials, authentication, and authorization methods,
including remote access, customer logins and passwords

» Firms must have policies and procedures related to:
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« Firms must have procedures in place on how data is handled especially
PII

« Firms must monitor data transferred outside the firm by employees or
third parties
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« Firms must always examine a vendor’'s SSAE-16 report to make sure their
control objectives align with your firms’

« Firms must understand what data is at which service provider / third
party administrator (TPA) / vendor / cloud provider

« Firms need to carefully manage credentials and access to all providers
and use single-sign on/federation when possible

« Firms need to work with vendors to restrict access by location or system
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 The #1 threat is the uninformed employee

* Doesn’t open suspicious attachments

* Never tries to install software

* Doesn'’t internet “surf” on the corporate computer

» Uses mobile devices responsibly

« Knows who to speak to about suspicious or unknown activity
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« Firms must have an incident response plan for data breaches and
cyberterrorism

« Firms must assess damage and risk and respond immediately
« Firms need to have cybersecurity insurance in place
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Top areas where financial firms are not compliant:

1. Firms typically do not have a CSO. When they do they lack the necessary IT
experience.

. Firms lack any type of security awareness training.

. Firms lack a formal incident response plan.

. Firms do not have robust vendor cybersecurity assessment procedures.
. Firms lack proactive auditing of IT and cybersecurity.

. Firms’ employees are often able to move company data to personal and
home devices, with no accountability or tracking measures in place.

. Firms tend to lack robust, immediate disaster recovery in case of

o O N DN

N
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« Effective Information Security Policy / Handbook

—Users must understand what resources they have and how to use them safely
—Items that you may not be able to solve technically can be greatly improved
with policy
» User Access Checklists
e System Reviews

» Risk Assessments
* Security Awareness Training

—Similar to Inside Trading Awareness
« Perform Analysis on your Vendors

—Do you understand an SSAE-16 Report?



» File Archive with 7 year retention
« Email, Website, and Social Media Archive
 Email Encryption and/or Secure File Sharing

—Train your users to utilize this properly

« Expertly configured and monitored firewall and network

« Anti-Virus and Anti-Malware on servers, cloud services, desktops, and
email

 Web Filtering

» Data Loss (Leakage) Protection

—Mobile Device Management

—Mobile Device Laptop / Encryption

—DLP Systems

—Remote Access Systems that can block downloading



Where is client data stored? What type of facility?

Who has access to my clients’ information?

Is this audited? How often? Can you see those audits?

What is your hiring process?

What kind of disaster recovery plan do you have in place?

What is your policy regarding notification if there is a breach?

What liability are you responsible for if there is a breach?

Have you had any breaches in the past? In the past 12 months?

Does your software have the ability to permission access to data by user?
10 Can the application permission who can download information?

© 0N Gk ARD -
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Security & Compliance:
Secure File Sharing

BASIS
Wealth Management

How would you like to share?

Share public link Share tracked link Share private link

For non-critica With SMS receipt For secure sharing of

documents tif sensitive documents
Kup | L kup via any mobile phone Ip restricted by phone n

Marketing PDF.pdf

Enter your unlock code:

Secure File Sharing to
Meet Financial Services
Firms Compliance and

Security Requirements EXTERNALIT a¥a>"




Security & Compliance:
Logging & Reporting

Tracking user activity:
Logins
Logouts

App Launches
Files Opened

Files Shared

BASIS

Wealth Management

Robert's profile

0OS33 Admin

>

Activ

Vity

Activity

Sam Attias

Sam Attias

Justin Kapah

Sam Attias
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Tuesday, 2015/07/21 7:00 PM

Sign-in expired 7:10:22 PM

Tuesday, 2015/07/21 11:00 AM

Tuesday, 2015/07/21 9:00 AM

aunched Excel 2013 9:10:11 AM

aunched Outlook 2013

Changed internet provider (X0 Communications)

New York, NY, US



Security & Compliance:
End Validation

End Point Validation:
Authorize by device

Remotely Wipe Compromised Endpoints
Inventory all access devices (SEC
requirement)

BASIS

Wealth Management

Robert's profile

> Devices and security

0OS33 Admin

Devices and security

Connected devices

OS33Laptop iPhone 6 iPhone 6

Connected apps
No app sessions

Connected browers

Chrome Chrome IE

Firefox



Activity | 1/23/2016 & $¥ Proilter
Signed out ><
Signed in 10:04:5
MANMHATTAN
Newark QUEENS
CSU Data Centers.pdf has been downloaded. New York Hempste

BROOKLYN

Google

Map data ©2016 Google Terms of Use
n CSU Data Centers.pdf has been previewed.

Fi. Jan 22, 2016
v 05:10:12

Activity
Signed out Signed in

Location
Signed in New York, NY, US
Signed out P

65.126.142.6

Signed in



For tracking user activity

* Logins

* Logouts

* App Launches
* Files Opened
* Files Shared

Settings Activity 09.09.2014+ All events All users
Profile All users
Event
> Activit Roger Xu

Devices & security

0S33 Admin

Company

Web apps
Windows apps

SS0 app admin

Theme

Alex’'s Mac logged into OS33 for Mac

MyPC Installed ‘OS33 for Mac’

Alex’'s Mac logged out

Alex’s Mac launched ‘Microsoft Word’

Alex’s Mac launched ‘Microsoft Outlook’

Alex logged in from Chrome

Alex's Mac logged out

Alex’'s Mac logged in via OS33 for Windows

Link opened ‘Marketing2013.ppt’

You shared ‘Marketing2013.ppt’

Alex's Mac launched ‘Microsoft Outlook’

Connected Alex’s iPhone to OS33

Alex Osipov
Florian Fangohr
David Matalon
Robert Matalon
Bruce Lee
Janet Jackson

Frank Jameson

10/1/2014

10/1/2014

10/1/2014

10/1/2014

10/1/2014

10/1/2014

10/1/2014

10/1/2014

Search

Details

From New York, NY_LIS
Alex’s Mac

From Brooklyn, NY

First connected:

From New York, N
Last online:

From New York, N

From New York, N

From New York, NY, US

From New York, NY, US

From New York, NY, US

Picked up by (91 p=seec2C
Marketing2013.ppt

From New York, N
Link created:

From New York, N

Picked up by:

From New York, N

Export data

wte™
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Security tips. Security lock down.

You r wo r|< O N _d eman d ) '7' Your machine is pasword protectec l:\l Your machine is not pasword protected

screensaver requires a password

\ Y [ ract arter 1 (X) Your screensaver activates after 5 minutes
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QEA?

Thank youl!

Jason Claycomb jclaycomb@os33.com
Justin Kapahi jkapahi@externalit.com




