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Welcome! 

 Thank you for joining us today. 

 In today’s call we will cover a few tips 
and tricks to help you get your 
technology more secure.  We’ll wrap up 
by 1pm. 

 If you want to follow from your office, go 
to www.ekaru.com / Go to “What’s New” 
near the bottom of the page. Presentation 
will open in a browser, click the down 
arrow in nav bar to advance slides. 
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Format 

 Given the number of people on the line 
today, this is a “listen only” call. 
 (Reason, cut down on ambient noise, avoid 

“call on hold music” – a bit tough though, 
because I can’t hear you!) 

 If you have questions, please eMail to 
knoran@ekaru.com and we will try to 
include Q&A at the end of the call – we 
will be reviewing email live during the 
call. 

 Call 978-692-4200 for help. 
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Workshop Mission 

 Help you get more from the technology 
you already have. 

 Introduce you to new technologies you 
need to know about. 
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Topics 

 The Massachusetts Data Security Law went 
into effect three years ago.  Are you aware of all 
the rules? 

 Are your systems up to date with security 
patches? 

 Why does antivirus software require so many 
updates? 

 Are all the computers on your network safe? 

 Is your backup up to date? 
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Security in the news… 
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What’s in it for you? 

 GOAL:  PROTECT your business 

 

 Ekaru provides managed services to 
monitor your network/systems 

 We always advise clients to know 
enough so they feel secure (we can 
worry about the details for you) 
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Massachusetts Data Security Law 

Applies to all businesses 

Your industry may have 
additional requirements 
(HIPAA, etc) 
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Technology requirement #1 

1. “Secure user authentication protocols 
including: 

 (a) control of user IDs and other identifiers; 
 (b) a reasonably secure method of assigning and 

selecting passwords, or use of unique identifier 
technologies, such as biometrics or token devices; 
(c)       control of data security passwords to ensure 
that such passwords are kept in a location and/or 
format that does not compromise the security of the 
data they protect; 
(d)       restricting access to active users and active 
user accounts only; and 

 (e)        blocking access to user identification after 
multiple unsuccessful attempts to gain access or the 
limitation placed on access for the particular system;” 
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… Technology Requirement #1 

 Strong Passwords include 8 or more characters, 
include uppercase letters, lowercase letters, 
numbers, and symbols.  Never use a word in the 
dictionary. 
 GOOGLE:  Microsoft Strong Password 

Checker…. You can actually see the strength 
of the password grow with increased character 
types, etc. 

 90 Day Password Policy. 
 Domain authentication should be used for 

businesses with a server. 
 “Technically feasible” – not all applications have 

password policies 
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Technology requirement #2 

 “Secure access control measures 
that: 

 (a)         restrict access to records and 
files containing personal information to 
those who need such information to 
perform their job duties; and 
(b)        assign unique identifications plus 
passwords, which are not vendor supplied 
default passwords, to each person with 
computer access, that are reasonably 
designed to maintain the integrity of the 
security of the access controls;” 
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Technology requirement #3 

 “(3)Encryption of all transmitted records 
and files containing personal information 
that will travel across public networks, 
and encryption of all data containing 
personal information to be transmitted 
wirelessly.” 

 Do not email personal information.  Instead use 
encrypted email or encrypted file transfer. 

 Maintain wireless network encryption. 

 WPA NOT WEP Encryption 

 Password protection is NOT encryption! 
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eMail Encryption 

 Sign up for a free trial at 
http://voltage.ekaru.com/  
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Technology requirement #4 

 “Reasonable monitoring of systems, 
for unauthorized use of or access to 
personal information”; 
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EventLog Analyzer 

 Server logs can be checked for 
unauthorized access 

 Reporting tools make review easier: 
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EventLog Analyzer 
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Technology requirement #5 

 “Encryption of all personal information 
stored on laptops or other portable 
devices*;” 

 We recommend TrueCrypt or PGP 
encryption to mount encrypted drives. We 
do not recommend full disk encryption.  
Education is needed to ensure users don’t 
copy files to unencrypted areas.  

 

* If technically feasible 
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Technology Requirement #5 

 Do all portable devices need to be 
encrypted?  - YES – whenever technically 
feasible.  Also, DVDs and flash drives 
should be encrypted. 

 Laptops:  PGP or Truecrypt – You MUST 
remember your encryption key! 
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Technology requirement #6 

 “For files containing personal 
information on a system that is 
connected to the Internet, there 
must be reasonably up-to-date 
firewall protection and operating 
system security patches, 
reasonably designed to maintain the 
integrity of the personal 
information.” 

19 



  

Firewall / Firmware Updates 
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Perimeter – Intrusion Prevention 
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Perimeter Security 

Details removed for privacy 
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Technology requirement #7 

  ”Reasonably up-to-date versions of 
system security agent software which 
must include malware protection and 
reasonably up-to-date patches and virus 
definitions, or a version of such software 
that can still be supported with up-to-
date patches and virus definitions, and is 
set to receive the most current security 
updates on a regular basis.” 
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Managed Service 
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Antivirus Report 
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Technology requirement #8 

 “Education and training of employees on 
the proper use of the computer security 
system and the importance of personal 
information security.” 

 Users often break basic rules for 
“convenience”.  Education is needed to 
prevent this.  

 Risk analysis is an ongoing process 
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Steps to Compliance 
 – Phased Approach 

 Information audit – what data do you 
have and where is it? 

 Review current security 
policies/procedures with respect to new 
requirements 

 Identify areas for remediation 

 Fix the weaknesses wherever 
technologically feasible 

 WRITE IT DOWN! – Written Information 
Security Policy (WISP) 
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“Patch Tuesday” 

 Day the Microsoft releases security 
patches for all products. 

 Second Tuesday of the month 
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“Patch Tuesday” 
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Support ends for Windows XP 

Desktop 
operating 
systems 

Latest service pack 
End of extended 
support 

Windows XP  Service Pack 3  April 8, 2014  

Windows Vista  Service Pack 2  April 11, 2017  

Windows 7 *  Service Pack 1  January 14, 2020  

Windows 8  Not yet available  January 10, 2023  

Start planning now if you have Windows XP systems 
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Windows XP… planning 

 As a general rule, we don’t 
recommend updating just the 
operating systems for PCs older than 
three years old. 

 Best solution in most cases is a 
replacement PC 
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Where is your mail? 

eMail 
Server 

• Microsoft Outlook 
• WebMail 
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Clear the clutter! – Spam! 

eMail 
Server 

Spam 
Filter 

• Filter Spam BEFORE it gets to your mail server! 
• For some customers, filtering 30,000 spam 
messages a month! – 90% of total email volume 
• First step to organization is to control spam! 
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Use ONE Junk Filter 

• Turn off your Outlook 
Junk filter if you use 
another tool. 
• Watch out – Re-install 
Office may re-set the 
settings. 
• We recommend NOT 
using Outlook Junk and 
instead using “Cloud” 
filtering. 
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eMail + Passcode 

 If employees 
use email on 
their phones, 
passcodes are a 
MUST 
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Mobile Data? 

 What is your company policy on 
mobile data? 

 What are you doing about “BYOD” – 
Bring Your Own Device to work? 
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Antivirus Updates - Monitored 

System / Day 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

SRV1                                

SRV2                                

Monitoring shows that each server received 
an antivirus update every day of the month 
as planned.   
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“Third Party” Patching 

 Adobe Acrobat 

 Adobe AIR 

 Adobe Flash Player 

 Adobe Reader 

 Adobe Shockwave Player 

 Apple iTunes 

 QuickTime 

 Mozilla Firefox 

 Java Development Kit 

 Java Runtime Environment 
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Patch Schedule 

 Release (“Patch Tuesday” for Microsoft – 

Security & Critical Patches) 

 Test (up to 48 hours / 2 weeks) 

 Schedule 

 Deploy 

 REBOOT 
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Backup monitoring 
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• Is the backup occurring on schedule? 
• Are ALL critical files being backed up? 

 



  

Backup and Disaster Recovery 

 Full image 

 Virtual machine in the event of a 
server failure 

 “Cloud” virtualization in the event of 
a site catastrophe 
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Backup and Disaster Recovery 
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• What level of protection do you need? 
• Balance with budget requirements 



  

Security Re-Cap 

 Antivirus up to date? 
 Anti-Malware up to date? 
 Security patches up to date? 
 Backup up to date? 

 
 If you do everything “right”, you can still 

have a problem, but your chances are 
much lower. 

 eMail us with questions or if you want 
more detailed instructions: info@ekaru.com 
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Thank You!: 

 
 

For more information: 

 
 

Ekaru 
Connecting People with Technology 

978-692-4200 

www.ekaru.com 

 
Sign up for Ekaru’s free Technology Advisor e-newsletter 
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