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Overview 

• Informative Webinar that aims to provide an 

overview of how SharePoint can be validated for 

different regulated applications within the Life 

Sciences 

• Slides can be distributed upon request. Details 

on how to request slides will be distributed to 

attendees following the webinar 

• Feel free to ask questions in the questions panel 

• You can also Tweet me at @paulkfenton 

• Thank you for your interest! 



Agenda 

• Introduction 
• What is regulated content? 
• Regulatory Requirements 
• How SharePoint can be configured to meet 

requirements 
• SharePoint governance and qualification 
• Deployment Options 
• Advantages of SharePoint for regulated content 
• Montrium’s approach to providing solutions for 

regulated content 
• Conclusion and recommendations 

 



Are you using SharePoint? 

Yes - for regulated 
content 

25% 

Yes - non-
regulated content 

48% 

No - but have 
plans to 

13% 

No - have no 
plans to 

14% 

Are you currently using SharePoint in your 
organization? 

Source: Webinar Registrants 



SharePoint Use in the Life Sciences 

Source: State of SharePoint in Life Sciences in 2013 



Preliminary thoughts 

• SharePoint is being used more and more in our industry 

for many different applications 

• Content management is one of these 

• There is sometimes a perception that SharePoint cannot 

be used for regulated content 

• As with any system we need to determine if it has 

regulatory relevance and validate / control 

accordingly  

 

 



What is regulated content? 

• Any document, record, evidence or data that is required 

to be maintained by predicate rule. 

Regulated 
Content 

Clinical Trial 
Documents 

Evidence 
of Quality 

Pre-Clinical 
Datasets 

SOP’s 

Training 
Records 

Electronic 
Submissions 

(eCTD) 

Emails 

Batch 
Records 



What isn’t regulated content 
• Any document or data which is not required by predicate rule.  

• Even if documents are not required by predicate rule, but do support regulated 

decisions, they may need to be maintained as records. 

Non-
Regulated 
Content 

Meeting 
Minutes 

Tracking 
Tools  

Presentations 

Discussion 
Boards/Foru

ms 

Vacation 
Request 
Forms 

Project 
Plans 



Poll 

• In your organization, how is regulated content currently 

managed? 

 

? 



• 21 CFR Part 11 defines electronic records as: 

 

– Records that are required to be maintained under predicate 

rule requirements and that are maintained in electronic format 

in place of paper format 

 

– Records that are required to be maintained under predicate 

rules, that are maintained in electronic format in addition to 

paper format, and that are relied on to perform regulated 

activities 

How to identify electronic records 



• 21 CFR Part 11 defines electronic records as: 

 

– Records submitted to FDA, under predicate rules (even if such 

records are not specifically identified in Agency regulations) in 

electronic format 

 

– Electronic signatures that are intended to be the equivalent of 

handwritten signatures, initials, and other general signings 

required by predicate rules 

How to identify electronic records 



How to identify electronic records 

Does the record exist in electronic 
format only with no paper source? 

Is an electronic copy of a paper record? 

Is it required by 
predicate rule? 

Does it drive regulated 
processes/decisions? 

Yes 

Yes 

No 

No 

Yes 

Yes 

21 CFR Part 11 
Record 



Records within the context of SharePoint could be: 

– Documents (excluding descriptive metadata) 

required to be maintained by predicate rule. 

 

– Metadata (Columns) used to perform 

regulated activities (or make regulated 

decisions). 

 

– InfoPath forms used to document regulated 

activities 

 

 

Electronic Records within SharePoint 



– Electronic / Digital Signatures used to sign 

records required by predicate rules 

 

– Audit Trails generated for electronic records 

being generated and/or managed in 

SharePoint 

 

– Custom Applications deployed within 

SharePoint and used for regulated activities 

 

Electronic Records within SharePoint 



Compliance approach 

• Goal:  

– Ensure SharePoint can meet the requirements 

for 21 CFR Part 11 Electronic Records 

• How:  

– Identify all procedural and technical controls 

– Document and verify configuration 

– Maintain  under change and configuration 

control 

– Deploy regulated applications 



Compliance approach 

• Out of Scope:  

– SharePoint does not natively provide an electronic 

signature function  

– If implementing a 3rd party electronic signature 

solution, perform a separate validation exercise 



Regulatory Requirements – 21 CFR 

Part 11 

• Requirement: 11:10(b): Ability to generate 

accurate and complete copies of records in both 

human readable and electronic form 

 

• Control: SharePoint maintains just one copy of a 

record in addition to version history 

 



Version History 



Regulatory Requirements – 21 CFR 

Part 11 

 

• Requirement: 11.10(c):Protection of records to enable 

their accurate and ready retrieval throughout the records 

retention period 

 

• Control: SharePoint has a built-in record center which 

allows the retention and retrieval of records 



Records Center 



Regulatory Requirements – 21 CFR 

Part 11 
• Requirement: 11.10(d): Limiting system access to 

authorized individuals 

• Control: Windows authentication and granular security 

model 



Regulatory Requirements – 21 CFR 

Part 11 

• Requirement: 11:10(e): Use of secure, computer 

generated, time stamped audit trails to independently 

record the date and time of operator entries.  

 

• Control: SharePoint auditing 

– Full auditing feature which can be enabled on all content 

– Audit trails remain linked to respective records 

– Audit trail reports can be generated in Excel 

 



Example of Standard Audit Report 



Regulatory Requirements – 21 CFR 

Part 11 

• Requirement: 11.10(e): Record changes should not 

obscure previous entries 

 

• Control: Version history of content or metadata is 

maintained  

 



Version History 



Regulatory Requirements – 21 CFR 

Part 11 

• Requirement: 11.10(f): Use of operational steps to enforce 

permitted sequencing of steps and events 

• Control: Would be managed in specific applications deployed to 

SharePoint 

 

• Requirement: 11.10(g):Use of authority checks to ensure that only 

authorized individuals can use the system…. 

• Control: Managed through a combination of Active Directory and 

SharePoint security for authentication and user rights management 

 

• Requirement: 11.10(h): Use of device checks 

• Control: Would be managed by specific applications deployed to 

SharePoint 

 



Regulatory Requirements – 21 CFR 

Part 11 
• Requirement: 11.30: Persons who use open systems to 

create, modify, maintain, or transmit electronic records 

shall employ procedures and controls designed to ensure 

the authenticity, integrity, and as appropriate, the 

confidentiality of electronic records from the point of 

their creation to the point of their receipt.  

• Control: 

– Use of VPN, SSL or other encryption techniques to 

protect data as it transits over public networks 

– Use of authentication controls as in 11.10(d) 

 



Qualification of SharePoint 

• Focus on qualifying the baseline features of 

SharePoint which allow you to meet 21 CFR Part 

11 requirements 

• Complete a regulatory assessment matrix 

which defines the different technical and 

procedural controls 

• Produce a specification document which details 

how each technical control must be configured 

• Execute an Installation Qualification (IQ) which 

documents that all installation steps were 

completed correctly 



Qualification of SharePoint 

• Document all configuration parameters in the 

IQ or configuration specification 

• Perform operational qualification tests to 

ensure that the configuration has been properly 

implemented 

• Summarize the qualification in a summary 

report 

• Ensure SharePoint falls under change control 

and configuration control 

• Implement a governance plan and relevant 

SOPs 

 

 



Corporate SharePoint Standards 

• Clear and formal corporate taxonomies aligned with 

industry standards (TMF Ref Model, eCTD etc) 

• Document classification and records management / 

retention standards and policies 

• Uniform Site structures, site templates, content 

types and metadata standards across all 

departmental sites and libraries (should be aligned 

with Taxonomy) 

• Security matrix and standards 

• Numbering and Nomenclature standards  

 



Poll 

• Do you have formal standards, structures, and rules for 

regulated content? 

? 



What is Configuration Management? 

Configuration 

Identification 

 WHAT to keep 

under control 

Configuration 

Control 

HOW to perform 

the control 

Configuration 

Status Accounting  

HOW to 

document the 

control 

Configuration 

Evaluation 

 HOW to verify 

that control 

What and How? 

• According to GAMP 5, configuration management consists of the 

following activities: 

 

 



Configuration Identification 

Application level items 
(InfoPath forms, Workflows) 

User (site collection) level items 
(Site, Libraries, Lists, Content types, Metadata, User management) 

Administrative (farm) level items 
(Farm level settings, Web application management, Shared Services administration) 

System level items  
(Servers, OS, Patches, AD) 

The configuration items for SharePoint can be divided 

into 4 levels:  



 

Non Regulated  

Functional Sites 

 

 

 

 

 

 

Regulated Functional 

Sites 

 

 

 

 

 

 

Regulated vs. Non-Regulated 
Central Admin 
Farm Settings 

Central Taxonomy 

 

Non-Regulated  

Functional Sites 

 

 

 

 

 

 

Regulated Functional 

Sites 

 

 

 

 

 

 

Record Center or 

Document Repository 

 

 

 

 

 

 

Hyperlinks 

•Controlled Site and Library 

structures 

•Validated Features and   

Solutions 

• Validated Workflows 

• Validated Dashboards 

•Non-validated Features and 

Solutions 

•Non-validated Workflows 

Regulated Web Application 

 

 

Custom 

Send-To / 

Hyperlinks 

•Information Management 

Policies 

•Records Mgt Site Structures 

•Record Mapping 

Non-Regulated Web 

Application 

 

Content 
DB 

Content 
DB 

Admin 
 DB 

Record 
DB 



SharePoint Formal Procedures 

• In order to use SharePoint for regulated activities, a clear 

process for deploying and controlling the environment is 

required 

• This process should aim to document the design, configuration, 

QC and maintenance of controlled SharePoint workspaces 

including 3rd party applications 

• Required SOPs: 

– SharePoint Admin/Configuration SOP  

– Configuration Management SOP 

– Change Control SOP 

– Other IT SOPs such as Disaster Recovery, Backup, Security, 

Non-Conformance Management 

 

 

 



Importance of governance 

To ensure that: 

• SharePoint content organization is standardized across 

the enterprise  

• SharePoint is properly structured to allow flexibility 

while maintaining control 

• Clear roles and responsibilities for the management of 

the platform are established 

• There is proper integration with the change control and 

configuration control processes 

• That SharePoint remains manageable and in a validated 

controlled state 

 



Governance Plan - TOC 



Deployment Options – To cloud or not 

to cloud? 

• SharePoint can be deployed on cloud based 

environment 

• Windows Azure supports cloud based SharePoint 

deployments  

• Office 365 also has an enterprise version of SharePoint 

Online which can be qualified 

• Ensure the same adequate procedural and technical 

controls are in place 

• Perform proper due diligence – you are still responsible 

• You still need to qualify the Cloud and SharePoint 

environments unless it is fully managed by the vendor  



Advantages of SharePoint for 

Regulated Content Management 

• Versatile and flexible system which can be used across 

the enterprise for regulated and non-regulated content 

• Can significantly improve collaboration and traceability 

• Can be easily qualified to meet the requirements of 21 

CFR Part 11 

• Can replace many of the ad-hoc tools used within GxP 

environments 

• Can significantly improve information and knowledge 

management 

• Can reduce total cost of ownership of regulated systems 



SharePoint Validation and 

Governance Packs 

SharePoint Validation Pack (2010, 2013) 

• Built to be adapted to any organization 

• Allows you to properly install and clearly document your 

SharePoint farm to meet part 11 requirements 

• Based on GAMP 5 

Governance Plan Template Pack  

• Provides a governance plan template 

• Uses industry best practices on governance of 

SharePoint 

• Templates of necessary IT SOPs to meet part 11 

requirements  



Montrium Connect Platform 



Centralized Collaboration 



Final Recommendations 

• Clearly identify which regulated content could be 

managed within SharePoint 

• Establish an enterprise architecture of your SharePoint 

environment  

• Ensure that SharePoint is properly qualified  

• Implement a strong governance plan and SOPs  

• Leverage SharePoint as an enterprise platform to 

consolidate your existing regulated content sources 

• Build out in a step by step manner 

 



Poll 

Based on the content provided in this webinar…Would you 

now consider using SharePoint for managing regulated 

content? 

? 



Q&A 

• Feel free to type questions in the question window of the 

webinar  

 

• We will aim to answer them for you 



Contact Details 
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