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This presentation was originally created by
DHS in partnership with the Regional
Partnership Council (RPCfirst) and the Bay
Area Response Coalition (BARCfirst) to
raise awareness and promote Public/Private
Sector cooperation in the financial sector
toward the prevention of, and response to,
cyber threats of all types.

The original presentation has been
customized by BARCfirst for presentation to
other areas of the private sector.
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The Cyber Risk Landscape




Cyber incidents are increasing in frequency,
scale, and sophistication.
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» Natural disaster (

» Terrorist attack
» Service disruption

So, why Is that?



The “Good Old” Days
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Critical infrastructure depends on the vitality of
the interwoven cyber infrastructure.
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Exploitation of cyber vulnerabilities could carry
serious consequences in the physical world.

» Interconnected and interdependent nature of the Internet raises risks for
multiple sectors across unlimited geographic range

» Failure of or severe degradation to information technology sector or critical
sector services could amplify cascading failures/stresses within various critical
infrastructure

» A cyber incident could be coupled with a physical attack to disable emergency
response, law enforcement capabilities, and Continuity of Operations/Continuity
of Government contingencies

» Cyber incidents can severely impact business/service continuity in all sectors;
cyber incidents typically affect the confidentiality, integrity, or availability of
data transactions




Cyber-linkages among sectors raise the risk of
cascading failures throughout the Nation
during a cyber incident.

» The loss or degradation of certain critical infrastructure functions could negatively impact
performance in other areas

» The private sector owns over 80% of the critical infrastructure; during an incident, the private
sector is often first to detect a problem

= For example, a successful cyber attack on a power plant’s control system could impact several critical
sectors, as detailed below:

Emergency
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Financial
Sector
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What are our Threats today?

» Natural Disasters
= Earthquakes

= Floods

= Tornados
= Hurricanes
= Etc.




What are our Threats today?

Seattle data center fire knocks out

Bmg Travel other Web sites
» Accidents & Failures s commens | pomn 50 T

Bad news | Broadbaf d | Business | Corporate IT | Web

= Hardware Failure
= Human Error
» Terrorism

= International

= Domestic

Data center tenants carry servers out of Fisher Plaza this moming.



What are our Threats today?

» Script Kiddies

» Criminals

» Industrial Espionage
» Insiders

» Foreign Governments




Several Attacker Profiles

» Insiders
= |nsiders have a unique advantage due to access/trust

=  They can be motivated by revenge, organizational disputes,
personal problems, boredom, curiosity, or to “prove a point”

» Script Kiddies

= Relatively untrained hackers that find exploit code/tools on the
Internet and run them indiscriminately against targets

= While largely unskilled, they are numerous

» Criminals

= Cyber based attacks offer new means to commit traditional
crimes, such as fraud and extortion

= Qrganized cyber crime groups have adopted legitimate business
practices, structure, and method of operation

» Terrorists

= Cyber attacks have the potential to cripple infrastructures which
are not properly secured

= |n addition, cyber-linkages between sectors raise the risk of
cascading failures throughout the Nation




Web security is becoming more difficult...

» Interactive ablilities of Web 2.0 have led to an abundance of new
applications; these coupled with insecure coding practices have led
to a constantly evolving set of security concerns and vulnerabilities

» Many websites are vulnerable to:
= Defacement = Spoofing Attacks
= SQL Injection = Cross-Site Scripting (XSS)

» Like any new technology, attackers are currently targeting IPv6
services, and capitalizing on a lack of understanding
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Common attack methods pose serious risks to
Critical Infrastructure Key Resources (CIKR)

Distributed Denial of

Service (DDoS) Attack

Web Application
Vulnerabilities

Data Theft

= Occurs when an attacker
floods a system server with
data from multiple computers

= Results in disruption of
network services

DNS Cache Poisoning

= Involves corrupting records
on a Domain Name System
(DNS) server, so that a resolver
will return the Internet Protocol
(IP) address of an incorrect/
compromised domain

= Structured Query Language
(SQL) Injection, Cross Site
Scripting (XXS), etc. are
increasingly common

= Visitors to an infected site are
susceptible to malware and/or
loss of personnel information

Botnets

= A series of compromised
systems running malicious
software, from which an attack
can be orchestrated

» Oftentimes, users do not
even realize they are part of
the botnet

= Occurs through
proliferation of malware,
spyware, as well as social
engineering

» Lack of international legal
framework results in attacks
generated from other nations

Control System Risks

= Modems are prevalent in
the Control System
environment — often used for
remote access to field
equipment

= As Smart Grid deployment
begins, wireless connections
will continue to be a concern




Critical infrastructure is crucial to National Security

Estonia attacks, April 2007 :

= A series of denial-of-service attacks which overwhelmed Estonian government,
banking, and broadcaster websites in April 2007

» Attacks occurred during a public dispute with Russian government. Russian
sympathizers within Estonia eventually claimed responsibility for the attacks
Poland transit incident, January 2008 :

= Using an Internet connection and a modified television remote, a 14 year old boy
took control of the light-rail system in the city of Lodz

» The attack on the systems command and control systems resulted in the
derailment of four trains

Russian — Georgian War, August 2008:
» Distributed denial-of-service attacks (DoS) crippled many Georgian Web Sites

» Georgian officials alleged the coordinated cyber attacks against their Web Sites
were conducted by Russian criminal gangs tipped off about Russia's intent to
invade

» Hackers appeared to have been prepped with target lists and details about
Georgian web site vulnerabilities before the two countries engaged in a ground,
sea, and air war
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Cyber Crime and Theft

» E-crime “has become a major shadow economy ruled by business
rules and logic that closely mimics the legitimate business world”
» Cyber criminals target commercial organizations for:
= Personal Data of Customers and Employees
= Finances (through theft or extortion)
= Proprietary Data/Industrial Espionage/Iintellectual Property
» From January 1, 2008, through December 31, 2008, there were

275,284 complaints filed online with Internet Crime Compliant
Center (IC3®) — a 33.1% increase from the previous year

» The U.S. Department of Commerce estimates stolen Intellectual
Property costs companies a collective $250 billion each year
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Financial Sector Highlights

» The financial sector was the top sector for identities
exposed in 2008, accounting for 29 percent of the total,
an increase from 10 percent in 2007

» Attackers are concentrating on compromising end users
for financial gain. In 2008, 78 percent of confidential
Information threats exported user data, and 76 percent
used a keystroke-logging component to steal information,
such as online banking account credentials

» 76 percent of phishing lures targeted brands in the
financial services sector; this sector had the most
identities exposed due to data breaches
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Malware

» Malware can be hosted on malicious
websites, sent via email, or made to self-
propagate across networks

» It can be used to steal information,
destroy data, annoy users, or allow
attackers to remotely control hosts

» Common types include:

= \irus
= \Worm
= Trojan
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Malware

» Virus - (Ex. Melissa)

= Malware that is parasitic in nature and replicates
by copying itself to other programs;

= Not able to self-replicate, requires an executable

» Worm - (Ex. ILOVEYOU, Code Red)
= Causes maximum damage to corporate information

= Self-replicates across networks, without a host file,
through inbuilt email or scan engines

» Trojan - (Ex. Bowling for Elves)

= An “impostor,” a program that appears legitimate, but
contains malicious code, and does not self-replicate

m Can be a carrier for a virus

20



Botnets and Denial of Service (DoS) Attacks

Botnets are massive pools of compromised computers
used to send out spam and viruses, host scam web sites,
harvest information, and disrupt or block internet traffic

The United States was the country most frequently
targeted by denial-of-service attacks in 2008, accounting
for 51 percent of the worldwide total

Threats to computer and cyber systems show no signs of
decreasing. The FBI has identified more that 2.5 million
computers as under control of global “botnets”

DoS attacks are particularly threatening for any institution
that conducts important business transactions online,
iIncluding financial settlements or just-in-time operations

* Arbor Networks




Sample Scenario
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Today is July 27...

» On Patch Tuesday, Microsoft releases
four patches. All are ranked “critical.”

= The bulk of the vulnerabilities addressed
by fixes today could be exploited if a
Windows user simply visits a malicious
web site... criminals are increasingly using
the Web to deliver malicious software.

= |n such drive-by downloads an attacker
places malware onto a vulnerable
computer without the user noticing it.

Does your company (and you on your home equipment)
install these patches as soon as they are released?

If not, since more of the “bad guys” now know about
these vulnerabilities, and you are in increased danger.
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BARCTirst Alert Email

» On July 27, BARCHirst
receive an alert email
BARCIirst Steering Co

» The emalil reports on &
shooter in the downto

» |t also contains an attaf
an embedded link for g
most up to date inform
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BARCTfirst website defaced

BARC!‘ irst

Bay Area Response Coulition

Site Menu: News and Events:

B Monthly Meeting Schedule

YOUR COMPANY FILES MAVE DEEN ENCRYPTED WITH
RSA-409S. IT VILL TAKE YOU YEARS TO DECRYPT
THESE FILES VITHOUT OUR JIOFTVARE.

FOR 2 NMILLION USD, YOUR COMPANY WVILL RECIEVE
DECRYPTION SOFTVARE LICENSES. TO PURCHASE
E-NAIL weownyouByahoo.com, YOUR PERSONAL
CODE I3 4S5¢6d2.

FOR EVERY 2 HOURS VE DO NOT GET A RESPONIE,
VE VILL CONTINUE TO ENCRYPT riLes.
HAVE A NICE DAY.




Initial Reports...

» Your organization Is
reporting that Help and
Technical Support Desks are
receiving a significant
volume of calls
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Technical Investigation...

Daily Usage for September 2008
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Charts Depicting Network Traffic

» Technical personnel evaluate the situation and determine they
are experiencing an extreme spike in network traffic - completely
consuming bandwidth

» Your organization is under a distributed denial-of-service attack
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Developing Situation...

» Later that afternoon, Help Desks/Technical Support
Groups are once again flooded with calls...

SR HTTP 404
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Click the 7 Bad buston bo try anot B
HTTR - Film o
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|
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» Complaints Include:

= External users, employees, and customers
attempting to access company websites see
error code HTTP 404, "The page cannot be
found”

= Emails sent to/from external networks do
not go through

= Internal network resources are sluggish
= QOperations are being affected noticeably
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And, now far worse...

Adobe Reader » Internal Users are reporting:

\E) Adobe Reader could not open financials 0728331, pdf because it is either not a

e e T = Inability to access their
Important files (including
.doc, .pdf, and .xls files)

® Suspicious attachments of
[S1 g s =Sl varying file formats that do
e i o not open properly
ﬂ j : Slbdesk @ com

e - m» These are problem s that
e could begin to affect firm

San Francisco Financial Insttution

.
8190 Banking Drive
San Francisco, CA 94103 I S
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Problems Continue...
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» The problem is becoming more severe over
time, with more user complaints and greater
consequences for business operations

= Compromised machines and files are multiplying
= Help Desk/Tech Support Groups are overwhelmed
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Initial Assessment...

» Help and Technical support desk staff have found:
= Various user files that have been changed to encrypted .txt files
= Malicious attachments circulating through the network via email

» Typical troubleshootlng approaches are unsuccessful

CAugUu= MEa3a=e pJjouArIC > T ePgQilmhtks 25— Janhou{1Do0 409 MEET I - 3 POJE="
[uIaQaU ®p L& ®Ux=271; Pe-= LV(A)*UH\aiUnq e O 103300"“0[""“’AD‘:‘“U"@BBUG%
’UI”TBtYo«ﬂ.:I.nr /}al)ndf+_c\ 1{ibAGSOP?yZ1 2 —IKO7AG2 PAUMVOBEEE piive & * T KA

JOR alli®Q. >~éBc 0ok LTaZ 7]&)10 AGY O =iU¥E7821c r{'nﬂoJWﬁfw»»\_ JoSbgiET1¥=/CR+«

0a_2°%¥B%c SukK] [I‘EQD|1§ CafypKixzZeé= £noy0'-#Yn~Lf REEY ffﬁ/r;ﬁ%dlﬂnx"lL;drB‘lfGoOH"ﬁI(nh

.ri[*“JN—a]W 1‘7=T~(‘1”(‘90&f'4 ?‘;’QUI—S H~'~1rc' Rihtb:ZZ-R|>a) "6fLYaA LQZYJ—]ﬂ N d

. f o=& DL kST GE wnPaide )Lt *xCL TFU~ 70~ +A160a B> opi?i
IetnR»S’Buy*’nOT][O X e git ?'?-“‘81190&49'—‘[1!‘1913‘3}4 b3 ‘i_l}ll?'g’;@f«(;l‘t'a&'h)&xﬂ).0(%
Ee‘ih ESFIRBL’ ;7 TACY¥ 15X D& "Un=esd GQBPr=bjukZe [ xYIBOO’ 1EGUR_}UA1N}JI’i)tlﬁdn J$Z’1,:E<*
¢ ElxiDO::BE= ﬂll’l({: lD[,(,IC"?UTNﬂ“ZJnP’I"UcL*‘//))Lert)PIlThl1I‘QO(D/ 1 OAmTTES \.1N LYNG
1—;—{1|}('1T{|aﬁ)ﬁﬁbal?3@q€\(1UTn FEE'{A(‘:EBE‘“ JU3Yh<I° ﬂ(&a'?&a g M Hk‘%‘ xdb
(0309t5IAJAYPIETrTIR*EAF ¢ _nmUd>KNGiduSc iqu.J Sagopoli21_;YRAST HuS»E /a1 EHYBle
|2 gh=58—<BA 1l ignva Wi =P 3&® L5 IE}af»—nr_*i” "’ﬂwuHu,_po, ~0oxl |IF5/;
T A" '?’&oufe '*lf*oﬁhl!'- - Taa'd < j ~=f ux8atg ? S 4 ago L,;n:i’”
r'o‘?PuODBB = f i /leu()p -fHKu»la®zo& Zé oNIat-31i
p()D}'I‘f»Jt —1{e¢a]J]Hc.8'-LuBa> (1 F ]Oc\‘ﬁé_\ "_ﬂ!:ﬁ-b(»oooi:J
3 AAROXEH YESG T2 UMz CT¥ Bhic9En>a g2 |Pa>ibuTEE
R4 § ocC PUﬁI,aJo vm.;~" CIIRGH §oef ! P BEISPRUALYEa<UTL 49?"“ib—ygra/'/.'o'-m_d(ﬁxA“1"’(3£>
AUSISAUNB cieduuglEd "1ELL2E¥wE . p+Ai8 LMcu7fE-zu  IPZ¥GHAN K/8e6 ;aa»8>7 4 6 JAA
’1090ﬂ119(4b*l-—e*e))'x'oEI OD-"FUI"‘Cb"nxdu,l 1 ]1’Q\~JTiJ 031 \WOK3X —=KE H=0¢l
e*{@? BudxiAF»: 2pd | Oﬁlm ra"-’ﬁ‘ﬂllﬁxQﬂ” )’i¢ % e hEoIPi)ﬂ"ﬂl I!O[ U’ H2Be|

AFE = + U N B 4IGE P e It (0, HE T2 —R Fr = ‘—'ﬁ" 1

Screenshot of encrypted .txt file
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Developing Situation...

» Shortly after lunchtime, technical personnel report finding
a variation of this note in many of the encrypted .txt files:

/;’ Search “ ' Folders

File and Folder Tasks
B audstub-sys - WordPad

]} Rename this file
File Edit View Insert Format Help

@ Move this file -
\D Copy this file Deld & @ # R B ‘
&) Publsh this file to the Web YOUR COMPANY FILES HAVE BEEN ENCRYPTED UITH

() E-mail this file RSA-4095. IT WILL TAKE YOU YEARS TO DECRYPT
3 Delete this file THESE FILES WITHOUT OUR SOFTWARE.

FOR 2 MILLICN USD, YOUR COMPANY WILL RECIEVE

Other Places DECRYPTION SOFTWARE LICENSES. TO PURCHASE

E-MAIL weownyou@yahoo.com, YOUR PERSONAL

[ system3z CODE IS 456632.

(&) My Documents

© shered Documents FOR EVERY 2 HOURS WE DO NOT GET A RESPONSE,
WE WILL CONTINUE TO ENCRYPT FILES.

8 My Computer HAVE A NICE DAY.

N My Network Places i .O“AF Oy, ;Ue!D0000GYR, » 3. Y8 ¥£/ 4gOE4000Bfbuxs~y0"20u>Bgl04 . £OF HM+ =N AF gOOOOE . MK~ Az g

=»0O@0.

0000CS ™ (0252 ,0] REKOWis000DAh0@=" *

Details v a0%00-#

- 614;ib13I;7D0700004200ET,, 5~ x1600465000FCOEEOWsD ; SHO9 \0-&0KUvAt BI£E0° 10000 nx ik ® 2 ¢b) Oé

2& Xp™e¥~i=2*00g°0

<D“R

o'og

00000000090

000200000000/ 904} "I~ *40F0 i+=€}0QYU bOmi+60wv-RAGLaNp¥T30»£72CE0 *c@V1i, *0° Se0UVaE] £ [_Oiwa:

O ,'&c068-, "Eic1*¢|3090;0-4E*, -0901i iU, i pd)

z25050@.. . ~HO*hORGASD cEpnMe0OVE S 2182, c0zZ500° >E°h’ -2 ; é0Y0...; "f}'0

¥pU+[Dh¥Dudatsd) 66 20@c

For Help, press F1




Decision Time...

» Technical personnel pass along the information to

company/organization decision makers who must decide

on a course of action

Your company files are encrypted with
RSA-4096 algorithm. You will need
years to decrypt these files without
our software.

For 2 million USD, your company will
get decryption software licenses. To
purchase, email weownyou@yahoo.com,
your personal code is 29583

For every 2 hours we do no get a
response you will also experience a
distributed denial-of-service attack.

Have a nice day.
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KEY POINT
The government may not know that
a sector-focused, regional, or even
national attack i1s occurring if

businesses do not report that they
are being attacked.
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US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

Security Publications

Alerts and Tips Related Resources About Us Search US-CERT:

SRS Control Systems Security Program (CSSP)

CSSP Home

Calendar CYBER SECURITY EVALUATION TOOL

1cs-cent L ==

ICSIWG

Information Products Overview

Training Critical infrastructures are dependent on information technology systems and computer networks for essential
operations. Particular emphasis is placed on the reliability and resiliency of the systems that comprise and
Recommended Practices interconnect these infrastructures. MCSD collaborates with partners from across public, private, and international
communities to advance this goal by developing and implementing coordinated security measures to protect against
Assessments cvber threats.

standards & References The Cyber Security Evaluation Tool (CSET) is a Department of Homeland Security (DHS) product that assists
organizations in protecting their key national cyber assets. It was developed under the direction of the DHS Mational
Related Sites Cyber Security Division (NCSD) by cybersecurity experts and with assistance from the National Institute of Standards
and Technology. This tool provides users with a systematic and repeatable approach for assessing the security
posture of their cyber systems and netwaorks. It includes both high-level and detailed questions related to all industrial
control and IT systems.

DHS Threat Advisory CSET Assessment Fact Sheet '@
National Threat Advisory: | Urpose
——] — CSET is a desktop software tool that guides users through a step-by-step process to assess their control system and

information technology network security practices against recognized industry standards. The output from CSET 1s 3
prioritized list of recommendations for improving the cybersecurity posture of the organization's enterprise and

The threat level in the airline industrial control cyber systems. The tool derives the recommendations from a database of cybersecurity standards,
sector s High or Crange. guidelines, and practices. Each recommendation is linked to a set of actions that can be applied to enhance
Read maore cybersecurity controls.

To learn more, visit http://www.us-cert.gov/control systems/satool.html .

CSET is available in DVD format. To obtain a DVD copy of CSET, send an
e-mail with your mailing address to CSET@dhs.gov.


http://www.us-cert.gov/control_systems/satool.html
http://www.us-cert.gov/control_systems/satool.html
http://www.us-cert.gov/control_systems/satool.html

Questions?

Join us on June 9" when we will be talking about what individuals

can do to help protect themselves from the Cyber Threat.

Homeland
Security
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