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Application Security

/ Physically-Protected Tier 3 Data Center \

/' Biometric Security Access
Card Access to Enter Building; Hand-Scan to Enter Our Space

/" Redundant Power Supply & Internet Connection
Multiple Feeds; Back-Up Batteries and Gas Generators

/" Advanced Fire Protection System
Dry-Piped; Double-Interlocked to Eliminate Potential Damage

/' Complete Disaster Recovery
Stand-By Data Center in New Orleans

24/7 Pro-Active Monitoring & 3rd Party Penetration Tests
Keep Our Systems Safe & Secure

Enterprise Security

Strict Security Policy

/" Two-Factor Authentication User Access
Randomized PIN in addition to Personal Passwords

/" Mobile Certificate Authentication
All Mobile Devices require an SSL certificate for Email Access

/" Remote-Access Security
Virtual Private Network provided by Cisco SSL Security

/' Password Management Policies
User Passwords are complex and change every 90-days

Automated Weekly Scans, Hard-Drive & Email Encryption
Ensure Protected Health Information Security




