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ACT Inc. is in need of make invest decisions 

for core applications. To help gain insight 

into application health and safety, ACT Inc. 

engaged CAST to conduct a security 

assessment of X applications. This 

assessment is based on the automated 

application analysis provided by CAST 

Application Intelligence Platform (AIP)

Application Technologies Size (LOC)

Unity JEE

HTML5

SQL

44,156

225,446

5,210

Echo-Adapt JEE

HTML5

SQL

64,159

227,197

2,050

CRASE JEE

PHP

HTML5

Python

SQL

50,242

1,223

22,545

7,734

3,417
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Contextual Software Analysis 

finds flaws that traditional 

application security tools can’t 

catch: 

Forbidden access to data, lack 

of input validation, backdoors 

and insider threats.

Current security analysis tools 

review code at the unit level to 

ensure programming best 

practices are followed. Without 

contextual analysis current tools:

• Miss important problems

• Provide way too many 

findings that are irrelevant

Most security tools only focus on simple checks of best practice. True 

SQL Injection, Cross-Site Scripting checks require contextual analysis.

Backdoor

Insider

All input validation 

findings upstream 

are false positives –

contextual analysis 

flags these as false, 

because:

Input validation 

takes place here
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CRASE has 80,000 lines of 

code with 13,232 possible 

test cases to cover the whole 

application.

TQI (Total Quality Index) is 

an aggregate of all 5 

measures calculated by 

CAST AIP. 

The application shows a 

high risk in Robustness 

and Security.

Transferability is at medium 

risk but with some room for 

improvement.
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• The majority of critical 

violations were found in the 

Java code.

• Overall compliance level is 

high with relatively few 

violations to investigate and 

fix.

• 7 critical violations per 1k LOC 

reported (including 

Changeability and Efficiency). 

Average found during CAST 

assessments are 4 critical 

violations per 1k LOC.
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• Highly complex artefacts that call many other artefacts 

are difficult to understand and test.

• Highly complex artefacts that have few comments are 

difficult to understand and are more likely to be 

copy/pasted to avoid mistakes.

• List of highly complex objects that represent potential opportunities for engineering mistakes.
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• Too many artefacts 

access to SQL tables : 

− Stored procedures

− Stored functions

− Triggers

− Java Fields

− Java Methods

• Not secure for data

• RECOMMENDATION: 

Redesign the Table 

access – Make the access 

unified

System blueprint generated by CAST
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Table Access Violations found

RECOMMENDATION: 

Redesign the data access flow. 
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• In the teDoGet method below, the input parameter is not validated before the InputStream is created and the file is 

processed with output written. Input validation vulnerability may result into SQL Injection. 

• RECOMMENDATION: To avoid the creation of Injection flaws, follow (OWASP) recommendation to validate all user input.
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95.31%

Security

Rank: 35/939

Health Factors Benchmark Results

90.42%

TQI

Rank: 60/939

92.44%

Robustness

Rank: 162/939

86.82%

Transferability

Rank: 186/939

938
applications

360.18M
lines of code

268
organizations
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• $155 million R&D investments

• 25 years and counting 

• Global presence

US–EU–INDIA–CHINA 
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“Sound, thoroughly 

vetted technology.”
Jim Duggan,  VP Research 

“The leader in its space.” 
Chandranshu Singh, Research Director

“The industry reference 

for software risk and size.”
Dr. B. Curtis, OMG/SEI/CISQ

“CAST excels at 

architectural assessment.”
Melinda Ballou, Research Director

8%

92%

“8% of programming mistakes 

lead to 90% of production issues”

Dr. Richard Soley, PhD MIT

Architectural Flaws

(CAST expertise)

Code Quality Issues
“Most accurate for

application security.”
Amy Demartine, Principal Analyst


