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Context and Objective MY Rcasr

B . s inneed of make invest decisions

JEE 44,156 for core applications. To help gain insight
HTML5 225,446 _ _ _
sqL 5210 into application health and safety, i} Inc.
E-’t e sor 197 engaged CAST to conduct a security
- S 2,050 assessment of X applications. This
- Hie g assessment is based on the automated
F';tﬁ"éf e application analysis provided by CAST
SQL 3,417

Application Intelligence Platform (AIP)
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Approach: Software Intelligence

Most security tools only focus on simple checks of best practice. True
SQL Injection, Cross-Site Scripting checks require contextual analysis.

Logic

All input validation
findings upstream
are false positives —
contextual analysis
flags these as false,
because:

.

Input validation
takes place here

Data Layer

Insider

CAST Confidential

Il §casT

Contextual Software Analysis
finds flaws that traditional
application security tools can’t
catch:

Forbidden access to data, lack
of input validation, backdoors
and insider threats.

Current security analysis tools
review code at the unit level to
ensure programming best
practices are followed. Without
contextual analysis current tools:

* Miss important problems

* Provide way too many
findings that are irrelevant
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Summary of ¢

= results M-

CJJE has 80,000 lines of
code with 13,232 possible
test cases to cover the whole
application.

TQI (Total Quality Index) is
an aggregate of all 5
measures calculated by
CAST AIP.

The application shows a
high risk in Robustness
and Security.

Transferability is at medium
risk but with some room for
improvement.
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ROBUSTMESS

2.78 597

CRITICAL VIOLATIONS

Size: Lines of Code, Color: Total Quality Index score TECHNICAL DEBT

4
3 H - $923.9k
1
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ClI E Critical Violations I fcasr

SECURITY RULES & WEIGHT £ % COMPLIANCE #VIOLATIONS O
Avoid testing floating point numbers for equality ® 06% 2 . . L.
o : « The majority of critical
Check usage of '=="and ''=' on objects ® 99% 18

E ; ; The exception Exception should never been thrown. Always Subclass Exception and throw the ° 999 9 V I O | at I O n S We re fo U n d | n th e
- subclassed Classes. 9%
Java code.

Avoid empty catch blocks ® 99% 7
Awvoid cyclical calls and inheritances between packages & 78% 16 . .
 Overall compliance level is

Close the outermost stream ASAP ® 28% 20 . . .
high with relatively few

Awvoid to use this within Constructor in mult-thread environment » 99% 3 . . . .

Avoid copying needless the variables (PHP) » 97% 2 VIO|atlonS to I nveStlgate and
fix.

ROBUSTNESS RULES £ WEIGHT £ % COMPLIANCE O #VIOLATIONS

Avoid testing floating point numbers for equality ] 96% 2 o 7 Crltlca | V|O|atlons per ] k LOC
Check usage of =="and '=' on objecis » 99% 18 re po rted (I nC| Ud I ng
2 .7 8 :S;;:;;;;i;ra:;;:p:ior should never been thrown. Always Subclass Exception and throw the ® 909% 9 C h a n g ea b | | |ty a n d Effl C | e n Cy) .

Avoid to use this within Constructor in multi-thread environment » 99% 3 Ave ra g e fo u n d d u rl n g CAS T
Avoid empty catch blocks » 99% 7 T
: assessments are 4 critical
Avoid cyclical calls and inheritances between packages B 78% 16 . .
violations per 1k LOC.
Suspicious similar method names or signatures in an inheritance tree » 95% 13
Avoid classes overriding only equals() or only hashCode() ® 83% 2
Proper averriding of 'clone()' o 99% 2
TRAMSFERABILITY

RULES £ WEIGHT %% COMPLIANCE o #VIOLATIONS O
Avoid classes overriding only equals() or only hashCade() ® 83% 2

3 . O 1 Suspicious similar method names or signatures in an inheritance tree ® 95% 13
Proper overriding of 'clone{)’ ® 99% 2
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Complexity
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 List of highly complex objects that represent potential opportunities for engineering mistakes.

Tor Cycromaric CoMpLextry x Hien Fan-Our

Object Name

net.sf.jlinkgrammar. Llnkaqe merge constituents

net.sf.jlinkgrammar.Linkage.read constituents from domains
net.sf.jlinkgrammar.Sentence.separate word
net.sf.jlinkgrammar.ParseInfo.parse set
net.sf.jlinkgrammar.Sentence.mark region
net.sf.jlinkgrammar.Sentence.count
net.sf.jlinkgramimar.Parser. InitializeVars
net.sf.jlinkgrammar.Linkage.last minute fixes
net.sf.jlinkgrammar.Sentence.build AND disjunct list

net.sf. ]Ilnkgrammar Linkage.build Imkaqe postscript string

org.json.XML.parse
org.json.XML.parse
com.gacl‘hcmetrlcs.automatedscorlnq service. 5corlnl.5corerlmn| executeModules

net.sf.jlinkgrammar.Sentence.power prune

net.sf.jlinkgrammar.Sentence.analyze fat linkage

com.pacificmetrics.automatedscoring. modules. ps.CopyProportionCalculator.compute
com.pacificmetrics. automatedscorlnq webservice.ScorerBean ScorerBeanPort Client.main

Cyclomatic Complexity
53
83
%3
=23
&0
59
5&
51
47
48
41
37
37
26
36
20
30
20

Fan-Out
&
12
g8
14
24
11
&
7
14
&
7
&
20
ie
16
48
12

16

30
30
i3
45
7
13
&
20

* Highly complex artefacts that call many other artefacts

are difficult to understand and test.

Torp Cycromatic CompLextty x Low DocuMeNTaTION

Object Name

net.sf.jlinkgrammar.Linkage.linkage print diagram
net.sf.jlinkgrammar.Linkage.build linkage postscript string
com.pacificmetrics.automatedscoring.modules.ps.ParserScorer.process

com.pacificmetrics.automatedscoring.service.scoring.ScorerImpl.executeModules

net.sf.jlinkgrammar.Dictionary.restricted expression

com.pacificmetrics.automatedscoring.webservice. ScorerBean ScorerBeanPort Client.main

com.pacifitmetrics.automatedscoring.webservice.ScorerBean ScorerBeanPort Client.main

test.com.pacificmetrics.automatedscoring.service. Testltil.compareScored DutputWithExen

com.pacificmetrics.automatedscoring. modules. util. TextPre processingUtil. processFractions

net.sf.jlinkgrammar.ParseOptions.issue special command
net.sf. ]Ilnkgrammar.Llnkane cons of domain

net.sf.jlinkgrammar.GlobalBean.process some linkages
[S:\Source \ACT\CRASE\Source ' src'\crase-java\application\RELEASES\release-2.4\ server

S:\Source \ACT\CRASE\Source\src\crase-javal\application\RELEASES\release-2.3\server
net.sf.jlinkgrammar.Dictionary.advance

net.sf.jlinkgrammar.Linkage.print_tree

net.sf.jlinkgrammar.ParseOptions.print _expression

net.sf.jlinkgrammar.Dictionary.check connector
com.pacificmetrics.pathos.bean.PathosScoringResponse.equals
com.pacificmetrics.automatedscoring. service.configuration.load.modules.EssayScorerLoad
net.sf.jlinkgrammar.Disjunct.disjuncts _egual
com.pacificmetrics.pathos.bean.ScoringStatus.equals
com.pacificmetrics.pathos.bean.Essay.equals
com.pacificmetrics.pathos.bean.ConstructedResponse.equals

S: \59urce\AC‘T\CR.A5E\59urceSsrc\crase ]_ava\wehservlce\src\test\uhll ison-scenarios\(

com.pacificmetrics.automatedscoring.modules.es.EssayScorer.logRegScore

Cyclomatic Complexity
83
37
37
20
30
28
26
25
23
21
20
13
18
18
13
14
13
13
13
11
11
10
10
10
10
10
10

Documentation Ratio
4

cCoooo0oOo RO WOoOOHABREDNODWNWDODONBRN

* Highly complex artefacts that have few comments are
difficult to understand and are more likely to be

copy/pasted to avoid mistakes.
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Finding 1: Multiple artifacts inserting, updating, deleting

Il §casT

Too many artefacts
access to SQL tables :

— Stored procedures
- Stored functions
- Triggers

- Java Fields

- Java Methods

Not secure for data

RECOMMENDATION:
Redesign the Table
access - Make the access
unified
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i
FUFACT,
b
FUFCT,
R
FUFICT,
i
FUFACT,
TR
FUrACT,
TR
FUHCT,
FUFICT,
i
FUFACT,
i
FUFACT,
FUFCT,

FUHCT,

| €141

FUFICT,
i
FUFICT,

TR
FUFCT,

- Dracle function

- Oracle function

Oracle dml frigger

Oracle dml trigger
1

Oracle dml trigger

e

Oracle dml frigger
Rl u

Oracle dml trigger _
Oracle dmil trigaer
G_PRF

Oracle function

F R _ 155 FLF
Oracle function
F_sl _RESPONSE

Oracle function
F_COUNT_ERR SSMGE_
Oracle function

F_NO_OF_FLIGHTS_PE

F_ALLOW_ACK_

F. SDI_RESPONSE ACOUMF
Oracle function /
F_PROCESS SFATUZE FORSF
Oracle function /

o FFOR"
Oracle function

_ . . £ LOUp
Oracle functio

_ _ S_FER_F
Oracle function

Oracle functior;b/

F_GET 1 < -
Oracle @hcti I"I/
CREATE I@AMEILER_CBOR_WMSG

- DOracle function

CREATE,

R
Oracle table

TRAWEL

e Field
FORE_EXPORTMOVEMENTS
stafic final J3va Field

SEMECT ALL

private Java Method

— getProf . larametersCusry
_ _private Java Method

tatrg final Java Fiald = getPagedSglluery
I EBuBROKING_SaL private Java Method
g U aka o alic final Java Field _ getTravelerWithQuery
A ol vt £ 5 ASSE5%, it public Java ethod
ﬁ\pdatﬂ wreForActualMovement

rivate Java Method
g?rﬁgﬂ ctICuunt

_* private Java Method
- getConnectByClause

i X
v 't" l‘?&}#\éﬁ’“ﬁﬁ%’ﬁgﬁa Field N

PR BOOKNG
Oracle procedyrg |
PR DETERMINE' afisf
Oracle proge f."'
------- PR TR AVELA Fn
#=== Oracle proced 2
e F‘R_EIODKNG
. Oracle procg

T=F PR GET TRAVE

g, Oracle profed
T pR oaDD RLIG

. Oracle ploge g
T PR UPDA M uTH
. Oracle prgcedle
%' pp_puRcE_DATH
g, Oracle pracefifire
TEF  pR GET PaxCOUNTS
455 Oracle procedure

TET pR SET TRA AUTH FI
455 QOracle procedure
EF PR DETERMINE UTR W
. Oracle procedure
S PR_UPDATE_FLTS_AUTH

UPDaTE M L WATCHL
riva taiieWnal Java Field
1INK K F FUYFNT

]
G
G
G
G
G
G
G
() private)s imal Java Field
G
G
G
G
G
G
G

SELEC BE%#:% NAME_LIST_cOl
private btati al Java Field
MATCH TRA QUERY LIST
private \static Java Field

TRAVELLL D;l{é’t

private #tafic fipal Java Field
UPDATE_ VEG_&EIS_QUERY_FOF
private static final\Java Field
UPDATE RiSK ASSEESMENT COMF

rivate stptic final Java Field

SELECT_FOP
tinal JavalFreld

UPDATE TRANSLATION STATUS _F(
private static final Java Field

SQL_UPDATE_EVENT_ID

System blueprint generated by CAST
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Finding 2: Data inconsistency risk linked to non unified accesses [[THH N

Quairmy RuLes, DisTrIBUTIONS AND MEasURES

Grade ¥ar. Rule Name Contr. Critical
®1.01 -0,00% Avoid cyclical calls and inheritances between packages Fxl04%  Yes |T
. . ® 1,63 0.00% Awaoid Functions and Procedures doing an Insert, Update or Delete without managing 1x0% Ma
Ta b | e ACC@S S \/ | O | a t I O n S fo u n d ®1.24 0.00% Avoid having multiple Artifacts inserting data on the same SGQL Table Fx0% Mo
2,37 0.00% Awaid having multiple artifacks deleting data on the same SQL table T Ma
2.78 0.00% Awoid having multiple Artifacs updating data on the same SQL Table Fx0% Mo =
3,28  -0,00% Awvoid calls between JSP Pages Ix99% Ma
.40 0.00% Avoid direct access to Database Tables Ex99% Mo
4,00 0.00% Awvaoid use of standard SQL API Sx99% Ma
4,00 0.00% Awoid direck use of Database objects [JSPFASP) Ex99% Mo
4,00 0.00% Awvaoid too many packages referencing Mainfrarme Sxl04% Mo |=

& Syhaze T-50L procedurs

private Java Methad acct_tag_del

— getCas Query
protected Java I N nublic Jawa etht
= gemss'gmcmag deletescctTagType

N bublic Java Method

deletetcctTagRektio.

_‘ public Java Method
N protected Java b ,n“ haae L procedure = copytcctTa
assignTagRel: ' ashbyoard

private Java Metho

ey
inzertBiParty#ccount

g2 Eybabe TS0L pratedure

S acct e d o _acctnum fublic Java Method

=9 deletecct
e ddva Method
S olEry Act
&4 nublic abstract.Java Clas T PR CETaLery
4 Syhase I-5G6L procedure
# AstractBFard A A N public Java b N urivate Jave pie I / N SybaseTSQLgm-“J’"“ 8 GW?(L "]'EE“ME
= sddAcdTag =¥ CalsteralReyau acotTs V ot S ma " A_acc
J it Java Methad /
] e} getPasttionLocationR sport et TagsSameDi
o It i ¥ ul
B me} _ private Javgiethod private Javahethod }. e arase T-50L pro _‘ private Java Method
= buildintr=fEFu Cuery getfyDes wiDetai / Hlin plstat findi Thedecou @ 4 sy
protected Java Mefhod T v
E‘ rotecie ava Methol u

Updlate oot Tap g 0 0 bl ’=\ ¥baseTSQLre\at|unaltab\e
u s pEvate Javabefod oo JJ\mm
5 T TS Sybase -
A

public Java b
pr—too_sce?_workpl =% getDeaDetal

private Java hethod

E N nrotected Java
= inzertdcot TagThi

_‘ private Java Methud """
=W buildaccountSelectCiause

Dublic Java Meth
ulél\cléaﬁdrv;eﬂ; _‘ private Java Wethod
conbealRebalisd =28 puildsccourtTal 4 4 ause

EN ntivate Java Method
SelByAcctdD etaliuery

RECOMMENDATION: A moss
Redesign the data access flow.

acct_tagins getDealSummanz s

7‘ protected Ja

7‘ private Java Method
UpdcctTag =

GetSourceRehy 4 4 dPusry

£, Sybase TSOL procedure

B L o o

public Javabiethok

i private Java Method = " _ public Java Meth
= aetCashColl #F 4 ghriListousry setbectloglpetelall = Con B e

=N _private Java Me
N tivate Java Method T getbocountTags
= getByacctTaghiDetailcuery
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Finding 3: Input Validation Vulnerability [T

« In the teDoGet method below, the input parameter is not validated before the InputStream is created and the file is
processed with output written. Input validation vulnerability may result into SQL Injection.

« RECOMMENDATION: To avoid the creation of Injection flaws, follow (OWASP) recommendation to validate all user input.

TECHNICAL CRITERIA

G4 bublic abstractJava Class Grade Technical Criterion Contr. Critical
¥ HitpServiet
1 Secure Coding - Input Validation i0 No
mﬁ\ ® 1.97 Programming Practires - Frrar and Ferantinn Handlinn 10 M
G4 _public abstract.Java Class 2.42 Secure Coding - Tir QUALITY RULES, DISTRIBUTIONS AND MEASURES
# TESrBase 2.63 Architecture - Multi-l Grade Var. Rule Name Contr. | Critical
B 2.39 Efficiency - Memory, @& 1 - Awoid file path manipulation vulnerabilities [ C 10 Yes
__‘ public final Java Method 3.12 Programming Practii @ 1 57 - Favor PreparedStatement or CallableStatemer ] No
- daPast 3.24 Secure Coding - Enc 3.97 - Awvoid Log forging vulnerabilities { CWE-117 ) g Yes
H& 2.98 Architecture - OS an 4 - Avoid cross-site scripting vulnerabilities [ CWE i0 Yes
) 4 - Awvoid LDAP injection vulnerabilities [ CWE-30 | i0 Yes
private Java hieth ) A .
—_‘ 4 - Avoid OS5 command injection vulnerabilities ( € 10 Yes
= preProcessRegquest ) i L L
s &4 public ahstract Java Class 4 - Avoid 5QL injection vulnerabilities [ CWE-89 ) i0 Yas
* #  OutputStream 4 - Avoid XPath injection vulnerabilities [ CWE-91 i0 Yes
__‘ public Java Method
- teDocet B
\fAe,}\ String name = f.getName();
- == - =
ublic Java Method Ffopen an inpuat stream to €
=% Wﬁ—me int bit = 256;
int i = 0;
while ((bit == 0} {
hit = in_read();
ocuts.write(bit) ;
i
Btring sFileDoc = req.getParameter (" file"}); ocucs. flushi);
String msg = ""; outs_close(];
ServlietfutputStrean outs = res.getluctputitrean(); in.closet);
if (sFileDoc != nmuall) |
try |
File £ = new File(sPDFpath +"/web/" tsessUser. getLogonlID (). getFHumi) . todtringWichi (). colowerCase(lt+ "/"+sFileloc):
InputStream in = new FileInputStream(f);
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Benchmark against JEE applications MY Jcasr

@ Health Factors Benchmark Results

®

TQl Security 93 8

90.42% 95.31% applications
- o 268

Rank: 60/939 Rank: 35/939 organizations

® © 200.18M

Transferability

Robustness
86.82% 92.44%
H =
Rank: 186/939 Rank: 162/939 e Ap pmarq
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Software Intelligence for Digital Leaders

About CAST
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Industry’s Choice for Software Intelligence MY Jcasr

Hundreds of Enterprise Customers

— <
= @ K Allianz ()
atat BNY MELLON
\ﬁ,’ KAISER
BOEING N permanente.

Go to Market Partners

BCG

The Boston ConsurTing GRoup

is¢ =2 = @

Software Engmng Institute Cﬂgnlzant
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INfosys

CISQ

™
onsortium for IT Software Quality

Software Engineering Institute

=. Microsoft McKinsey&Company

ISVs and Global SI’'s Customers

Capgemini@®  FirstData.  AtoS

s
| _ S
CGl  aBroadridge  gccenture == —#ACL
steria
.I‘ e Tech '7:3f5::§:o§

: Mahindra WIproZ:
Cognizant .ee

Software Intelligence Pioneer & Leader

e $155 million R&D investments
« 25 vyears and counting

* Global presence
US-EU-INDIA-CHINA
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All software
flaws All production defects

“CAST excels at
Architectural Flaws

architectural assessment.”
(CAST expertise)

Business Relevant, Accurate and Actionable

= [DC
Melinda Ballou, Research Director
“Most accurate for
Code Quality Issues

FORRESTER  gpplication security.”
Amy Demartine, Principal Analyst

“The leader in its space.”

0YUM Chandranshu Singh, Research Director

“8% of programming mistakes
lead to 90% of production issues”

“The industry reference
ClSO for software risk and size.”
Dr. B. Curtis, OMG/SEI/CISQ
Dr. Richard Soley, PhD MIT
EEE Massachusetts =< | V' ' ’
U T QUG

“Sound, thoroughly
vetted technology.”

Gartner
Jim Duggan, VP Research
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