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About the Research

As the non-profit association dedicated to nurturing, growing and supporting the information management
community, AlIM is proud to provide this research at no charge. In this way, the entire community can
leverage the education, thought leadership and direction provided by our work. We would like these
research findings to be as widely distributed as possible. Feel free to use individual elements of this
research in presentations and publications with the attribution — “© AlIM 2015, www.aiim.org”. Permission is
not given for other aggregators to host this report on their own website.

Rather than redistribute a copy of this report to your colleagues or clients, we would prefer that you direct
them to www.aiim.org/research for a download of their own.

Our ability to deliver such high-quality research is partially made possible by our underwriting companies,
without whom we would have to return to a paid subscription model. For that, we hope you will join us in
thanking our underwriters, who are:

€= KONICA MINOLTA

Konica Minolta Business Solutions
U.S.A,, Inc.

100 Williams Drive

Ramsey, NJ 07446

Tel: +1201-825-4000

Web: www.konicaminolta.com

Process Used and Survey Demographics

While we appreciate the support of these sponsors, we also greatly value our objectivity and independence
as a non-profit industry association. The results of the survey and the market commentary made in this
report are independent of any bias from the vendor community.

The survey was taken using a web-based tool by 282 individual members of the AlIM community between
June 05, 2015, and July 02, 2015. Invitations to take the survey were sent via e-mail to a selection of the
80,000 AlIM community members.

Survey demographics can be found in Appendix 1. Graphs throughout the report exclude responses from
organizations with less than 10 employees, and suppliers of ECM products and services, taking the number
of respondents to 221.

About AlIM

AlIM has been an advocate and supporter of information professionals for 70 years. The association mission
is to ensure that information professionals understand the current and future challenges of managing
information assets in an era of social, mobile, cloud and big data. AlIM builds on a strong heritage of
research and member service. Today, AlIM is a global, non-profit organization that provides independent
research, education and certification programs to information professionals. AlIM represents the entire
information management community: practitioners, technology suppliers, integrators and consultants.

About the Author

Doug Miles is Chief Analyst at AlIM. He has over 30 years’ experience of working with users and vendors
across a broad spectrum of IT applications. He was an early pioneer of document management systems for
business and engineering applications, and has produced many AlIM survey reports on issues and drivers
for Capture, ECM, Information Governance, SharePoint, Mobile, Cloud, Social Business and Big Data. Doug
has also worked closely with other enterprise-level IT systems such as ERP, Bl and CRM. Doug has an MSc
in Communications Engineering and is a member of the IET in the UK.
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Introduction

Mobile and cloud are the twin drivers for change in the ECM world. Mobile access to content on the move,
mobile interaction with content, capture to process, remote workflows, and cloud-based collaboration. All
of these are moving at a pace, as many organizations overcome their security worries. However, there are
still many issues to resolve between traditional back-office systems and new cloud-based solutions.

There are many different flavors of cloud-stored content: thin hybrid models with collaboration-only content
in the cloud, thick hybrids that retain small amounts of sensitive content on-prem, so-called private clouds
which often are just virtualized on-prem servers, and genuine multi-tenanted cloud. How attractive are
these, and how do users rate their economic and collaborative benefits?

Mobile devices are the new window onto content and process, but users are still concerned about who
might be peering in. Online-only content access is quite limiting, but does containerization fix the problem
of device-stored content? We know that mobile devices can capture forms, photos, video and voice, but to
what extent are these integrated with back-office processes and applications?

In this report we will look at the current and future adoption of cloud applications in general, and content
applications in particular. We ask the early adopters about issues, benefits and ROI. Content access and
collaboration on mobile is a big driver for cloud, but there are also big opportunities for approval workflows
and direct links to back office processes. Are mobile security fears creating a risk that late adopters will be
left behind the competitive edge?

Cloud Policies and Adoption

16% of responding organizations are unequivocal about cloud for all core IT applications, 42%
will review each application for cloud on its merits. 13% have a wait and see policy. Only 10% say
“No cloud”.

87% of individual respondents are positive about moving ECM/DM content to the cloud,
compared to 42% of the organizations they work in. Those with an IT role are more conservative
than those from records or information management, with business managers being most positive.

75% feel security by cloud providers is likely to be better or the same (27%) as their own
servers. 38% of the largest organizations feel their own security is better, compared to 15% of the
smallest. IT staff are less confident of their own security (19%).

The preferred “cloud” hosting model for 34% is virtualized servers in their own data centers,
with a further 25% opting for private cloud on outsourced servers or laaS (Infrastructure as a
Service). 16% prefer defined server hosting by their ECM supplier, with just 18% prepared to go for
multi-tenant/public cloud hosting.

26% of surveyed organizations are using some form of cloud ECM or DM, 27% of non-users are
likely to deploy cloud content systems within the next 2 years, plus 21% in the next 4 years.

Cloud ECM Users

47% of those with cloud ECM/DM are using a stand-alone cloud system, including 17% where it
is their only ECM. Equal numbers (11% each) are settled on thick and thin hybrid cloud models, and
26% are only slowly migrating their content.

A third of those using ECM in the cloud are also live with approvals, forms and workflows for
process management. There is a strong appetite from a further third to implement workflows in the
next 12 months.

35% of cloud ECM users have had problems with enforced upgrades, poor availability and
content migration. 25% had issues with SLAs, privacy and costs. 10% report data or security breach
issues.

©2015 AlIM - The Global Community of Information Professionals

Ansnpuj

=
Q
—t=
(@)
i

B :pNOID) pue alIq0IA

S——
)

YUISS

[ )

c\d-a"p:ria r



B The two biggest operational benefits are more effective collaboration, and more modern and
flexible applications (both 58%). Extending access to partners and customers (47%) and teleworking
for staff (42%) come next.

M 44% of cloud ECM users have benefited from a cost reduction compared to on-prem, although I aiim
only 18% have reduced staffing. A further 24% have saved less than planned, but are still cost neutral
or better.

Mobile Policies

B 30% of responding organizations are live with BYOD (although two thirds of these are not yet
running smoothly), 30% are in planning or rollout. Just 19% are sticking with company owned
devices, of which two-thirds will be business use only.

H 76% of respondents agree they need to embrace mobile applications or be left behind. 10%
have identified big threats to their current business model from mobile, and 18% are awake to the
possibilities.

B Only 9% are reviewing every process to take account of mobile, with 33% picking off the most
obvious processes or those coming up for review. For 37%, policy is somewhat ad hoc, and 22%
aren’t looking at it at all.

B Only 5% have anything that looks like a “CMOO” (Chief Mobile Officer), but 71% agree that there
should be a single person responsible for mobile innovation.

B Only 17% have a mobile information governance policy that is appropriate to business needs.
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22% have a very restrictive policy. 35% do not cover mobile in their IG policies, and 18% have no IG =
policies at all. =

g,\

(B

Content Access on Mobile ’
B 39% have no access to on-prem/ECM content, and 28% rely on browser-view. Only 15% have a (=
dedicated app with offline content access, and are able to comment, edit and approve on mobile. f_'

B Onsite access to drawings and manuals is the most popular process use for mobile devices s
(27%), followed by expense receipts (18%) and then field-staff report back (17%). E

=

B Photos are the most popular content captured (40%), then notes (29%) and scanned documents Q

(27%). Only 24% are using electronic forms on mobile.

B The two biggest benefits are staff mobility and speed of data availability. Poor connections, lost
devices and multiple device support are the biggest issues.

B 48% report ROl on 12 months or less. 76% in 18 months or less.

Spend

B Responding organizations are likely to increase spend in all cloud content areas compared to
on-prem ECM. Strongest growth is in mobile access apps.

©2015 AlIM - The Global Community of Information Professionals 4



Cloud Policies and Deployment

We have charted cloud strategies for general IT deployment in the cloud for a number of years, and
although many might feel that there is now much less resistance to the cloud concept, the proportions of
those opting definitively for or against cloud for key applications hasn’t changed greatly since our survey
in 2012. There is, however, more commitment now. In 2012, 53% had no agreed strategy, but this has
now dropped to 20%. Much as then, 16% are now actively committed to cloud deployment of all core IT
applications, and 10% are definitely not taking this route. In between are 42% who have a strategy to
consider each application on its merits, 5% who will review after a first try, and 8% who will wait and see
how others get on.

Figure 1: What is your organization’s policy on moving core IT applications
to the cloud? (N=219)

Actively migrate
We have no all of our key IT

stated poIicy,\ to the cloud,

20% 9%
All new
deployments to <
be in the cloud, a S
7% T =
We will not = Q)
move key E S
applications to t,/} o
the cloud, 10% 5 O
@ g
E Y
Observe how =g
others get on )
with the cloud Each = @
and review, 8% application will
be Irevi(;awed for
cloud on its (G
M?:,/Veookré(\e/or merits, 42%
applications to @
the cloud and E
review, 5% =
«©
Looking at this by size of organization, larger organizations (5000+ employees) are a little slower to
make a move, with only 4% actively migrating all key IT to the cloud, although the 7% stating “all new
deployments will be cloud” is the same across all sizes. At the other end, 15% of the largest have ruled
out cloud for core IT compared to 6% of the smallest (10-500 employees) although 28% of the smallest
have yet to decide, compared to 8% of the largest.
Current Cloud Deployments
Many people would point to CRM, with its cloud poster-boy Salesforce, as the most popular application for
early cloud deployment, but it turns out to be SharePoint. We have charted a rapid move in this direction
over the last two or three years', albeit not always for the core of corporate ECM, and also more likely as
a private cloud rather than the Microsoft-hosted 365 product.

File share and sync services are likely to be prevalent in most organizations, as we will see later, but 27%
have taken the step to approve — and manage — these useful and popular cloud products. Long term
records management archives are highly sensitive to cost-per-Mb storage prices, and 13% have opted to
take advantage of the very competitive storage costs of bulk cloud provision.

Only 25% of responding organizations have none of these cloud applications in operation, although given
that this survey was self-selecting, with “Cloud” as the topic, this is likely to be an under-reading of the
broader demographic.

©2015 AlIM - The Global Community of Information Professionals 5



Figure 2: Which of the following enterprise applications is your organization currently
deploying in the cloud? (N=218)

0% 5% 10% 15% 20% 25% 30% 35%

SharePoint

Collaboration systems

Approved file share and sync services
Workplace social

CRM

Finance/ERP

Line-of-Business system(s)

Records management

HR — expenses, vacation booking

HR — recruitment, onboarding

BPM, workflow, forms

ECM (not SharePoint)

Signature systems

Distributed capture, Accounts Payable

Analytics, e-discovery, search

E
G
)

None of these
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Personal Productivity Products

To get a feel for the spread of personal use of cloud and SaaS (Software as a Service) applications,

we asked about their use from desktops or laptops, and on mobile devices, and also whether they are
sanctioned by IT. As we see in Figure 3, communications and meeting support has the widest use on
desktop at 78%, although only 36% use these on mobile. File share and sync, cloud office apps and
cloud email, on the other hand, are nearly as popular on mobile as on desktop or laptop, with about half
of our respondents using most of them one way or another.

Buunides ‘b

Many of these products and services are likely to be purchased by a company (or personal) credit card
rather than by IT, and then claimed back on expenses. In 43% of organizations, this is frowned on,
although 36% also recognize that free services can be more troublesome from a technical and security
viewpoint. In around a third of organizations, file-share-and-sync, workplace social, cloud office apps, and
cloud email are all not allowed.

22% still bar public social sites, which is understandable for Facebook, less so for LinkedIn, and the use
of personal note products such as Evernote or OneNote is accepted by all but 19%, even though these
are often set to synchronize content across all manner of devices, at home and on mobile.

©2015 AlIM - The Global Community of Information Professionals 6



Figure 3: Which of the following cloud/SaaS applications do you personally use for work? (N=204)
0% 20% 40% 60% 80% 100%

Communications systems, e.g.,
Skype, Lync, GoToMeeting

Personal note synchronization,
e.g., Evernote or OneNote

File-share-and-sync, e.g.,
Dropbox, Box, Hightail

Workplace social sites, e.g.,
Yammer, Jive

Public social sites, e.g.,

LinkedIn, Facebook B On desktop / laptop

Cloud office apps, e.g., Office ¥ On mobile devices

365, Google Docs H Not allowed

Cloud email, e.g., Outlook 365,
Gmail

Other services you pay for with
a company credit card

Other free cloud/SaaS services

None of these

ECM in the Cloud

There is a view that senior management are keen to push the cloud agenda in order to make cost
savings, but our survey shows (Figure 4) that individual respondents are much more positive about
cloud (70%) than the organizations they work in (38%). There is also a view that records managers and
information management staff are reluctant to move content to the cloud for security reasons, but again,
our survey shows that IT staff are more conservative, with those in business roles much more positive,
showing particularly strong support for a thick hybrid model of small on-prem, large cloud ECM.

Figure 4: How do you feel about moving ECM/DM content to the cloud, and
what is the company’s view? (N=202)

0% 10% 20% 30% 40% 50% 60%

100% cloud ECM is where we need to be

Hybrid of small on-prem/large cloud would

give best-of-both worlds —_—

| IT View
B RM View

Our ECM content will/should stay on-prem ¥ Business View
for the foreseeable future === W COMPANY VIEW

No decision made as yet !_
N

Don’t know

Hybrid of large on-prem/small cloud is
preferred for collaboration

Cloud Security
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Security has always been a key issue for cloud adoption, and a key comparator is how the security of a
cloud service might compare with that of on-prem servers. This is an area that has moved on since our 2012
survey. At that time, only 37% felt that cloud services offered similar or better security to on-prem servers.
Now 75% feel that cloud providers are likely to offer better (48%) or similar security (27%) to that of their
own data centers.

Size of organization is a factor here, with 24% of the largest organizations feeling that their own servers
offer better security, but this drops to just 17% of the smallest, somewhat neutralizing the security issue at
this level.

Figure 5: How do you think the security measures taken by cloud providers compare with those on
your own servers or data centers? (N=156, excl. 23 Don’t Know)
Almost

certainly better,
15%

We think ours
are better, 24%

Probably

Much the same,
Y better, 33%

27%

75% of respondents consider cloud service providers will have as good or better security measures than
they have in their own data centers.

Cloud Drivers

Simply following the trend, or complying with the Microsoft imperative, is not a sufficient reason to move

all of the on-premise content systems into the cloud. Users are looking to save running costs and reduce
investment, but for ECM in particular, we see that providing better access for remote and mobile employees
is the biggest single advantage.

Savings on data center expansion, and staff savings come next, but then come improved collaboration, and
access for partners from outside the firewall.

Figure 6: What do you think would be the key benefits for your organization of running
ECM/DM as a cloud application? (Max THREE) (N=203)

0% 10% 20% 30% 40% 50% 60%

Better access for our remote and mobile
employees

Do not need to provision/expand our own
data centers

Cheaper to run, fewer IT staff needed
Improved support for collaboration

Available to partners from outside the firewall

“Self-service” deployment across new groups
of users

Faster approvals from managers on the move
Moves costs from Capex to Opex
Aligns with our corporate IT policy

None of these/will not use cloud for ECM
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Hosting and Private Cloud

The security issue still has a significant influence, particularly when users visualize what they mean by
“cloud”. 34% of our respondents consider that simply virtualizing the servers across their own data centers

constitutes a cloud deployment, despite the fact that it is still very much within their own firewall, is probably
using standard installed software (but with a browser client), and offers only a small change to the funding
model. This negates the two main benefits that we have just discussed, i.e., improved access to content,
and reduced provision of data centers. This model is preferred by 34% of the largest organizations.

A further 25% embrace the idea of a “3rd party private cloud” using outsourced data centers, probably with
an laa$S (infrastructure as a service) model, but they would still expect to have full control of the software,
with no sharing of applications or servers with others. This model does retain the option to customize the
applications software, which is important for many large organizations, and also places responsibility for
secure and expandable data centers with the outsource.

The next option is to contract with the provider of the ECM software to host a dedicated version of the
software on their own servers, or more often at an outsourced data center. The ECM provider then takes
responsibility for continuity and upgrades, but the customer still retains control of timing and configuration.

Finally we come to the genuinely mult-tenanted option, which involves shared software across fully
virtual, non-identified servers, serviced through the public cloud by the ECM provider. In this situation,
customization is limited to configurable changes, and upgrades are imposed against a fixed timeline.
Overall, 18% would opt for this model, rising to 22% for both small and mid-sized organizations.

. . C
Figure 7: What would be your preferred model for hosting or cloud deployment of ECM/DM? (N=203) E ‘E“.—
U,
&
= O
Multi-tenant/public None of these, «Q C
cloud options with a 7% (o
new ECM provider, 6% Q =
- Q4
Multi-tenant/public @ 1‘
cloud options provided = 4
by our current ECM -
provider, 12% 7
«Q
Private cloud, virtualized
. . servers in our own data ‘-_\
Hosting on defind servers/ centers, 34% 3
restricted locations by our E
ECM provider, 16% =
«Q

Private cloud, virtualized
servers in outsourced /
laaS data centers, 25%

Given the dominance of the private cloud model, we asked those respondents what the key decision factors
are for this. Control of security was cited by 52%, then the ability to connect to other enterprise systems

in their corporate cloud (37%), and then the choice to run customized versions of the software (28%). In

the comment section, respondents mentioned issues of privacy for overseas locations, and the ability to
respond faster to data crashes or system outages.

Adoption and Source of Cloud ECM

26% of our respondents already have ECM or DM systems in the cloud, and many of these are utilizing their
existing ECM supplier — 12% overall, or 46% as a proportion of those with cloud ECM. This is likely to be
partly due to the SharePoint factor, with Microsoft offering persuasive cost savings to move to the Office 365
suite. 9% of those already in the cloud are consolidating systems into the cloud from an existing supplier.
22% of cloud users have chosen a different supplier, and 22% are implementing ECM for the first time.

©2015 AlIM - The Global Community of Information Professionals 9



Figure 8: Are you currently using cloud ECM/DM in any of the following formats? (N=205)

Unlikely we will Yes, same
ever move ECM supplier as
to the cloud on-prem Yes, consolidated

12% from multiple

on-prem systems

15%

2% =
o

Yes, different é g
supplier to —
on-prem Q) <

6%

Yes, our cloud

system is our

first real ECM
6%

We have plans in
the next 12-18
months

No firm plans 12%

as yet
47%

Cloud Non-Users

Of those not currently using cloud ECM, 27% are likely to deploy within the next 2 years, and a total of
48% within the next 4 years. The main things holding them back are security issues (75%) - despite our
earlier findings comparing cloud services to local servers - and not wanting to relinquish control of their
own data (51%). There is also an element for 30% that no one is actually promoting the idea internally.

44% of larger organizations consider that simply virtualizing the servers across their own data centers
constitutes a cloud deployment. Only 12% would consider using a true multi-tenanted public cloud model.

U102 BuISSa00.d DUE

Already Using Cloud

Hybrid Models
Of those using ECM in the cloud, nearly half have it as a standalone system, either as their main ECM

(17%), as a dedicated collaboration and file-sharing system (9%), or to service a different set of users, or
a different type of content to their on-premise ECM system (11%). The remainder have either settled on
a hybrid model, or are still migrating content to cloud over time. Of those using a hybrid split of content
between on-prem and cloud, equal numbers (11% each) are using “thick” (mostly on cloud) and “thin”
(mostly on-prem) models.

Figure 9: How would you describe your cloud ECM/DM deployment? (N=47 with cloud ECM)

Wer are still experimenting
with different options, 6% ~— ——

Large on-prem/small cloud /

hybrid, 11%

Stand alone: it is our main
ECM system, 17%

Stand alone: used mainly for
collaboration and file

Small on- | loud
mall on-prem/large clou sharing, 19%

hybrid, 11%

Stand alone: different users or
different content from our on-prem
system(s), 11%

We are migrating all of our
content to the cloud system
over time, 26%
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As a follow up question (Figure 10), we asked our respondents how they decide which content goes to
cloud and which stays on-prem. This brings into sharp focus the relative advantages of a hybrid scheme
for putting collaboration content “out there” and retaining secure content and records on-prem, although it
does raise the issue of how to search across both repositories.

It seems likely that the 13% who have no policy on this are victims of the often unplanned deployment of
cloud file-sharing and content management systems to solve an immediate problem, with little thought for
long term lifecycle management. This may also apply to some of the 27% who reserve the cloud system
for ad hoc collaboration and file sharing, raising the question of how the more significant pieces of content
that may be generated get managed after the immediate project, and by whom.

Only 4% have any degree of automation, either to add metadata that defines where the content can be
stored, or to take account of existing metadata or security classifications in order to place the content
accordingly.

Figure 10: How do you decide which content goes to cloud and which stays on-prem?
(N=47 with cloud ECM)

We don't really

have a policy on
Automated, based this, 13%
on status/ security

classification/
metadata, 4%

Declared records
stay on-prem, /
work-in-progress
in cloud, 4%

All of our content
is or will be on
cloud, 36%

Secure content
types or
departments stay
on-prem

(manual), 27% Cloud is mainly

for ad hoc
collaboration or

We use cloud for file sharing, 27%

projects involving
external partners,
22%

In thin hybrid schemes, cloud content is generally used only for ad hoc collaboration or sharing with
external partners. In thick hybrid schemes, secure content types and records remain on-prem. Only 4%
have any degree of automation to make this separation happen.

Cloud Content - issues

The biggest issue reported by those using cloud ECM (and most likely by non-users too) is individual
users creating their own cloud-stores, with no lifecycle management. Even where a cloud system is
adopted, the lack of a formal requirements assessment, and the wish to keep things open for users, can
create what we would call “digital landfill in the cloud”. Along with this goes the issue of retention policies
for cloud-stored content, especially if metadata discipline is lax. Of course, the long-term consequences of
paying to keep redundant content in place could accumulate significantly.

At the other end of the spectrum, user reluctance to adopt the discipline of ECM can be hard to overcome,
whether the system is in the cloud or on-prem. Users may be even more reluctant to store on cloud,
especially if there is an appreciable download delay for documents, although this should be offset by

the ease of access across multiple local and mobile devices. There is also an ethos around some cloud
products that they are so easy-to-use that formal training is not required, ensuring that take up will be
patchy.

©2015 AlIM - The Global Community of Information Professionals
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Extending search across cloud and on-prem systems is a real issue, especially as many organizations have

poor search capability on existing on-prem systems. Non-alignment of tagging and metadata will also make

things worse. Extending cloud search to on-prem, and vice versa is not impossible, and many vendors are

working to provide standard inter-connecters between the more common systems.

Figure 11: Have you experienced problems in any of these areas with having content in the cloud?
(N=46 with cloud ECM)

0% 5% 10% 15% 20% 25% 30% 35%

Individual users creating their own cloud-
stores with no lifecycle management

User adoption - old habits die hard

It’s hard to extend search across cloud and
on-prem

We don’t have retention policies for the
content that’s in the cloud

Customer/partner concern about use of cloud

We don’t have alighed metadata between
cloud content and on-prem

It’s much harder to police security for the
cloud content

We can’t do any custom work on the cloud
system

We are storing up some interesting
e-discovery/legal hold issues

It is harder to connect to other systems from
cloud-based ECM

Our preferred 3rd party apps don’t work as
well with our cloud ECM
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Cloud Suppliers f;
As we know, relationships with any supplier of mission critical software can be taxing, and it seems that E
moving to the cloud merely substitutes one set of issues for another. Upgrades are always disruptive. The =
little-and-often approach with cloud services should improve things, but there may be less choice of timing, «Q

and a third or more of those surveyed have had issues with this.

The same goes for downtime, which is always an issue, and some may feel some loss of control with cloud
suppliers rather than their own staff. Content migration is reported as a problem, but this would apply in
similar way to new on-prem ECM systems, especially if moving quant