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Chapter 1

What is a Private Cloud?

Introduction

A private cloud offers many of the same benefits that a public 

cloud does, such as flexibility and scalability, but does it using 

private IT infrastructure. While public clouds provide services to 

many different companies, a private cloud is used by only one.

The technology used to implement private clouds varies, but all 

have some common characteristics, such as a collection of servers 

(real or virtual) interconnected via an isolated network. The servers 

run software that allows them to operate as a single entity and to 

provide resources (compute, data, etc.) to tasks as needed.
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Private clouds continue to grow in popularity. 
According to some reports, as many as 35% 
of cloud adoptions last year were private 
solutions. Meanwhile, public cloud adoption 
has been declining,  accounting for only 23% 
of the overall cloud adoptions in the  
same period. 

The reasons most often cited for making the 
decision to build a private cloud are familiar: 
flexibility, privacy, security and IT infrastructure 
consolidation. Let’s take a quick look at what’s 
behind each of them:

Flexibility
Organizations are looking to their IT 
departments to help them meet the business 
challenges of being agile in responding to 
customer needs and competitive threads. The 
ability to quickly reconfigure and redeploy 
servers in the cloud provides great flexibility, 
making them a popular choice for many.

Privacy
With a public cloud service, companies rent 
a piece of a cloud that is managed by a third 
party and shared with other companies. This 
can cause some privacy concerns. With a pri-
vate cloud, one company’s data never has to 
“rub shoulders” with data from other com-
panies that are sharing the same cloud. This 
increased privacy — real or perceived — is 
important to some.
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Security

With a private cloud solution, companies own the 
cloud resources and can provide whatever level of 
security that they need for the infrastructure, operating 
system, and applications.

IT Infrastructure Consolidation
Most data centers have groups of servers dedicated to 
specific tasks — a database cluster here, a mail cluster 
there, and so on. By reconfiguring the data center to 
draw resources from a private cloud, organizations 
can optimize resource utilization and increase their 
efficiency. 

Another contributor to the decline in public cloud 
adoption may be hybrid clouds, which are a blend of 
both public and private clouds. Twenty percent of the 
cloud solutions adopted last year were hybrid, which 
represents a modest increase over the previous year.

Whatever the reasons, the trend seems to be clear. 
Enterprises are increasingly moving toward a private 
cloud model. When they do, however, they can expect 
to face some challenges.
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OpenStack is rapidly becoming 
the de-facto choice when it comes 
to choosing a stack to build an 
enterprise cloud. After all, when 
the creators of Pinterest, Twitter 
and Instagram needed a reliable 
cloud infrastructure to run their 
services on, they turned to 
OpenStack. Since it can handle 
those needs, it should be able 
to handle the needs of your 
company. But what exactly is 
OpenStack, and where did it  
come from?

Believe it or not, OpenStack was 
invented by Rackspace and NASA! 
That may seem like an unlikely 
collaboration for an open source 
cloud operating system, but the 
fact is both organizations were 
working on a cloud solution, and 
decided to join forces to make it 
happen.

The first release of OpenStack 
— code named Austin — was 
released back in 2010, and was 
based on NASA’s Nebula platform 

and Rackspace’s Cloud Files 
platform. Since then, OpenStack 
has grown both in popularity  
and capability.

While the technology both 
companies needed was essentially 
the same, each had a different use 
case in mind. Rackspace wanted 
something to build a public 
cloud hosting service on, while 
NASA wanted to build a private 
cloud. Out of this the OpenStack 
Foundation was born. 

Today, OpenStack consists of 
many services that can be used in 
concert to build a reliable cloud 
service for private or public use. 
OpenStack is gaining momentum 
and winning favor with many who 
want to build a private cloud of 
their own.

OpenStack  
(A brief history)
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Chapter 2
Challenges

Some Challenges 
Associated With a 
Private Cloud
Along with their many advantages, private 
clouds face their own set of challenges. 
Without the right tools, technology, and 
team, the costs associated with building 
and operating a private cloud in-house can 
be nearly as high as they are for a public 
cloud. The art and science of building 
and operating a private cloud is still in its 
infancy, and many are still learning what the 
best practices are. 

Building and maintaining a  
robust infrastructure
Private cloud technologies vary, but building and maintaining them 
is almost always a challenge. Organizations often lack the expertise 
in-house, and having the work done by consultants, which can be cost 
prohibitive, perpetuates the problem. 
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Maintaining SLAs

Building a private cloud that can 
deliver the service levels that the 
company’s internal clients expect 
can be a challenge to any IT 
department. 

Lack of training and expertise
Cloud expertise is still hard to 
come by, and many organizations 
don’t always have their right 
personnel in-house. 

Security

Once the choice has been made 
to go with a private cloud, the 
question of security remains. 

These and other challenges 
may seem daunting but the 
benefits that a private cloud 
brings to an organization are 
many. It is well worth the time 
of most IT organizations to 
conquer these challenges so 
that they can bring a robust, 
reliable private cloud solution 
to their company.
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Chapter 3
Benefits of Private Clouds

The Benefits of Having  
a Private Cloud

There are many benefits of having a private cloud making them a 
great choice for many organizations. Let’s explore some of the specific 
benefits that your operation will be able to capitalize on once you’ve 
deployed  
your own.

Better privacy and security
Private clouds can take advantage of an organization’s existing security 
infrastructure to provide levels of security that are not available in public 
networks. For example, selected resources can be configured so that 
they can only be accessed from within the corporate firewall (or other 
highly secured access pathways) to keep highly sensitive data private 
and secure.

Because the cloud is entirely under your control, you can configure 
resources to meet the most particular security requirements such as  
government regulations.
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Total control 

Since a private cloud is only accessible by your own organization, you 
can configure and manage every aspect of it. You can fully integrate 
your private cloud with internal policies and procedures, have it 
undergo security and integrity audits, and alter it to meet changing 
requirements at will.

Cost and energy efficiency
A private cloud can optimize your IT resources, allocating them as 
needed across the organization. This efficiency maximizes utilization, 
and reduces investment in unused capacity. 

Improved reliability
The virtualized operating environment of the private cloud makes it 
more resilient to individual failures across the physical infrastructure. 
Applications can keep running using resources from the servers that 
were unaffected by the outage. 
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Cloud bursting

The private cloud can be used to scale up resources quickly on a 
temporary basis in order to speed up processing when there are spikes 
in demand. 

Server consolidation
Servers are often dedicated to one type of task, and tend to run one 
operating system and a few applications. Scaling up such a system 
requires adding hardware. With a private cloud, you can consolidate 
resources, repurposing servers dynamically to meet the needs of its 
internal clients. This lets you get the most out of every server in the  
data center.
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Change anything you like

Store sensitive data

As the administrator of your 
own private cloud, you can 
do whatever you want with 
it. If the hardware is out of 
date or misconfigured, or the 
performance isn’t up to par, you 
have the power to fix it.

A public cloud has limits on how 
secure it can be, but with a private 
cloud you can build a security 
system to match your data’s value.

With the right expertise — or the 
right software — you can fine 
tune the servers that make up 
the infrastructure for your private 
cloud and get the most out of 
your investment.Touch the servers

Three Things You Can Only Do 
on a Private Cloud
In many ways, a private cloud is not that different from a public cloud, 
but there are some things that you can do with a private cloud that 
you’d never be able to do with the public cloud.



12PRIVATE CLOUDS

Chapter 4
Ensuring a Successful Deployment

It’s not uncommon for a private cloud 

project to fail in the early stages thanks to 

poor internal communications, unrealistic 

goals, or unforeseen dependencies. 

Here are some tips help your keep your 

private cloud project on track.
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Communicate internally 
Keeping lines of 
communications open with 
business stakeholders can go 
a long way toward making 
a private cloud deployment 
successful. Make sure everyone 
involved understands how the 
private cloud will benefit them.

Clearly define expectations 
Be transparent about the 
service levels that users can 
expect, and be realistic with 
your capacity planning. 

Tips for a Successful  
Private Cloud Deployment

Stage the deployment 
Don’t just make a short test 
run. Select a few willing 
departments and work with 
them through the early stages 
of the deployment. This will let 
you correct problems early, and 
has the side benefit of creating 
some internal evangelists to 
ease the broader deployment.

Design for the future 
Architect your data center so 
that it can accommodate the 
next generation of applications 
it’s likely to encounter.

Automate 
Deployment can be a labor intensive process. You will be well served 
to consider using software to help automate as much of the process 
as possible.
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Once deployed, it’s critical that 
you have the right tools in place 
to monitor and manage your 
private cloud. The first step is to 
choose management software 
that can bridge the physical 
and virtual infrastructures. You 
will find that using a common 
set of tools with the ability to 
manage physical servers running 
no virtualization software and 
physical servers hosting virtual 
machines makes the task of 
cloud management much easier.

You’ll want to choose software 
that provides you with a 
consistent environment — 
whether you are running a 
workload on an operating 
system platform (with or without 
virtualization) or running an 
application in a private cloud.  
Choose tools that let you see 
the same view across execution 
environments.

The Case for Cloud  
Management Tools
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Agile Bright’s dynamic cloud 
provisioning optimizes cloud 
utilization by automatically 
creating servers when they’re 
needed and releasing them 
when they’re not.

Available Our intuitive Cluster 
Management GUI is optimized 
for performing daily OpenStack 
operations.

Automated Using Ceph 
to pool your storage into a 
reliable redundant system 
enables you to scale with ease 
and replace hardware  
without disruption.

Controlled Bright lets you 
manage your OpenStack 
infrastructure as a single entity 
from a single interface.

Secure Our integrated 
monitoring and health checking 
makes sure the software, the 
servers, the network, and the 
operating system are  
running properly.

Managing an OpenStack private 
cloud infrastructure is an evolving 
challenge. What’s required 
is an integrated system that 
combines ease-of-use with cross-
platform functionality, enabling 
administrators to manage the 
infrastructure as a single entity.

The demands of today’s 
information-driven society mean 
that businesses need robust 
IT solutions to meet the needs 
of their customers. You should 
consider a combination of 
solutions and technologies that 
help you build a foundation that 
can deliver on the promise of the 
cloud. The solution you choose 
should have five essential qualities: 
a strong cloud infrastructure 
is agile, available, automated, 
controlled, and secure.

5 Requirements for 
Next-Generation 
Private Cloud  
Management
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Chapter 4
What’s Next?

Pros and Cons of Using  
a Private Cloud

Deciding whether a public cloud service or a private cloud is the best 

solution for your situation involves many factors. We’ve touched on 

a few of the most important factors in this e-book, and have listed 

the pros and cons of private cloud adoption here to help you answer 

this question for yourself. Compare the needs of your business with 

the list below and see if a private cloud is the right choice for your 

organization.
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 • A private cloud offers 
superior data security and 
peace of mind because 
you don’t have to deal with 
third-party management or 
multi-tenancy problems.

 • If you own your own cloud 
storage, you have much 
more control 
over what 
happens to the 
data.

 • Public crowd 
server outages 
won’t affect your 
private cloud, so 
you won’t have 
to worry about 
the cloud storage service’s 
employee or equipment 
errors.

 • Your private cloud is 
customizable so you can 
configure it to serve your 
business with maximum 
efficiency.

 • The private cloud offers 
limited scalability rather 
than the on-demand and 
nearly unlimited usage 
you can obtain from public 

cloud storage. 

• The startup 
investment 
required may make 
it difficult for a 
small business to 
afford a private 
cloud.

• The maintenance 
required may 

mean that you’ll have to hire 
dedicated IT professionals 
to manage your private 
cloud unless you opt for an 
advanced cloud management 
software solution.

PRO CON

How does your cloud management stack up?  Experiencing delays and 

down time? It might be time to consider upgrading your infrastructure 

to the next generation of seamless, private cloud management with 

Bright OpenStack. 
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Chapter 6
Customer Testimonials

”Bright cuts my own workload by 50%, and pays for itself 
over and over in terms of headcount savings.”

”We’ve experienced substantial savings 
in terms of hardware, maintenance and a 
reduction in staff hours.”

”Compared to the open source tools we were 
using, we typically save at least a day per 
month on just systems maintenance alone!”



Bright OpenStack brings our proven cluster management software 
to the OpenStack world, making it easy to deploy a complete cloud 
over bare metal and manage it effectively. Our solution leverages 
Bright Cluster Manager’s capabilities to provide single-pane-of-glass 
management for the hardware, the operating system, the OpenStack 
software, and users.

With Bright OpenStack, system administrators can get their own clouds 
running quickly and keep them running reliably throughout their life 
cycle — all with the ease and elegance of fully featured, enterprise-
grade management software.

SIGN UP FOR A FREE DEMO

Talk to one of our experts and see how Bright OpenStack  
can help you get the results you really want.

www.brightcomputing.com

FREE DEMO


