
In the past, cybercrime focused on data theft from large enterprises. It was a low 
volume, high payoff model. Ransomware changes the cybercrime business model. 
Hackers are now casting a wider net with a high volume, low payoff business.

From the hacker’s perspective, SMEs (Small to Medium Enterprises) are easy prey, 
most are under protected. They lack the threat detection solutions needed to keep 
pace with millions new malware variants introduced each day. Most are under 
staffed. They lack the threat hunting expertise needed to analyze and proactively 
mitigate ransomware before it shuts down their business.

71% of a SME’s leadership lack confidence in their organization’s ability to 
protect against ransomware. The question that many struggle with is how much 
they should invest to improve their security posture. The starting point should 
determine what a ransomware attack will cost. GoSecure powered by CounterTack 
recommends a simple back-of-the-napkin approach to determine the cost of one 
day of downtime.

▫Small to Medium Enterprises (SME) are 
now the target for cybercrime. 

▫SMEs lack proper protection against 
1,000,000 new malware variants/day, 
malware obfuscation and fileless attacks. 

▫SMEs should understand the cost of a 
ransomware attack. 

▫Cost of Lost Revenues = 
Annual Revenues ÷ Business Days 

▫Cost of Lost Productivity =  
Total Employees X Average Daily Pay 

▫Cost of Recovery = 
Total Endpoints X System Admin   
Average Hourly Pay

▫Don’t forget damage to brand and impact 
on customer and investor confidence

Beware, ransomware is no longer a problem for the large 
business, organizations of all sizes are now being targeted. 
The WannaCry and NotPetya attacks teach us one 
important lesson—how fast today’s attacks can move through 
a network. NotPetya circumvented the sophisticated SOC of 
a large global company and flatlined 49,000 endpoints before 
they could mount a defense. It took them over two weeks to 
recover at a cost of over $300 million in lost revenues.

RANSOMWARE TARGETING SMALL 
TO MEDIUM ENTERPRISES
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The most direct way that a ransomware attack will damage your business is in lost 
revenues. For most organizations, when your IT infrastructure is rendered inope-
rable, business operations grind to a halt. Orders get delayed or even cancelled, 
and your business stops making money.
Calculating the cost of a single day of lost revenues is simple. Take your company’s 
total annual revenue and divide by total business days. For Monday through Friday 
businesses use 250 days. Retail and online businesses may want to use 360 days.
For example, for a $250 million/year company:

$250,000,000 ÷ 250 days = $1,000,000/day

In a company of this size or less, just a few hours of downtime can cost hundreds 
of thousands of dollars. However, ransomware attacks are usually more debilitating 
than this. The average downtime for ransomware is three days, tripling the cost of 
lost revenues calculated above.



Another important factor is the cost of lost productivity. When your business 
operations flatline, you still need to pay your employees. To calculate the cost of a 
single day of lost productivity, take the total number of employees and multiply it by 
your average hourly pay rate and then multiple by eight hours.
For instance, for an organization with 1000 employees:

1,000 employees X $30/hour X 8 hours = $240,000

If you don’t know your average hourly pay, the latest private sector estimates from 
the US Census Bureau is $59,458/year, unburdened. The average hours worked is 
approximately 1,800/year.
To calculate the burdened labor rate (Benefits, PTO, bonus, and 401K matching 
contributions) add 30%.

Our final calculation is the cost of getting your business operational again. In our 
case we’ll focus on the cost of reimaging and reinstalling applications on infected 
endpoints. On average it takes about one hour to recover an endpoint. Simply mul-
tiply the number of endpoints by the hourly pay rate of your system admin staff.
Continuing with our example of an organization with 1,000 endpoints:

1,000 X $47/hour = $47,000

If you're not sure of your average hourly system admin pay, US News Best Jobs 
estimates the average System Admin pay is $84,500 annually, or approximately 
$47/hour. Don’t forget to add 30% burdening.

PROACTIVE THREAT MANAGEMENT

▫ Integration of threat detection and 
 prediction technologies with threat   
 hunting and mitigation talent.

▫ Detect, predict and mitigate threats   
 before they flatline your business.

▫ Full spectrum threat detection — 
 On-disk, OS behavior and in-memory.

▫ Predictive Analytics for a view of the   
 past, present and future.

▫ Full suite of security services MDR,   
 IT Hygiene and Advisory Services.

▫ 24x7 Threat hunting and mitigation with  
 aggressive SLAs.

COST OF LOST PRODUCTIVITY

COST OF RECOVERY

WHAT YOU NEED 
AT A GLANCE :

The costs of lost revenues, lost productivity and recovery are easy to quantify. 
However, there are other costs that impact your business and need to be factored 
into security investment decisions. When a security breach becomes public, 
damages to company brand, customer confidence, investor confidence, and more 
can be substantial.

SOFT COSTS ADD UP

THE COST OF
RANSOMWARE



For ransomware to succeed, it needs to shut down your business operations. 
To do that it needs to move through your network before you can detect it and mount a defense. In the last year, cybercriminals developed over 
357,000,000 malware variants to evade detection from traditional endpoint solutions. They also employ packing, encryption and polymorphing 
techniques to hide malware. 

Almost half of all attacks are now fileless.

Passive Threat Management solutions based on signatures and IoCs (Incidents of Compromise) simply can’t deliver the threat coverage to 
protect you from new and unknown attacks. In this new threat landscape Security Teams need to incorporate Proactive Threat Management 
into their security strategies. They need a solution that delivers predictive endpoint intelligence and advanced mitigation services.
GoSecure powered by the CounterTack Enterprise Protection Platform offers the unique integration of advanced threat detection and predic-
tive technology with threat hunting and mitigation services. The CounterTack platform delivers full spectrum threat detection, it detects threats 
on-disk and in the Operating System. 

It features our patented Digital DNA, only solution that detects threats in live physical memory.
The platform’s Predictive Analytics delivers a view of the past, present and future. It tells Security Teams what a threat did, what it’s doing 
now, and what it will do. Predictive Analytics enables Security Teams to detect, predict and mitigate threats before they flatline your business.
An organization’s ability to adopt Proactive Threat Management is limited by the availability of threat hunting and mitigation talent. It is esti-
mated that there will be 6 million open security positions in the U.S. in 2019. It takes years to develop the skills and experience to be effective. 
GoSecure’s full suite of security services fills this void.

GoSecure powered by CounterTack services includes Managed Detection and Response, IT Hygiene, and Advisory services. 
Managed Detection and Response is our premium service. It delivers 24 X 7 threat hunting and proactive threat mitigation, from the network to 
the endpoints, to the cloud. With Managed Detection and Response we will own mitigation, and back that with 15-minute threat determination 
–to-mitigation SLAs.

GoSecure, powered by the CounterTack Enterprise Protection Platform and 
delivered by Managed Detection and Response services helps your organization to detect, predict and mitigate threats before they flatline 
your business. To learn more visit www.gosecure.io

YOU NEED PROACTIVE 
THREAT MANAGEMENT

THE COST OF
RANSOMWARE

To learn more about us : www.gosecure.net

About GoSecure POWERED BY COUNTERTACK
GoSecure POWERED BY COUNTERTACK, the leading provider of Predictive Endpoint Security Platform and MDR Services for the enterprise, today announced a major 
new release of its open and flexible Endpoint Protection Platform, with a collection of security features focused on Interpretability: improving responsiveness while 
greatly reducing the complexity that security analysts have to deal with to protect and manage their endpoints from advanced threats like memory mods, fileless 
malware, ransomware and APTs.

Sign up for a 
30-Day Free Trial

www.gosecure.net - (888) 287-7427


