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Travis Barlow is the Vice President of Global Advanced Security
Services at GoSecure. GoSecure is a fourth generation MSSP with a passion
for IT security and protecting their clients. Travis has over 20 years of expe-
rience developing IT security solutions for Government, Military, Education
and Fortune 500 clients. Travis is a leader in his industry and has been in-
fluential in raising security awareness and education through founding the
annual Atlantic Security Conference, as well as participating as a keynote
speaker for security related events throughout North America. We sat
down with Travis to get his perspective on the state and direction of the
MSSP industry.
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Travis: | first looked at MSSPs five years ago and identified three generations. Gen
One MSSPs were simple VARs. At the time, Unified Threat Management was the prevail-
ing market trend. It was the beginning of the evolution to the next gen firewall plat-

forms. Gen One was starting to integrate different services, such as anti-spam, IDS, and
IPS.

A Gen One MSSP would sell you the hardware and charge a service fee. They would
claim that they were managing the device. This gave their clients a false sense of securi-
ty. Inreality, Gen One provided very little security value.

Gen Two MSSPs actually manage security devices. For example, they create firewall
rules, set up automated learning around uptime/downtime, and managed firmware up-
grades. In the Gen Two model the MSSPs are a bit more proactive. Around 70% of the
time they met their client needs. However, their effectiveness often depended on the
size of the MSSP. More often than not, you were dealing “mom and pop" shops. They
would get an automated security alert and then try to act. Their effectiveness was hit or
miss. Some Gen Two MSSPs were better than others.

Gen Three is where MSSP services got interesting. It is where most MSSPs are trying to
get to today. They implement a combination of commercial tools with their own offer-
ings.
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GoSecure's Travis
Barlow identifies
four generations of

MSSPs

From simple VARs
selling and servicing

next gen firewalls
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Gen Four MSSPs

delivering active
threat detection and

mitigation services
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Generation 1

" Simple VARs -
Firewalls, IDS, IPS

Sell hardware and
service fee

Provide very little
security value

Generation 2
Actually manages
security devices

Set up firewall rules,
automated learning,

firmware upgrades...

Try to act on alerts
Hit or miss on
effectiveness
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Generation 3

Implement
commercial tools
with open-source &
in-house offerings
SIEM-based services

Look for loCs in the
datastream

Miss threats

Don’t own mitigation

Generation 4

Acheive threat
detection across all
data sources

Situational
awareness of client
environment

Active threat
mitigation

SLAs between threat
determination and
mitigation
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Gen Four MSSPs

Active threat detection
across all data sources

Active threat mitigation

Narrowing time be-
tween threat determi-
nation and mitigation

91 Service level objectives
of 15 minutes
Typically, these tools were a combination of open source and in-house developed solu-

tions. One of the things holding Gen Threes back is they are mostly basing their services
on SIEM technology. They take the logs from different devices and look for indicators of
compromise in the data stream. There's a problem with this approach. For example, if
you have a log from a next gen firewall, that's fantastic. Unfortunately, if your firewall
and your SIEM fail to recognize it as a threat, you're in trouble.

When | took a hard look at this five years ago, | concluded that Gen Three MSSPs are
failing their clients. | asked myself what should a next generation MSSP look like? What
was the natural next step?

| conceived of the Gen Four MSSP. The Gen Four vision was active threat detection
across all data sources — logs, traffic, behaviors, file extraction, and sandbox analysis, all
combined with situational awareness of the client's environment. That was something
no one was doing. It was even hard to imagine even building that.

To make it even more challenging, | decided Gen Four needed to include active threat
mitigation. Most Gen Three MSSPs claim they do active threat mitigation. However,
what they mean is “Let me send you an alert, then we're going to tell you what to do,
and you pull the trigger.” They're afraid to take mitigative action. They're afraid of
making mistakes that could result in liabilities and financial repercussions.

GoSecure's mission is to be the leader of Gen Four MSSPs. Other than GoSecure, | don't
know of another MSSP that makes a commitment to their customers to take responsibil-
ity for mitigation.

The biggest challenge for a Gen Four MSSP is narrowing the timeline between threat
determination and mitigative action. That was the thing we really wanted to lock down
at GoSecure. You hear the horror stories of hackers that are in networks for 6 plus

months. We don't want a hacker in our client's network for 6 seconds.
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The sad truth is cybercriminals will get in. GoSecure developed the Advanced Adversary
Protection (AAP) service to protect our clients. The AAP service level objective for threat
determination to threat mitigation is fifteen minutes. On average, we achieve two

minutes. Compare this to most Gen Three MSSPs who have service level objectives of T
eight hours or more.

Cybercriminals and security vendors are engaged in a never-ending game of cat and
mouse. Vendors study malware and attack techniques to prevent them. While hackers bl
study Signatures and loCs to evade detection.

Security Teams want set-and-forget solutions, like AV and Next Gen AV. These are pas-
sive threat management solutions that rely on threat intelligence to detect known at-
tacks. Unfortunately, passive solutions are limited at detecting unknown attacks. They
leave organizations exposed to new malware variants, to fileless attacks, and to insider
attacks.

GoSecure and CounterTack agree that organizations need to incorporate Active Threat
Management into their security strategies. The need to adopt a program of active threat
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Travis:




