
Modern cybercriminals are launching advanced attacks which are getting more complex and harder 

to detect. Attackers are innovating in new ways to bypass your traditional network and endpoint 

defenses and it’s impossible to know what’s ‘bad’ in advance of an attack. To see and respond to 

attacks, even those that may have gone initially undetected, you need to capture endpoint activity 

and analyze it for suspicious indicators. Trustwave’s Managed Detection & Response (MDR) for 

Endpoints is designed to address these issues giving you peace of mind with in depth, real-time 

visibility and proactive threat hunting.

Overview
Trustwave’s MDR for Endpoints service continuously records 
endpoint activity and then centralizes that information in our 
secure cloud for detailed analysis. The result is complete 
endpoint visibility as the information is available in real-time 
continuously to our threat hunters. You have detailed insight 
into the current state of your endpoint security status as well as 
the details of what caused a specific alert so that a prescriptive 
response can be executed on your behalf.  

MDR for Endpoints leverages behavioral analytics and proactive 
threat hunting techniques against a broad array of indicators 
of compromise (IOC) mappings to discover malicious activity 
and malware in much higher resolution than traditional endpoint 
protection suites provide.  By analyzing the key behaviors 
of endpoint systems such as file and registry modifications 
combined with copies of executed binaries, file executions and/
or network connections, a potential threat can be detected and 
mitigated before it can cause widespread damage. 

Without this in-depth, real-time visibility into your endpoints, 
attackers can go undetected for weeks if not months, moving 
laterally throughout your network, compromising key systems 
and causing more damage.

In Depth Monitoring & Recording

Trustwave Managed Detection &  
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Supported Platforms

Trustwave leverages CounterTack’s Endpoint Threat Platform 
(ETP) to deliver highly scalable detection and response 
operations on a global basis. Applying multiple detection 
techniques with behavioral and binary analysis on top of ETP’s 
open, scalable architecture, allows Trustwave to integrate 
response operations with our customers easily, making our 
Managed Detection & Response service seamless from the start.

Key Features
• Prevents known and unknown threats from fully executing 

across large endpoint environments

• Single, powerful hyper-converged sensor, consolidating the 
need for multiple endpoint agents

• Multi-technique detection with a combination of behavioral, 
binary analysis, and machine learning

• Real-time analysis to identify and prioritize threats quickly for 
optimal threat response across large endpoint environments

• Seamlessly integrates with other enterprise software to 
support established workflows/ticketing systems

• Remediate infected endpoints to a pre-infection state while 
containing the spread of attacks

• RESTful API to integrate external threat intelligence feeds 
from Trustwave SpiderLabs® and services via an open API

For more information: www.trustwave.com
Copyright © 2017 Trustwave Holdings, Inc.

MEDRCT_0317

Key Benefits
• Fully managed solution with customized response 

policies you define 

• Comprehensive, real-time endpoint visibility 
providing quick identification and validation 
of potential threats with immediate response 
capabilities

• Proactive threat hunting as needed to validate zero-
day dynamically evolving threats

• Detailed analytics provide conclusive understanding 
of the attack to see where the attacker went, what 
they did and how many endpoints where affected 

• Discovers threats missed by traditional defenses, 
reducing attacker latency and damage done 

• Disrupts future attacks by an understanding of root 
cause to address any potential policy gaps

• Reduces IT costs for unnecessary reimaging and 
remediation of infected host systems

• Improves overall productivity of internal IT 
operations

• Technology choice among best-of-breed EDR 
solutions


