
Our Cyber Security Assessment (CSA) discovers and details 
the vulnerabilities resident throughout the client environment. 
It provides a reference against industry best practices 
relevant to organizations of similar scale, within the same 
industry. CSA identifies gaps in your security posture and 
delivers a roadmap, based on discovered security risks, that 
prioritize the activities needed to improve your overall posture. 
Our Cyber Security Assessment delivers:

▫ Cybersecurity Architecture Assessment; 
▫ External/ Internal Intrusion Tests; 
▫ Web Application Intrusion Testing; 
▫ Social Engineering; 
▫ Vulnerability Testing.

To ensure security strategy and 
tactics support the goals and 
objective of your business, the CSA 
answers the following critical 
questions :

▫ What exactly do we need to   
 protect ?

▫ Why do we need to protect it ?

▫ How do we best protect it ?

▫ What will happen if we don’t   
 protect it ?

▫ How much is this going to cost ?

Assess your cybersecurity posture 
to improve strategic and tactical 
security to better protect your 
IT assets and reduce business risk

WHAT IS A CYBER SECURITY
ASSESSMENT ?CSA GOALS
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Scope 
The following cybersecurity architect-
ture categories were assessed for this 
phase: 

• Architecture of Network Security; 

• Network Protection; 

• Remote Access; 

• Wireless Access; 

• Technical Access Control; 

• Endpoint Security; 

• Network Traffic Inspection; 

• Logging and Monitoring; 

• Mobile Device Management; 

• Physical and Environmental Security. 

Results 
Summary The graph below summarizes your organization’s Cybersecurity 
Architecture posture, in red, vis–à–vis its minimum target profile 
in blue (refer to “Appendix 1 – Cybersecurity Assessment 
Methodology”). 

For XYZ's Cybersecurity Architecture Assessment, except for 
four categories (e.g. "Network Protection", "Endpoint Security", 
"Wireless Access" and "Mobile Device Management"), the 
organizations score is ‘Developing (2)’ or lower. This indicates 
that improvements are necessary for XYZ to attain an 
acceptable level of information security – especially when 
considering its size, complexity and nature. 
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Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed 
diam nonummy nibh euismod tincidunt ut laoreet dolore 
magna aliquam erat volutpat. Ut wisi enim ad minim veniam, 
quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut 
aliquip ex ea commodo consequat. Duis autem vel eum iriure 
dolor in hendrerit in vulputate velit esse molestie consequat, 
vel illum dolore eu feugiat nulla facilisis at vero eros et accu-
msan et iusto odio dignissim qui blandit praesent luptatum 
zzril delenit augue duis dolore te feugait nulla facilisi.
Lorem ipsum dolor sit amet, cons ectetuer adipiscing elit, sed 
diam nonummy nibh euismod tincidunt ut laoreet dolore 
magna aliquam erat volutpat. Ut wisi enim ad minim veniam, 
quis nostrud exerci tation ullamcorper suscipit lobortis nisl ut 
aliquip ex ea commodo consequat.
Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed 



CSA applies a unique top-down and bottom-up 
approach, deploying two teams. 
The Architecture team conducts a top-down configuration re-
view. They identify internal security policies and controls. They 
review documentation. And, conduct two interviews. 
The Pentest team performs a bottom-up assessment to validate 
compliance with internal policies and controls. The Pentest 
team will also validate that policies and controls are correct 
and sufficient. The combination of top-down and bottom-up is 
unique to our Cyber Security Assessment. Most assessment 
services only apply the top-down evaluation.

The CSA top-down, bottom-up 
approach delivers a higher quality 
results than other assessment 
services, including those offered by 
the Big Four. All at a fraction of the 
cost! CSA provides actionable 
recommendations that can be 
applied very quickly. It requires 
minimal effort from the client. 
Typically, only two interviews, one 
hour each. And lastly, CSA clients 
benefit from our fifteen years of 
cybersecurity experience and 
operational know-how.

TOP-DOWN/BOTTOM-UP 
ASSESSMENT

MORE VALUE 
AT A FRACTION 
OF THE COST

To learn more about us : www.gosecure.net

About GoSecure POWERED BY COUNTERTACK
GoSecure POWERED BY COUNTERTACK, the leading provider of Predictive Endpoint Security Platform and MDR Services for the enterprise, today announced a major 
new release of its open and flexible Endpoint Protection Platform, with a collection of security features focused on Interpretability: improving responsiveness while 
greatly reducing the complexity that security analysts have to deal with to protect and manage their endpoints from advanced threats like memory mods, fileless 
malware, ransomware and APTs.
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