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MorPhisec endPoint threat Prevention
Protect your business from zero-days and advanced attacks that target your unpatched 
vulnerabilities. Morphisec’s Moving target defense technology camouflages your applications 
and web browsers and traps any attempts at access. Your endpoints, once a site of weakness, 
become an impenetrable defense.

The SecuriTy Gap
attackers are more sophisticated, creative and persistent than ever, releasing millions of malicious threats each year. 
they use their profound knowledge of the target environment to develop stealthy, highly-targeted attacks, most notably 
advanced Persistent threats (aPt) and zero-days, while at the same time drawing from unpatched vulnerabilities as 
much as ten years old.  

to add to the destructiveness, attackers use polymorphism, obfuscation, encryption and other advanced techniques 
to evade security mechanisms and avoid detection. Under the traditional detection & remediation paradigm – even 
with sophisticated behavioral-analysis based solutions – applications remain vulnerable from the time a new attack is 
launched until it is publically discovered, a solution developed, and a patch deployed.

TradiTional and “nexT-GeneraTion” SoluTionS
endpoint protection solutions generally use one or a combination of the following: 

tools that require knowledge of the attack’s signature 
or an understanding of the attack’s behavior or 
pattern, such as anti-viruses, gateways and host 
intrusion Prevention systems. such systems are 
easily evaded by zero-days or polymorphic attacks.

next generation anti-viruses, utilizing static analysis 
and artificial intelligence or machine learning 
capabilities. these rely on known attack patterns, 
and can detect known attacks, but not zero-days.

application control and similar tools. these require 
significant configuration effort – configured too 
tightly and they cause false positives and impact 

performance, too loosely frees employees to perform 
business unimpeded but attacks can go undetected.

containment solutions such as sandboxes. these 
can be a working solution for applications that do not 
need to immediately connect to the internal network, 
but are easily evaded by attackers specifically 
recognizing sandboxes.

detection and remediation tools. often effective in 
detecting attacks, but they require intensive analysis 
to distinguish valid attacks from the numerous false-
positive alerts, costing the organization time, 
resources and impairing efficient business. 
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MorphiSec’S radically differenT approach
Morphisec shifts the security paradigm with proactive, early prevention that uses the hackers’ tactics to beat them at 
their own game. its moving target defense technology morphs the runtime environment so authorized code runs safely 
while malicious code is blocked and trapped. By preventing attacks before a breach ever occurs, Morphisec changes 
the security economics, cutting costs and minimizing disruption and damage to business.

Morphisec endpoint threat Prevention protects your endpoints from all exploit-based, memory injection attacks in 
your endpoint 32-bit applications such as browsers and productivity tools. it prevents evasive attacks, zero-days and 
attacks targeting known but unpatched vulnerabilities. it does so in a deterministic manner, with no false positives, via 
a lightweight, 1MB agent requiring no administration.

How it works: 
1. as an application loads to the memory space, the 

polymorphic engine morphs the inner structure of the 
process, its calls to library functions, and library addresses. 
each run is unique, per process and per process instance. 
this makes the memory unpredictable to attackers.

2.  simultaneously, the process is made aware of the legitimate 
morphed application structure. the application runs as usual 
with the morphed structure while Morphisec keeps a dummy 
of the original to use as a trap.

3. Malicious code fails to execute since it lacks knowledge of 
the new structure and cannot access any of the functions it 
needs: the kill chain is stopped as it begins. attacks continue 
to target the original structure, unaware that it’s now a decoy.

4. attacks on the dummy structure are by definition malicious 
and find themselves trapped. Blocked attacks are logged 
and reported to the Morphisec Management dashboard 
or the organizational sieM, while rich forensic attack and 
memory data is sent to additional organizational systems for 
forensics analysis.

Inside the Memory Space:

BenefiTS aT a Glance
Neutralize advaNced threats: 
Prevents all zero-days and advanced 
attacks, without requiring any prior 
knowledge of the threat form, type or 
behavior.

close PatchiNg gaPs: constant 
management of security patches wastes 
time, dollars and resources, and delays 
increase risk. Morphisec covers endpoint 
vulnerabilities exposed by gaps in patching 
cycles.

hassle-Free: installs on the fly with no 
rebooting and no maintenance required. no 
databases, signatures or rules to update, no 
logs and alerts to analyze. 

No PerFormaNce disruPtioN: 
extremely lightweight agent active only at 
load-time, minimal footprint, no run-time 
components or performance penalty, and no 
false positives.

autoNomous: Protects employee 
machines in and outside the company 
network. 

real-time ProtectioN: Blocks and traps 
attacks pre-breach, before they can do any 
damage. Protection does not depend on 
server connectivity.

chaNge attack ecoNomics: turns the 
tables so the attacker must now chase the 
target.  eliminates the costs associated 
with hunting for attacks, investigating false 
positives and damage remediation.
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SoluTion infraSTrucTure 
the Morphisec endpoint threat Prevention solution employs an enterprise class, multi-tier architecture, which is highly 
scalable in terms of data and endpoints. its components consist of:

Endpoint Protector
the solution centerpiece, Protector, runs autonomously on Windows-based endpoints and servers, physical or virtual, 
and securely communicates with an on-premise or cloud-based Management server for reporting purposes. Protector 
safeguards commonly attacked applications out of the box – such as Ms office programs and web browsers – and 
its application agnostic nature makes it easy to add any other application. 

Management Server 
this component is a highly scalable set of 
services that can support an organization 
of any size, from a few endpoints up to 
tens of thousands, in a single or multi-site 
configuration. it supports complex and 
heterogeneous it environments, with a 
structure designed to deliver fault tolerance 
while providing high availability. the 
Management server, delivered as on-premise 
or cloud-based, handles management and 
tracking of all the endpoint Protectors, sieM 
integration and dashboard generation.

Dashboard
a clear, powerful dashboard, with a set of role-
based, customizable views, lets users:

manage Protectors

Manage endpoint Protectors

define policies and assign them to Protector groups

track Protector state

view attack data

Get real-time visibility into attacks

view current organizational attack status at a glance

view high level attack information

Gain additional insights for conducting forensic analysis 

correlate attacks with other attacks on your organization

easily filter, sort and report information
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Suitable for Enterprises and SMBs
Morphisec adapts to the unique business needs of both large and smaller organizations, protecting systems, intellectual 
property and brand without impeding operations. the solution integrates seamlessly with the organizational deployment 
systems and sieMs that larger corporations rely on. Yet it does not require daily maintenance or rule setting, and the 
forensic data captured is not necessary for solution operation. so sMBs with limited resources get the same level of 
protection as the big enterprises. and because Morphisec has zero performance impact at run-time, it easily supports 
endpoints that require high performance.

Robust Self-Protection 
security applications themselves are an increasingly popular attack target for malware. Morphisec’s robust self-protection 
includes tamper-resistant Protectors, validated servers and encrypted communication, all which use proprietary, state-
of-the-art technology.

Technical requireMenTS

Endpoint Protector Management Server On-Premise 
hardware requirements

hardware recommended by Microsoft to run the 
software below. 

intel 64-bit Pentium 2 cPU 8 core hyperthreading, 
recommended raM 8G, minimal 4G.
disk size: recommended 1t, minimal 250 G 
disk: recommended: raid 5 with backup. 
Minimal: raid 0

software requirements

a physical or virtual image running the following:

Microsoft Windows 7 (32-bit and 64-bit) 
Microsoft Windows 7, service Pack 1 
(32-bit and 64-bit) 
Microsoft Windows 8, 8.1
Microsoft Windows 10
Microsoft .net 4.5 or above

a physical or virtual image running Microsoft 
Windows server 2012 r2

aBouT MorphiSec
spearheaded by leading israeli security experts, Morphisec provides the ultimate threat prevention by making sure 
attackers never find the targets they seek. ever.

Morphisec fundamentally changes the cybersecurity scene by shifting the advantage to defenders, keeping them ahead 
of attacks with moving target defense.

to learn more about Morphisec visit our website or call us at 1-617-209-2552!
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