
Fortunately, the hackers who brought down this particular resource worked 
for the Department of Energy’s Idaho National Laboratory, and their feigned 
cyberattack was designed to shore up security, not defeat it. Called the Au-
rora vulnerability, the weakness revealed by this experiment still remains at 
many sites, according to an article in Smart Grid Today. 

More recently, hackers unplugged 225,000 people from the Ukrainian elec-
tric grid in December 2015, and it took the utility many months to recover. 
Since then, cybersecurity experts worldwide have become increasingly un-
easy about the vulnerability of the world’s power grids. 

430,000,000 New Pieces of Malware – and Counting!

Symantec, the cybersecurity software giant, discovered more than 430 
million new unique pieces of malware in 2015, up 36 percent from 
the year before. (As of March 2017, 2016 malware numbers had not 
yet been published.)  It’s inevitable that at least some of the malware 
and cyberattacks are aimed at electric utilities. In fact, “Hackers already 
target the energy sector more than any other part of U.S. critical infra-
structure,” noted a May 2016 article in The Hill, a respected Washing-
ton, D.C.-based news outlet. “There are more reported cyber incidents 
in the energy industry than in healthcare, finance, transportation, water 
and communications combined — and those are just the intrusion at-
tempts that get noticed and reported,” the article continued. 

The Department of Homeland Security (DHS) Industrial Control Systems 
Cyber Emergency Response Team (ICS-CERT) agrees, noting that the energy 
industry receives 32 percent of all cyberattacks.

In March Xcel Energy’s president and CEO Ben Fowke testified before mem-
bers of the U.S. Senate Energy and Natural Resources Committee’s Energy 
Subcommittee that his company identified more than 500,000 individual 
cyberattacks last year on its networks.  

And, it’s not just the large, investor-owned utilities that come under attack. 
Benjamin Beberness, chief information officer for Snohomish County Public 
Utility District in Washington state, reports that the external firewall to his 
organization serving some 220,000 electric customers withstands approxi-
mately 8 million hits each week.  In Vermont, Burlington Electric announced 
this past December that it had found Russian hacking malware on one of its 
computers, and although it was not connected to its grid control systems, 
it does demonstrate the utility sector’s vulnerability and its attractiveness to 
those seeking to disrupt the national electrical grid.

Fraud, Ransom and Security – Oh My 

Most cyberattacks against a utility are similar to cyberattacks targeting any oth-
er type of business. Typically, hackers and criminals are seeking access to per-
sonal or corporate data, hoping to defraud the company and/or its customers 
or to hold the company’s network hostage in “ransomware” attacks. 

Distributed Energy 
Resources and  
Cybersecurity:     

How a DERMS can 
strengthen defense

I t has been nearly a decade since a simulated computer systems hack brought down an 
electricity generator in Idaho, demonstrating how U.S. power plants might be compromised. 
“Researchers who launched an experimental cyberattack caused a generator to self-

destruct,” said CNN coverage about the event. How? By gaining access to the generator’s 
controls, then rapidly opening and closing its circuits out of phase with the rest of the grid. 
Within three minutes, the generator exploded.  



These are real and present dangers, and even more concerning are threats 
of attacks from terrorists or nation-states targeting the control systems for 
the electric grid.  The grid is foundational for a high quality of life, underpin-
ning so much of what we do. As the world we live in becomes increasingly 
more inter-connected – and as the distributed energy resources (DERs) 
added to the energy generation mix grows exponentially – the potential 
fallout from grid disruption becomes ever more insidious. 

Distributed Energy Resources in the Cybersecurity Mix 

As malware and cybersecurity threats continue to grow at a rapid pace so 
does the shift towards DERs such as solar, storage, fuel cells, flexible load 
and combined heat and power. DERs like these are helping us become less 
reliant on central station power plants, while at the same time reducing 
greenhouse gas emissions and deferring the need for new T&D infrastruc-
ture construction. 

There’s no question that an increased reliance on DERs is good for society, 
and it can be argued that because some DERs – wind, for example – lessen 
reliance on traditional power stations and provide resilient power back up 
alternatives, they can help mitigate the impact of cyberattacks on the grid.  
But with these opportunities and benefits there are also new potential new 
risks that must be carefully considered. 

Any sensor-based or computer-controlled distributed asset with Internet 
connectivity to the grid is a potential point of vulnerability.  While it’s true 
that most DERs have limited reach and that it would require significant time 
and effort to locate and hack into so many widely distributed assets, it’s also 
true that cybersecurity of our increasingly critical distributed energy resourc-
es is very important to the overall security of the grid.  Utilities are very much 
aware of the criticality of both cybersecurity and DERs, identifying these two 
topics as the top two issues facing their companies in 2017, according to 
Utility Dive’s 2017 State of the Electric Utility.

A Different Animal 

The Electric Power Research Institute (EPRI) defines DERs as “cyber-physical 
systems that provide energy and ancillary services to the power grid through 
interconnections to the distribution system.”

What exactly is a cyber-physical system? It’s one that combines physi-
cal or electrical components, such as a generator or storage device, with  

cyber-based control of that equipment. The operational unit is small to me-
dium in size – from a few kilowatts to tens of megawatts – and generation 
could be renewable – such as solar or wind – or non-renewable, such as a 
small diesel generator. DERs can function autonomously, or they can be ag-
gregated to create a virtual power plant.  There are many DER characteristics 
that are important to consider in the context of cybersecurity. 

First and foremost, control of DERs feeding onto the grid isn’t necessarily 
in the hands of utilities who manage the grid. Yes, there are utility-owned 
DERs, and Utility Dive’s 2017 State of the Electric Utility survey showed 
that utility executives plan for moderate to significant growth of utility- 
scale solar, distributed generation, grid-scale storage and wind in their 
service areas. 

But it’s all the roof-top solar popping up on residences and big-box stores – 
combined with the rapidly growing energy storage market – that creates an 
added layer of complexity in cybersecurity.  According to West Monroe Part-
ners, residential customers are the largest group adding DERs as cited by 82 
percent of utility executives, closely followed by commercial and industrial 
customers (77%).  Generally, these DER systems are small (usually less than 
50 MW), but potentially there will be millions of DERs interconnected with 
the distribution system in the not too distant future. 

An IoT Soft Spot

In many ways, the majority of DERs are a classic Internet-of-things tech-
nology. They’re not utility-scale implementations that justify investments in 
dedicated networks and wires or proprietary communications frequency 
bands, like an advanced metering system. The ownership of DERs is diverse 
and distributed, and so is the benefit, which means there’s not enough pay-
back for utilities or DER owners to shoulder the cost of adding expensive, 
proprietary telecommunications equipment so that DERs can be managed 
by the utility. 

This means communications to and control of DERs must be affordable, 
along the lines of Internet or cellular communications. Indeed, the Electric 
Power Research Institute notes in a report on cybersecurity and DERs that 
distribution utilities will likely rely more on public communication networks. 
“In many cases, having their own private networks will not be cost-effective 
for connecting to DER systems,” the EPRI authors note.

As malware and cybersecurity threats continue to grow at a rapid 
pace so does the shift towards DERs such as solar, storage, fuel 
cells, flexible load and combined heat and power. 



This means that a DER-control network may become exposed to the Internet 
at large, right where all that malware discovered by Symantec lives.  An 
active attack, in which someone tries to take control of devices, could be 
disastrous in the power system world. And, with DERs, a coordinated attack 
could happen in several ways. 

Attack of the DERs

Solar panels are one example. Most inverters have controls that limit or stop 
power that feeds onto the grid. Suppose a hacker gains control of the inverters in 
an area with a high percentage of solar-powered premises. It would be possible 
to enable and disable inverters so that the premises are constantly switching 
between grid-supplied power and PV power. This, in turn, would result in a sub-
station seeing a huge oscillation of current. Potentially, this could be done at the 
right frequency to cause equipment in the substation to explode.

Control of DERs could also cause failure of load tap changers (LTCs). This 
is because voltage equals current times resistance, so changing the current 
on the line impacts the voltage as well. If all the customer-owned and sited 
solar panels connected to a substation suddenly switched on and provid-
ed power to the various premises, it would result in the substation seeing 
almost no current along the line. Voltage would rise, causing automated 
voltage-regulation equipment like LTCs to kick in. If the solar panels switch 
off, and premises suddenly start drawing current, voltage would sag, caus-
ing yet another tap change. Again, if you can carry enough current down the 
line, the LTC could heat up to the point of failure.

Distributed Assets Need Unified Control

Even though DERs can impact the power system, most behind-the-meter 
DERs are often located in environments with inadequate cybersecurity and 
outside the direct security management of utilities. They may therefore be 
open to Internet access in those environments, and as the number of grid- 
connected DERs continues to grow, it’s inevitable that we’ll reach a tipping 
point where grid security will be vulnerable to coordinated DER attacks.  

When it comes to residential and C&I DERs, the owners often have little or 
no cybersecurity expertise. They’re more concerned about saving money on 
their power bills or using a clean energy source than they are about grid 

security.  Even if they have concerns, most people don’t have the time or ex-
pertise to implement strong cybersecurity. A 2014 study by Avast found that 
79 percent of American home networks are at risk of cyberattacks via their 
wireless routers. Many households used easily cracked router passwords 
such as admin/admin or admin/password. Many others had passwords 
that hackers could quickly figure out, such as the home address or the fam-
ily dog’s name. Even more important is that DERs will often be behind inex-
pensive routers that have well-known vulnerabilities that are never patched 
by the vendors. 

So who then should tackle the cybersecurity challenge that comes with 
the massive volumes of smaller distributed energy resources not directly 
under the utility’s control? Part of the cybersecurity responsibility lies with 
DER installers, who must ensure that safety features are enabled out of the 
box. Part of it lies with equipment producers, who will need some way to 
continuously upgrade the security software.  Aggregators can help protect 
the grid operator and centralize some of the cybersecurity. But much of the 
cybersecurity burden falls on grid operators, who have the most to lose 
from cyberattacks and much to gain by implementing a distributed energy 
resources management system – or DERMS. 

The DERMS Protection Factor

A DERMS platform delivers continuous, real-time visibility into what is happen-
ing with the DERs connected to the grid because it actively monitors the on-going 
performance of the electric distribution system. That means it can serve as an 
early notification in case of malfeasance, an additional line of defense. 

And, lest the DERMS itself become an easy target, it must be engineered 
with security built in, not merely layered on. As Symantec authors note in 
the 2016 Internet Security Threat Report, “Effective security requires lay-
ers of security built into devices and the infrastructure that manages them, 
including authentication, code signing and on-device security (such as 
Embedded Critical System Protection technology). Analytics, auditing and 
alerting are also key to understanding the nature of threats emerging in this 
area. Finally, strong SSL/TLS encryption technology plays a crucial role in 
authentication and data protection.” 

Cybersecurity Incidents by Sector

Energy 32%

Government Facilities 5%

Healthcare 6%

Transportation 5%

Water 6%

Communications 6%

Critical Manufacturing 27%

Other 13%
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To truly safeguard the grid from potential DER-related security breaches, 
a DERMS should include:

•  Unique authentication of all entities connecting to the 
network. That means both human and device interconnections 
must be authenticated.

•  Armored traffic: This means all traffic should be protected from 
eavesdropping, tampering and recording. It must be authenticated 
to assure that traffic only gets exchanged between the source and 
intended recipient.

•  Comprehensive encryption. Decrypted traffic should never be  
visible to an unintended party.

•  Integrity checks on all traffic. No traffic can be injected, re-routed, 
delayed, duplicated or corrupted without being detected.

•  High authentication standards. All authentication, encryption 
and integrity checks must be protected by industry-recognized, robust 
cryptographic algorithms with no known weaknesses.

•  Segregation. Traffic of each entity connected to the network 
must be isolated from other entity’s traffic (internal and external 
to the network).

•  Comprehensive data logging. All access to the network should 
be logged using role- and identity-based access control and log-
ging systems.

•  Controlled access. The level of access to any entity should be  
defined and limited to the minimum required by the role/identity of 
the node. Also, all computing nodes connected to the network must be 
locked, leaving no indirect means to add or change software or config-
urations, or otherwise indirectly run untrusted software.

In addition, all third-party software run on any computing node should 
be specifically audited, tested and maintained regularly for secure oper-
ations. And, the system needs well-defined, robust procedures to quickly 
detect and disconnect a compromised entity from the network. 

This is particularly important because many DERMS systems will inte-
grate with distribution management systems to facilitate leveraging the 
electric connectivity model and coordinate device operation. There is 
more at stake than just one homeowner’s solar panel or one commercial 
site’s energy storage unit. DERs present a new entryway to the grid itself. 
DER management systems present another way to keep the entry barred 
from harmful intruders and are now a must-have security-boosting  
addition for distribution grid operators grappling with DER proliferation.


