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1.   Introduction 
THE AGE OF API IS UPON US- BE PART OF IT! 

Multinational Boeing connects on-board applications to repair services at the airport, minimizing downtime 
and maximizing flight hours. Smart thermostats keep you up to date on the state of all your household 
appliances, lowering utility expenses and growing environmental awareness. Taxi service Uber is just 
around the corner, but you’ve been tracking the car for miles on your smartphone. Situations like this are 
no pie in the sky; they’re happening as we speak.  
 
Times are changing, and in a good way. The online world is getting more involved in our everyday lives. 
We never lose sight of our smartphones and we use it to connect to everyone and everything surrounding 
us. Online and offline are no longer opposites, they’re now intertwined and have become strong business 
partners. Not only is it incredibly awesome; it’s also good news for your business.  Developers can now 
connect every device to every computer, person our building they want, allowing you to enter new markets 
and disrupt the status quo. How do they do it? Good question. The answer is API. This may sound simple, 
but contrary to appearances, it really isn’t. That’s why we’ve dedicated a whole White Paper to it. But 
obviously there’s more. Cause if you were only looking for some nice reading material, you wouldn’t be 
here. That’s why in this White Paper, we not only introduce you to the world of API; we tell you all about its 
different applications, endless possibilities and added value to your business. Cause if you know all about 
API, why not be part of it?  
That’s all for an introduction. Being techies, we almost can’t hide our excitement and we want to get 
started. Enjoy reading this White Paper and take advantage of the never ending creativity of todays’ 
developers!  
 
The Yenlo Gurus 
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2.  What is an API 
  BACK IN THE OLD DAYS 

Let’s start at the beginning: what do we mean when we talk about APIs? The abbreviation stands for 
Application Programming Interface, and back in the old days this term was used for a set of programming 
instructions that allowed computer programs to connect with other programs or applications. Today, the 
word API stands for much more. Obviously it’s still an interface that facilitates communication between 
different applications, but nowadays the programming instructions and standards are used for accessing 
web-based software applications or web-based (cloud) services.  

  ONLINE REVOLVING DOOR 

APIs are often referred to as an online library, but they’re not the same thing. A library contains data, or 
information if you will, while an API only provides access to these data. It’s an online revolving door, 
drawbridge, porch or anything else you can think of that gets you to the other side. And just like a door, 
APIs are essential for all kinds of access. Ever tried walking through a wall?     

  THE SAME THING, BUT COOLER 

An API can be anything. A web-service call, a complete containerized application, a cloud based database 
or even a device! Its most important feature is its ability to connect applications that would seem 
incompatible at first sight. For example, you could use an API to connect your fridge to your smartphone, 
even though your fridge has never been taught how to talk to telephones. So, an API is still an Application 
Programming Interface, but functions in a completely different (and cooler) way than it did back in the 
eighties.  
 

  I DON’T SPEAK FRIDGE 

If you want to connect one thing to another by using an API, you’ll have to teach him how. That’s why all 
APIs have an Interface Definition Language (IDF). This IDF is a language that describes the way into an 
application or device. Let’s stick to the example of the fridge and the smartphone. In this case, the fridge 
doesn’t speak smartphone and vice versa. The IDF speaks both, and acts as the binding factor between 
the two devices. This way, the fridge easily sends messages to the smartphone, that in turn knows what to 
do (e.g. lower the fridges’ temperature).  
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3.  Open versus private APIs 
Like you’ve read in chapter one, APIs connect applications and devices to one another. This concept 
comes in handy in all kinds of ways. In general, you can do two things with APIs: using them exclusively 
for business partners, or open them to the public.  

3.1 CLOSED OR PRIVATE APIS 

Take the example of Boeing. Recently, this company took the airplane industry to the next level by 
connecting every single application on board to an online network through an API. In case of a hitch or a 
defect, it’s now only a matter of seconds before the right person at the right place gets instructed on the 
matter and takes action. This way, all necessary equipment and materials get sent to the destination 
airport, so the problem gets fixed right after the plane has landed. Clever, right? This is a great example of 
a closed or private API. Obviously, only certain third parties like repairers and aircrew get access to the 
API, and people like you and me don’t get involved. All we notice, is that devices in Boeing aircrafts tend 
to be not-broken.  

3.2 OPEN APIS 

At the other end, there’s the API that’s open to the public. By public, I mean developers that don’t have 
anything to do with the company that owns the API and applications, but have cool ideas about how to get 
the best out of them. Take the smart thermostat ‘Toon’, developed by a prominent Dutch firm. This device 
is connected to an API, so consumers get insights into their energy consumption, the state of their 
household appliances and utility bills. Recently, the API of ‘Toon’ was opened up to external developers, 
meaning that every techie with a good idea for an application is now able to pick up on the smart 
thermostats success, creating even more possibilities and improving customer service. Thanks to these 
developers, ‘Toon’ has become more than just a smart thermostat; it’s become a personal assistant that’s 
making our lives easier, safer and more comfortable, while lowering our utility costs and energy 
consumption. And they’ve only just begun. 
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4.  How do we put APIs into use? 
The fun part about APIs is the fact that it allows you to combine, mix and use data and functionalities from 
everywhere, both online and offline. This results in a wealth of new opportunities and applications. 
However, if we had to describe every single API application, this White Paper would be a never ending 
one. Moreover, many possibilities have not even been discovered yet, so we would have to edit this 
chapter almost non-stop. However, even though the options may seem endless, there’s a lot to tell about 
the way we use APIs in general. And, to show you what this looks like in real life, we’ve added our favorite 
examples. 

4.1 SERVICES 
 
APIs allow you to connect your services and apps to other apps. Uber has done so quite amazingly, if you 
ask us. This American multinational offers taxi rides that can be booked through an API that’s connected 
to a smartphone app. This way, payments can be done more safely and customers are informed about 
times of arrival instantly. But that’s not the point. Uber has opened up the Uber App to external 
developers, creating a platform where their taxi services get integrated with other apps and services. Up 
until now, they’ve integrated Uber with an app for the Windows Phone, smartwatch Pebble, transport app 
Transit, OpenTable (an application consumers use to discover and book restaurants), and airline company 
United, to name a few. In order words, Uber has turned something simple like a taxi service into a concept 
that supports customers in their daily life, by taking care of their transportation needs and their quest for 
the hotspots in every city.  

  RESOURCE ACCESSIBILITY 

As you can read in the example of Uber, APIs integrate different services by combining different data 
systems of different applications. This is good news, not least for companies with a complex infrastructure 
of data systems that don’t know how to communicate. Most systems have their own coding language and 
are therefore incompatible with other systems, even within companies. By bringing together different 
systems through an API, for example systems for monetization, product support and HR, you create a silo 
for all your data. This way you get more insights into revenue streams, staff turnover, key resources and 
customer segments, as you can use the same database for different purposes and analyses.  
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5.  What about security? 
All of this integrating, connecting and communicating comes with a price. If not well managed, security 
and privacy are at stake, creating serious problems for both systems and people. It’s therefore key that 
software gets encrypted, regularly updated, and monitored by the best API manager you can find.  

5.1 ENCRYPTION AND AUTHENTICATION 

When you’re working with data exchange, there’s always the risk of getting hacked or sabotaged by 
people with bad intentions. You should therefore always make sure all of your messages are well 
encrypted, so they can only be opened and interpreted by the right systems and people. Same goes for 
authentication. Yes, you want your applications and data to be available, but not to everyone on the 
internet. When your authentication processes contain weaknesses and faults, malware (and again, people 
with bad intentions) will find their way into your software. When you work with an API that is open to the 
public, you can secure your API by handing out personal keys to every developer that comes on board. 
Whenever there’s a problem with a new application, you simply withdraw the key and you’re done. Last 
but not least: make sure all integrated applications get an automatic update on a regular basis. 

  API MANAGERS  

APIs may seem like brilliance that lights itself, they still need to be managed. So whether you provide an 
open API to the public or a (paid) closed API to your specific business partner, as a provider you should 
look for a suitable platform to get access to your API, in order to get it set up, protected and optimized. 
This means you’ll be needing a solution for access management, SLA policies, Quality of Service and API 
Throttling policies. And of course a store where all your APIs can be explored by your consumers. Such a 
solution is called an API Manager and it’s what gets your API to work. A good API manager is a complete 
solution for designing and publishing APIs, creating and managing a developer community, while 
facilitating scalable routing API traffic. Besides all that, it integrates and governs all software components 
and offers a Data Analytics Server for analytics, giving you instant insight into APIs behavior. You’re going 
to need all of this to get the best out of your API. The last thing you want is external parties taking down 
your infrastructure. 

  WSO2 API MANAGER  

Being a big fan of the WSO2 products, we take their API Manager as an example. Cause what tools can 
actually be found on such a platform? First, let’s take a look at the parties involved. There’s the initiator of 
it all, that builds the platform (creator), there’s the external developer that links its applications to the 
platform (publisher) and there’s the end user, who uses its smartphone to get the best out of all 
applications presented (consumer). All three of them need to have access to the platform, but for different 
reasons. While the creator cares about scaling and monetizing his services, the consumer will rather look 
for speed and user comfort. The developer in turn will be more interested in promoting his apps and 
encouraging consumers to use them. In short, an API Manager should answer to all sorts of needs and 
requirements while providing added value for all parties involved. The WSO2 API Manager does so by 
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offering a wide range of useful tools, such as a development portal, a key server and an analytics 
framework. The portal that gives access to the API platform is secured by a gateway that uses Partner 
Authorization and SLA Management to make sure only the right people get in. This way, the WSO2 API 
Manager offers speed, ease of use and an incredible amount of applications to creators, publishers and 
consumers, without jeopardizing the privacy of the people and data involved.    
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6.  What can APIs do for your business? 
This is by far our favorite chapter. What can APIs do for you? Well, that depends: what do you want to get 
out of them? Cause that’s the thing with APIs; the sky is the limit. Whether you want to optimize the 
internal infrastructure of your organization, offer integrated services to your customers or start a revolution, 
API is your golden ticket. Let’s look at some of the options.  
 
6.1 API MEETS INTERNET OF THINGS 
 
No doubt about it, the age of IoT is upon us. Yes, back in the early nineties this term was used to describe 
the horror of robots taking over the world, but today we know better. Now that we have an API at our 
service, integrating the internet with people, objects and other applications has become reality. You can 
benefit from this development by joining in and connect your organization to everything around you. Do 
you own a lease company? By using an API, you can add more value to your services by connecting your 
cars to all sorts of apps, by integrating them with repair services, emergency services and touristic 
information. And those are only examples. You’re the director of your API: all you need is two components 
that would do well together, but seem incompatible at first sight.  
 
6.2 HEALTH CARE 
 
Yes, you could use APIs to make big money, but you could also use it to make the world a better and 
healthier place. With the development of the API, different health care systems can now get integrated, 
offering more insights into correlations when it comes to diseases, symptoms and medical history. 
Moreover, it’s the perfect way to connect patients to their doctors and specialists, by launching new 
platforms that facilitate data exchange and direct ways of communication. And what about data exchange 
between computers and medical devices? Communication between health care institutions, social 
workers, the assurance company, the government and civilians?  
 
6.3 START A REVOLUTION  
 
No matter what sector you’re in or what your plans are, you can start your very own revolution by using an 
API. The good news is, that you don’t have to do it yourself. Simply open up your one of your brilliant 
ideas to the public, and wait for external developers to take the next step. This saves you a lot of time and 
energy, as you don’t have to hire software developers to create new apps. Moreover, by letting other 
people extend your services, you save a lot of money. For example, Uber chooses to pay software 
developers when they’ve attracted a certain number of new customers. This way, they only invest in new 
apps that actually contribute to their revenue. That’s not lazy, it’s clever. We said you could start a 
revolution, who said anything about doing all of it yourself? All you need, is a good idea, an API, the right 
API manager and someone who knows how to get you started. Not only will it disrupt the way you do 
business; it might disrupt your industry, your country, your continent, and maybe even the whole world.  
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7.  About Yenlo 
This White Paper was written by Yenlo: a group of smart people that support organizations in making their 
IT systems fast and agile. We deliver smart IT solutions. We unravel and we connect. So that data 
streams flow within companies, between companies, to customers and back to you. We work hard, using 
only the newest Java and Open Source technologies. In a world where everything talks, communication is 
key. We’re proud partners of WSO2, a 100% open source integration platform that offers solutions in the 
field of Data servers, Enterprise Service Buses and API managers.  

We believe that everyone is capable of doing great things, as long as they’ve got access to the right tools 
and professionals. Do you want to know more about us and our products or do you want to learn about the 
WSO2 API Manager and what it can do for your business? Contact us and we’ll get you started! In the 
meantime, you can get up to speed by watching our webinars  about  the  WSO2  API  Manager



 

 

 


