2018 Survey

The State of DevSecOps
in the Enterprise

More than 60% of organizations now
have DevSecOps teams in place

What are the most important
elements of DevSecOps?

G 61 o/o Apply Security Across the Application Lifecycle

o :
e 54 /0 Automate Application Security Controls

o
e 43 70 Involve DevOps in Security Processes

Other DevSecOps elements that were rated as important:
- Having cross-functional teams (Sec and DevOps)

- Shift-left security

- Involve security pros in the DevOps processes

Is the company ready for DevSecOps?

57% Have the budget
and expertise to implement
DevSecOps

63% Currently have a formal
or informal DevSecOps team

70% Ready to embrace the
In house

cultural change fusing security

and DevOps A X5 more compared to 2016

Have a team
In-house

Culture
Readiness

How mature is your implementation of
AppSec using DevSecOps?

E £ &

14% 20% 27%
Immature Maturing Fairly mature Very mature
We're trailing It's getting more Ahead of the curve Leading edge /

behind our peers attention than before early adopter

How are AppSec budgets changing?

Over the past 5 years, organizations reported:
21% 25% ©) 4%
Budget went UP by AppSec budget went UP @ AppSec budget
more than 30% by less than 30% went DOWN

Survey conducted among 80 security professionals, during the RSAC conference 2018
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