Is Your Luck Running Out?
Managing Supply Risk
in Uncertain Times
Although disruptions are inevitable, procurement is
often not prepared to respond. Organizations that can
quickly identify, diagnose, and resolve these issues will
be in the best position to weather the storms.
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A Pragmatic Approach Can Capture Powerful Insights
Today’s supply management leaders have secured their position as a strategic business
function by focusing on high-impact, high-visibility activities. However, managing risk has
fallen to the bottom of the list of priorities. As a result, supply chains are often one issue away
from a major disruption. Overlooking risk management—or, rather, getting by with a strategy
of “hoping our luck holds out”—leaves procurement organizations especially vulnerable in
today’s tenuous geopolitical and economic environment, where many public and private
companies are in precarious financial positions.

Even procurement leaders struggle with
latent risk in extended supply chains.
Much has been written about supply management’s broadening of responsibilities over the
past decade. These new activities include collaborating with internal stakeholders to define
business requirements and priorities to be fulfilled through the supply market, identifying
top-tier suppliers to partner with in order to develop more attractive products and services,
structuring third-party relationships to ensure they are market competitive and deliver value
year over year, and managing risk throughout the extended supply chain.
Although many organizations are now delivering top- and bottom-line value with their strategic
supplier relationships, even the procurement leaders have struggled to manage the latent risk
in their extended supply chains. Most cite lack of bandwidth and budget as the biggest
roadblocks. Dedicating scarce resources to prevent or minimize the impact of an issue that
might never occur is often not a priority. What’s needed is a layered, pragmatic approach that
uses the best available tools to filter out information noise, capture valuable information, and
create powerful insights long before the luck runs out.

A World with More Risk
A.T. Kearney’s Global Business Policy Council (GBPC) report Divergence, Disruption, and
Innovation: Global Trends 2015–2025 analyzes the trends shaping our world today and in the
decade ahead. The study identifies 12 macro trends that will play a big role in the current and
future operating environment for businesses and especially for global supply chains.
Some of these trends have more immediate implications for global supply chains, while others
are just now emerging and will have long-term effects. For global supply chains, certain
implications are the result of behavioral changes, while others are based on changes in market
structures caused by innovation (for example, changes in competition and in free trade treaties),
government regulations and policy, and geopolitics. The behavioral, structural, and geopolitical
changes are constantly interacting and impacting global supply chains.
Understanding these trends and how they could affect the supply chain is the first step in
anticipating and planning for the future. This will enable supply leaders to build the required
agility, redundancy, and transparency into their supply chains to mitigate risks and inform
their long-term supply strategies.
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Following are 12 trends that will shape the global outlook and operating environment
through 2025:
Geopolitical realignment. Geopolitical instability is increasing, with
near-term uncertainty concentrated in the Middle East, North Africa,
and South Asia. The United States, Russia, and China compete for global
influence across a range of areas, from cyber security to territorial
disputes. The International Monetary Fund (IMF) predicts that Brazil,
Russia, India, Indonesia, and China (BRIIC) will be among the 10 largest
global economies by 2020, ahead of the United Kingdom and France when measured in GDP
at purchasing power parity. This increased power will put more pressure on resources and
escalate overall competition for top-tier suppliers, although it may be partially offset by weakening
prices for the commodities that many of these countries’ economies depend on. Companies that
have not implemented strategies to ensure continuity of supply could find themselves on the
losing side of the supply-demand equation.
Continued global violent extremism. Terrorism has intensified in recent
years, posing greater risk to major economies around the world. Data
from the U.S.-based National Consortium for the Study of Terrorism and
Responses to Terrorism shows a more than sixfold increase in the
number of global terror attacks—from 2,750 in 2006 to more than 16,000
in 2014. As countries and governments look to get control over this issue,
it will no doubt affect the rules and regulations for international banking and shipping routes.
Today, these legitimate business networks are essential for powering our supply chains, while at
the same time they are used for illicit fundraising activities and channeling funds and goods to
terrorist or criminal organizations. Government policy will continue to be stressed by the conflict
between identifying threats and promoting legitimate global trade and citizens’ rights. As governments work to stamp out illicit activities, tighter rules and regulations will impact international
banking laws and shipping routes, potentially affecting speed and ease of use of these networks
for lawful business purposes and causing longer lead times and potential supply interruptions.
U.S. economic resurgence. The United States is becoming the main
engine of global economic growth, thanks to an improved labor market,
continued rising consumer demand, and the world’s best technology
innovation. The U.S. economy is projected to continue to grow at an
annual rate of more than 2 percent through 2020. This economic
resurgence is causing the dollar to appreciate against other major
currencies. While this makes U.S. exports less competitive abroad, imported materials and
services that go into U.S. products (cost of goods sold) are also less expensive, which improves
the competitiveness of supply chains.
The “2020-Seven” growth economies. While emerging markets
bounced back quickly from the 2008–2009 financial crisis, more than
70 percent saw growth decelerate from 2010 to 2014, mainly driven by
globally weaker external demand and inadequate policy responses to
the changing global environment. Global growth drivers are shifting
toward the Pacific Basin and seven new emerging markets that have
the potential to perform strongly in the coming years: Chile, China, Malaysia, Mexico, Peru,
Philippines, and Poland. This is due to their strength across a range of economic factors, as well
as the size and quality of their labor forces, the quality of their infrastructure, their regulatory
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environments, and the status of their structural reform agendas. A focus on these seven markets
offers firms significant opportunities to leverage the supply power of these emergent leaders and
to restructure their value chains to serve these growing consumer markets. These economies are
diverse in terms of size, industry composition, geography, and many other factors. And while
they are by no means a sure bet, if each is able to meet its unique policy challenges, these
markets are positioned to outperform their peers and play a greater role in the world economy
through 2020. Their emergence will require a change to supply chains, as companies look to not
only leverage the supply power of these emerging leaders, but also structure their value chains
to serve these growing consumer markets.
A new resource slump cycle. Global supply and demand factors have
ushered in a 13- to 15-year period of lower commodity prices. On the
supply side, rising unconventional oil production (enabled by new
technologies) and increasing production of biofuels have contributed
to excess resources. Despite lower prices, members of the Organization
of the Petroleum Exporting Countries (OPEC) have sustained production
levels, further augmenting global supply. Although Iran is still behind schedule in recapturing its
former oil markets, the country’s reintroduction as a global oil producer will eventually put more
pressure on the supply side. On the demand side, China’s slowing economy has meant a doubledigit decline in its import commodity growth. There also has been an increase in energy efficiency
and a decline in the oil intensity of energy consumption, especially in Organisation for Economic
Co-operation and Development (OECD) economies. Recent forecasts from the IMF and World
Bank predict the global resource slump cycle will continue through at least 2020. While this will
boost consumer spending power, it will also create challenges for many resource-exporting
countries. Supply chains that rely on these resource-exporting countries could be at risk for
supply interruptions from political instability resulting from slower economic growth.
Accelerating global climate change. As extreme weather events
become more frequent, the economic costs of climate change are
growing. More than 7,500 floods, storms, droughts, and extreme
temperature incidents occurred globally between 1980 and 2012.
Extreme weather disrupts business operations and imposes heavy
costs. For example, among the top five cereal producers—China, the
United States, India, Brazil, and Russia—droughts have decreased global cereal production by
more than 6 percent in recent years. This volatility not only has a negative impact on the input
costs for industry’s raw materials, but also has the potential to cause second-order problems
such as social unrest as food prices rise beyond the reach of lower-income people. On the other
hand, melting ice in the Arctic is opening up new shipping lanes and unlocking access to
natural resources such as minerals, rare earths, and vast amounts of oil and gas. However,
geopolitical competition for sovereign rights in the Arctic will complicate the business
landscape and create regulatory uncertainty.
Depopulation waves. Emerging markets will struggle with outward
migration and brain drain, but rapid aging in developed markets will
create the greatest depopulation challenges with the most significant
economic outcomes. Based on estimates from the United Nations World
Population Prospects, global population growth is decelerating from an
annual average of 1.8 percent in the second half of the 20th century
to 1.1 percent from 2000 to 2025. The three main factors behind depopulation are aging,
international migration, and high mortality and morbidity rates.
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Although population aging is a growing global phenomenon, the developed markets are
affected most in the near to medium term. The super-aged economies—markets where more
than 20 percent of the population will be older than 65 by 2025—will include many large
developed markets such as Japan, Germany, France, and Canada. In addition, as the brain drain
continues and people migrate to find greater economic opportunities, South Asia is expected
to lose 10 million people from 2015 to 2025.
Two major impacts of depopulation on the supply chain are labor shortages and weakening or
failing transportation infrastructures. As labor shortages drive up the wages that employers
must pay to attract workers, they also decrease tax revenues that governments use to build and
maintain transportation and business infrastructure. In addition, as the consumer markets
change because of shrinking populations (such as in Japan and Italy), supply chains must be
restructured to move investments to regions where customer bases are growing.
IT revolution 2.0. Current IT trends will disrupt regulations in various
sectors and challenge traditional business models. For example,
network orchestrators or platform economy creators that take
advantage of mobile labor pools and underutilized assets (think Airbnb
and Uber) will achieve more nimble and cost-effective supply chains.
At the same time, these companies become much more susceptible
to supplier and partner risks that could disrupt the entire business, necessitating much more
sophisticated risk identification and management systems. Finally, as governments begin to
grapple with the rise of the sharing economy, new regulations are emerging, including decreases
in hotel taxes, changes to local housing ordinances, and shifting of liability and risk via insurance.
This is creating more complexity for supply managers.
Rise of the machines. Technological sophistication and the growing
presence of smart devices, unmanned systems, and robots will reshape
businesses and households. According to Gartner’s growth forecast,
Internet of Things (IoT) devices will grow from fewer than four billion in
2014 to a staggering 25 billion in 2020—a dramatic growth in connectivity. These machines transmit information to one another and take
real-world actions without humans in the loop. Today, 53 percent of IoT devices are concentrated
in the United States, Germany, South Korea, and China. These devices have the power to supercharge our supply chains by supporting the use of sensors and machine-to-machine communications, combined with advanced analytics so products can talk to each other throughout the
supply chain, allowing products and services to move dynamically as market demands change.
Access to the data provided by this technology should decrease the overall cost of our supply
chains and de-risk them, allowing supply managers to respond much more nimbly to disruptions.
Continued global growth will also occur over the next decade in unmanned or optionally
manned systems for a range of commercial applications, such as self-driving cars, delivery
drones, and even massive post-Panamax cargo ships. Heavy regulation of these technologies
could slow adoption, but the rapidly decreasing costs of a variety of these technologies will no
doubt accelerate their use in supply chains.
Evolving artificial intelligence. Advancements in artificial intelligence (AI) are creating opportunities for research and development
as well as business use cases but raising serious questions about the
future of labor and even of humanity. However, it remains to be seen
whether AI will fundamentally change the correlation between
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productivity and employment. In a recent Pew Research Center survey, 52 percent of experts
say technology will not displace more jobs than it creates in the next 10 years, leaving the
remaining 48 percent predicting it will. The concept of recursive intelligence also suggests
that the first company or country to create and deploy advanced AI could capture a decisive
advantage, with implications for commercial competitiveness and national security. The time
line for achieving human-like AI continues to shift, making it hard to know how much of a game
changer it will be. Regardless of the time line, the impact will reverberate through our supply
chains by decreasing overall costs and allowing for a more efficient allocation of resources.
Cyber insecurity. Growing cyber security issues will challenge governments and businesses. With all connected devices and systems
vulnerable to attack, estimates put global cybercrime losses at
somewhere between $375 billion and $575 billion annually, affecting
key markets such as the United States, Germany, Japan, France, and
the United Kingdom. The growing IoT lacks strong security systems
and is highly vulnerable to data theft. Implications for our global supply chains include the
need to manage privacy, secure intellectual property, and protect from revenue loss—all
challenges that will result in higher costs.
The changing nature of power. Power is increasingly diffuse and
fleeting. At the same time, enterprises have come under attack as they
lose their advantages in the control of information (as evidenced by
consumers’ use of Twitter and Facebook). Individuals are now radically
empowered by new technology and more readily available information,
leading to soaring expectations for services, transparency, and rapid
change. Furthermore, the rise of the global middle class is leading to greater individualism and
expectations for customized services. At the same time, global trust in most institutions
reached an all-time low in 2015. As more people worldwide move to urban areas, power is
becoming concentrated in cities. The United Nations estimates that in 2015, 54 percent of the
world’s population—3.9 billion people—lived in urban areas. This is expected to rise to 58
percent by 2025. By then, the world will have 36 megacities with more than 10 million inhabitants each. With cities growing and multiplying, new challenges and opportunities arise,
including traffic congestion and more concentrated customer markets, requiring us to rethink
our supply chains to align with the shifting nature of power.

Even More Supplier Risk
Overlaying this look at the mega-trends with an analysis of the bottom-up micro-trends
provides crucial insights to identify latent risks by country, supply market, and individual
company. The overall picture not only raises some serious concerns but also points to some
significant opportunities. In this analysis, the financial health rating (FHR) is used as a proxy
for overall company risk (see table 1 on page 6).
The financial health of U.S. public firms peaked three years after the beginning of the global
financial crisis in 2008, with an average FHR of 61.0 in 2011. Since then they have declined to an
average of 59.2 in 2015, a drop of 3.0 percent. (It should be noted, however, that the low score
for 2008–2015 was in 2009, before the peak was achieved.) The peak for non-U.S. public firms
(61.9), on the other hand, came in 2008 as the global financial crisis was beginning, while the
low point was 58.4 in 2009 and again in 2015, a decrease of 5.7%. While a two- or three-point
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Table 1
The financial health rating serves as a proxy to measure overall company risk
Global supply chain risk trends for 31 supply markets in 36 countries
Average financial health rating by type of firm, on a scale of 0 (very high risk) to 100 (very low risk)
2008

2009

2010

2011

2012

2013

2014

2015

Average
2008–15

A: U.S. public firms

59.9

57.8

60.5

61.0

60.2

59.8

59.8

59.2

59.8

B: Non–U.S. public firms

61.9

58.4

61.7

61.4

59.6

58.8

58.8

58.4

59.9

Public firm gap (A–B)

–2.0

–0.6

–1.2

–0.4

0.6

1.0

1.0

0.8

–0.1

C: U.S. private firms

59.4

59.6

61.1

60.8

63.0

64.3

65.1

64.2

62.4

D: Non–U.S. private firms

59.5

61.3

63.6

63.4

62.2

61.3

61.6

59.3

62.2

Private firm gap (C–D)

–0.1

–1.7

–2.5

–2.6

0.8

3.0

3.5

4.9

0.2

U.S. gap: public vs.
private (A–C)

0.5

–1.8

–0.6

0.2

–2.8

–4.5

–5.3

–5.0

–2.2

30,785

36,577

42,297

47,218

48,584

49,291

43,898

25,497

Total number of
observations
Peak score in period

Lowest score in past three years

Notes: Rapid Ratings uses a set of multi–layered artificial intelligence models to measure the financial health of firms, benchmarked on a global basis.
A financial health rating (FHR) is composed of a medium–term measurement of a firm’s ability to remain competitive over the next two to three years,
combined with an estimate of the firm’s ability to avoid default over the next 12 months. For this report, we designed a process to identify the patterns
in supply chain risk by country, industry, sector, and public and private firms. Sufficient data was available for 36 countries. (Countries with fewer than
1,000 observations for the entire period 2008–2015 were omitted.) The analysis includes 44 supply markets. There were more than 324,000 observations
in total, with public companies representing roughly 80% and private companies about 20%. The reporting period depends on the fiscal year of each country.
Source: Global Supply Chain Risk Trends (measured by average FHRs): 31 supply markets in 36 countries by public and private, and U.S. and non–U.S. firms.
©Rapid Ratings

change might not seem like much, it represents a very significant change based on the
algorithm used to determine FHRs.
Over the same period, the financial health of non-U.S. private firms peaked in 2010 at 63.6 and
deteriorated by 6.8 percent through 2015. U.S. private firms exhibited a decidedly different
pattern of behavior. Their rating peaked in 2014 after achieving a 9.6 percent improvement from
2008 to 2014 and demonstrates a resilience quite unlike the other three groups. U.S. private
firms declined slightly in 2015 to 64.2 but still led the others by a wide margin, indicating U.S.
private firms have had an edge in terms of minimizing sourcing risk since 2012.
While the mega-trends analysis helps assess the overall risk underlying the global business
economy, supply managers more often rely on a detailed understanding of individual supply
markets and their relative health to know where to focus risk management strategies.
Unbundling the above analyses by supply market reveals the priorities for further analysis and
planning. Deteriorating financial health was evident in the following industries:
• Non-U.S. firms: aerospace and defense, consumer products, finance, forest products, health
products, manufacturing, multi-sector firms, non-metallic processing, primary industries,
retail, transportation services, and utilities
• U.S. firms: builders, chemicals, computer technology and services, construction, consumer
durables, electronics metal-processing, metals, and pharmaceuticals
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Fortunately, the financial health for all industry sectors does not appear to be deteriorating. There
are many bright spots on the horizon that are unlikely to cause challenges for supply managers, as
their financial health appears to be improving. Several industries had a 2015 rating that exceeded
their 2014 rating and a 2015 rating that was above their long-term rating for 2008–2015:
• Non-U.S. industries: builders, chemicals and electronics, computer technology and services,
construction, consumer durables, food and tobacco, media, metallic articles, metals, other
services, and pharmaceuticals
• U.S. industries: biotechnology, consumer products, forest products, health products,
manufacturing, primary industries, retail trade, textiles, timber and paper, transportation and
communications, utilities, and vehicles sales
Combining the macro mega-trends analysis with the micro bottom-up company and industry
analysis provides more clues about which areas of the world have become riskier (see appendix:
Trends in Individual Supply Markets on page 16).

A Digitally Enabled View of Risk
Social media reveals significant chatter on the topic of supply risk. A global analysis of mentions
about supply risk in more than 23,000 social media posts in 2015 reveals the topics that were
top of mind: climate change, IT, sustainability, commodities, and the regulatory environment
(see figure 1).1 Within the topic of climate change, more than half of the posts relate to energy.

Figure 1
Social media mentions reveal top supply chain concerns
Ethics 4%

Financial
7%

Contracts 1%

Climate change
Weather
Greenhouse gases
7%
9%
Natural disasters 10%
General climate 10%
change

Climate change
20%
IT

Geopolitical
8%

Commodities
14%

IT
16%

Sustainability
16%

Energy

50%

Big data

Internet of Things
Security

Regulatory
environment
12%

64%

Cyber crime

8%
12%
30%

Commodities

Coffee Palm oil and soybeans 2%
Other raw materials
4%
7%
Shortages and
volatility 10%
Grains 11%

65%

Food supply

Note: Based on a global analysis of social media mentions about supply risk in more than 23,000 posts in 2015
Source: A.T. Kearney analysis
1

Social aggregator and semantic text analytics tools were used to analyze more than 23,000 social media posts dealing with supply risk.
The timeframe for the search was January 1 through December 22, 2015. The dataset identified key topics, sub-topics, themes, nouns,
@mentions, and hashtags.
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For IT, 42 percent of posts are about cyber crime and cyber security, including original posts,
tweets, and retweets on the topics and the best practices to combat them. The largest IT
sub-topic is big data, which garners 50 percent of all IT posts. In comparison with most other
supply risk topics, big data is most often discussed for its potential positive impact as a tool for
curbing supply chain risk.
With dramatic changes in commodities prices over the past year, it is no surprise that commodities are top of mind in social media as related to supply chain risk. The largest number of
mentions focuses on food supply and food security (65 percent). These posts reveal insights
about global food supply chains, specifically how recalls are becoming more difficult, the
dangers and implications of oil and gas fracking on farmland, and how some food suppliers
are at risk of collapse. Additionally, 11 percent of the discussion focuses on grains and 10 percent
on commodity shortages and volatility within the food sector.
The remainder of topics that garner interest and significant mentions include geopolitical
events, various financial aspects of supply risk, and ethics, including slave labor and contracts.
Overall, the top organically derived theme is supply chain risk.
Importantly, most social media mentions of supply chain risk are not limited to discrete topics.
Instead, many people address a range of risk topics that are often interdependent. Concentrated
and often overlapping clusters of topics reveal how supply risk includes an array of sub-issues
that are intertwined, resulting in added complexity and challenges in prioritization for supply
managers (see figure 2).

Figure 2
Major topic clusters

Sustainability

Climate change

Ethics

Commodities

Risk management
Geopolitical
Regulatory
IT—cyber crime

IT—security

Risk including contracts

IT—cyber risk
Financial

Source: A.T. Kearney analysis
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Risk Management Is Not a Priority
Given the geopolitical and financial risks of supply chains along with the volume of social media
chatter, one would think supply managers have developed sophisticated and innovative strategies to identify and mitigate these risks. Unfortunately, that does not appear to be the case.
A.T. Kearney has been conducting the Assessment of Excellence in Procurement (AEP) study
since 1992 to assess the capabilities of procurement organizations worldwide and identify
leadership practices in procurement (see sidebar: Global Study Focuses on Supply
Management Best Practices on page 10). While leading procurement organizations have made
progress in areas such as value delivery, innovation, and stakeholder engagement, our study
shows that companies are not effectively managing supply risk and that their risk management
approaches have been ad hoc at best since the early 2000s. As far as incorporating risk
management into overall procurement strategies and planning, benchmarks reveal that this is
an area that typical companies have yet to tackle (see figure 3):
• Nearly half do not have a plan in place to ensure supply continuity.
• Only one-third ensure their supply base complies with policies on environmental
sustainability—a percentage that has not improved much since 2008.
• Only one-third have a fully prepared response plan for significant shifts in the balance of
supply and demand.
This lack of focus on managing risk may be due to the fact that supply risk is not widely measured
or tracked on the supply management scorecard. In our most recent AEP study, only 40 percent

Figure 3
Leaders safeguard the continuity of their supply chains
Risk management in procurement planning
% of companies, 2014

89%

59%

58%

Ensure supply continuity,
have a plan in place,
and yield benefits

Ensure that the supply base
complies with policies and
requirements on social responsibility
and environmental sustainability

Ensure that the procurement strategy
process scans for and develops
response plans for changes in
supply and demand for top
suppliers and categories

52%

36%

34%

Note: Procurement leaders are defined as companies demonstrating high adoption of leadership practices and strong performance.
Source: 2014 A.T. Kearney Assessment of Excellence in Procurement study
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Global Study Focuses on Supply Management Best Practices
A.T. Kearney’s 2014 Assessment
of Excellence in Procurement
(AEP) study is the eighth in the
series since 1992. This latest
study takes a look at how
procurement has progressed
since 2011, determines how ready
procurement is for the future, and
shares lessons learned from
leading procurement
organizations.
The study includes input from
procurement and supply chain
executives at more than 185
leading companies in manufacturing (33 percent), process
industries (41 percent), and
services sectors (26 percent)
with average annual revenue of
about $15 billion. Participants are
from all regions of the world:
43 percent from Europe, the
Middle East and Africa; 41 percent
from the Americas; and 16 percent
from Asia Pacific. Participants
completed a comprehensive
online survey with more than
1,000 elements spanning eight
dimensions of purchasing and
supply management covered by
our House of Purchasing and

SupplySM and evaluated and
scored on their use of leadership
practices on each dimension
(see figure A).
Those designated as AEP leaders
exhibit a combination of overall
strong performance in the use of
procurement practices across

the eight dimensions and a high
financial impact as measured
by our Return on Supply
Management Assets (ROSMASM)
framework. Additionally, for
each dimension, section leaders
were designated based on the
companies scoring in the top
20 percent.

Figure A
A.T. Kearney’s House of Purchasing and SupplySM

Supply
management strategy
Organizational alignment

Sourcing and category
management

Supplier relationship
management

Performance management

Operation process
management

Information and knowledge
management

Human resources management

Sources: A.T. Kearney

of typical companies report having key performance indicators or metrics for supply continuity
and supply chain risk mitigation, and this percentage has not changed much in recent years.
Furthermore, CFOs do not appear to agree about the priority that risk management should have
in the overall procurement dashboard.2 In a 2015 survey of CFOs and the finance community,
only 50 percent acknowledge that procurement contributes value through supply chain risk
mitigation. Moreover, only 39 percent say procurement routinely delivers benefits (such as risk
mitigation) that are significant or moderate in scale.
Some might hypothesize that the corporate or functional level is too high a place to start to
develop supply risk management strategies and that, instead, these strategies must be built at
the category or supplier level. This appears to be the case for the companies that the AEP study
2

In a March 2015 study by Research Now, participants were assessed to ensure they have direct responsibility for financial resources and
activities, are in a financial management role at the controller or director level or higher, or have oversight responsibilities for finance
but with a broad senior-level mandate, for example at the CEO, COO, or president level. A total of 226 respondents from Australia,
France, Germany, the United Kingdom, and the United States participated, representing companies larger than $500 million, with
42 percent at $10 billion companies or larger. Forty-five percent are in vice president, senior vice president, executive vice president,
chief financial officer, or other C-suite officer positions, and 55 percent are in director and controller positions.
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identifies as procurement leaders, with more than 80 percent reporting that they continuously
monitor supply markets for all applicable categories. Unfortunately, for the vast majority of
typical supply management teams, this is an area that is yet to be developed, with only 30 percent
reporting that they consider risk management to be an integral part of their category management strategies or that they continuously monitor the supply markets of applicable categories.
Over time, companies have placed more importance on risk when segmenting their supply
base (for example, categorizing strategic, preferred, and approved suppliers). When asked
about the importance of the “degree of exposure to supply disruption as a result of using a
supplier” as a criterion for segmenting suppliers, 41 percent of typical companies assigned it
high importance in 2004, 53 percent in 2008, and 63 percent in 2014.
Unfortunately, when the alternative risk management strategies that supply managers could
use throughout the sourcing process are unbundled, the study reveals that supply management organizations have little follow-through on supplier risk management activities postsegmentation. Not surprisingly, industries that face more regulations appear to apply risk
management strategies across all relevant categories.3 These industries include financial
institutions and banks; food, beverage, and nutrition; chemical, oil, and gas; and industrial
equipment. However, even for these industries, only a few methods (as opposed to a comprehensive suite of tools) are applied systematically (see figure 4).

Figure 4
Few firms use a full set of tools to manage supply risks
Approach used to manage supply risk
% of companies selecting “systematically used,” 2014
60%

58%
56%
50%

50%

39%
33%

35%

33%

33%

29%
20%

21%

27%

22%

29%
25%

26%
23%

19%

18%

32%
29%
25%
20%

18%

14%
7%

11%

8%

8%

9%
6%

0%

7%

0%

Financial institutions
and banking

Food, beverage, and nutrition

Chemicals, oil, and gas

Buy and sell side contract analysis

Preferential access to supply

Continuous risk monitoring

Risk impact analysis

Disaster planning and secondary supply sources

Scenario planning

Financial risk management

Value chain modeling

Industrial equipment

Mega-trend analysis

Note: Procurement leaders are defined as companies demonstrating high adoption of leadership practices and strong performance.
Source: 2014 A.T. Kearney Assessment of Excellence in Procurement study
3

Procurement leaders are defined as companies demonstrating high adoption of leadership practices and strong performance.
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The most common approach to manage supply risk is the multi-award strategy. Greater access
to data and use of analytics as well as broadened transparency and speed of communications
over the past 20 years have lowered the costs of identifying new suppliers and bringing them on
board. In addition, this strategy allows for continued benchmarking and competition among
suppliers to control costs. It also provides an opportunity to swap suppliers in the event of a
disruption. While this ensures companies have alternative suppliers and competitive pricing, it
does not sufficiently manage risk since the cost and effort of switching suppliers in the event of
an outage is often still significant.

Companies have placed more importance
on risk when segmenting their supply
base (for example, categorizing strategic,
preferred, and approved suppliers).
The ideal single-source relationships are structured to ensure that the buyer and supplier are
constantly challenging each other to improve, develop new capabilities, and create long-term
market-leading capabilities and cost reductions for both parties. However, the ability to use a
multi-award strategy depends on several factors:
• Supply strategies should align with underlying business strategies. For companies pursuing
a strategy of cost leadership or growth through building scale, an aligned supply strategy
translates into the need to consolidate and commoditize the supply base, often resulting in
multi-award vendor strategies. However, for those that are pursuing market differentiation,
more sole-source supply partnerships based on innovation will be required. Ideally, the supply
base strategy is in line with the overall company strategy.
• Category complexity influences the award strategy. Complex supply chains and highly
engineered purchased products require a single vendor as the development, qualification,
tooling, and regulatory costs prohibit having multiple vendors. In contrast, less complex
categories often use a multi-award strategy to minimize costs and ensure competitiveness.
• In a true monopoly, buyers have no choice but to go with a single award strategy, as is the
case for North American railroads.
At the end of the day, resolving a disruption in the supply of a product or service with multiple
suppliers may still require time and added costs.

Where Do We Go from Here?
According to our research, most companies (78 percent of typical companies and 90 percent of
procurement leaders) expect their procurement organizations to be given more responsibility
for managing risk in the next two years. Further, 83 percent of all companies predict a growing
need for their organizations to implement a procurement risk management strategy within the
next three years. As a result, most are investing in risk management practices that link
procurement, category, and supplier management strategies.
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While it is impossible to eliminate supply chain risks, there are multiple points in the sourcing
life cycle where risk mitigation strategies can be used (see figure 5). The ideal time to plan for a
potential supply disruption is during the development and implementation of the initial supply
strategies. This is when most supply or category managers have conducted the most comprehensive analysis, evaluating alternative suppliers and supply scenarios. Robust category and
supply plans should include not only strategies for the near-term provision of the supply, but
also an evaluation of the risk factors that could disrupt supply and the factors that could cause
these to occur. Typically, the risk factors have already been identified and evaluated as part of
the vendor award strategy. Thus, taking the analysis to the next step of scenario or contingency
planning does not ordinarily require a significant effort.
Once supply strategies are in place, access to robust, relevant, and current data becomes the
most important tool for identifying and mitigating ongoing risk. Whether it is data about the
status of current deliveries and vendor performance, on the financial health of strategic, or on
the incidence of likely risk factors, as with many activities within the supply management arena,
access to accurate, timely data is essential to success (see figures 6 and 7 on page 14).

Figure 5
Risk can be reduced throughout the sourcing life cycle
Seven-step strategic sourcing process
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Sources: Rapid Ratings; A.T. Kearney analysis

Is Your Luck Running Out? Managing Supply Risk in Uncertain Times 13

Figure 6
Financial health report for a strategic supplier
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Source: Rapid Ratings™. © All rights reserved Rapid Ratings International 2016

Figure 7
Internal and external risk factors affect the supply of parts
Reasons for parts interruption
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Source: A.T. Kearney analysis
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Although developing strategies to mitigate the most significant risks is crucial, most supply
management organizations will not have the capacity and bandwidth to address all potential
risks, so prioritization will be crucial. The best solution for tackling the second-tier risks is
ensuring that the organization is agile, flexible, and armed with the right tools to address risks
when they emerge. This can be achieved by using a rapid response team of cross-functional
resources that can be mobilized quickly in the event of a disruption. Having this team organized
before a problem occurs allows the team to develop, maintain, and practice risk response and
mitigation strategies. Preparing for a disruption allows the team to identify and secure access to
vital data and early warning systems ahead of time and increases the likelihood that the team
can navigate the event when it happens.
For most organizations, it is not a matter of if but when a supply disruption will occur. Although
most acknowledge this fact, few have invested in the systems and programs needed to
respond. Luck will eventually run out. Supply managers who have prepared their organizations
to quickly identify, diagnose, and resolve eventual disruptions will be in the best positions to
weather the storms.
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Appendix
Trends in Individual Supply Markets
BRIIC and emerging countries versus all countries
How do Brazil, Russia, India, Indonesia, and China (BRIIC) and the key emerging supply markets
of Chile, Peru, Mexico, Philippines, Malaysia, and Poland—which we collectively refer to as the
“group 1” countries—perform in terms of financial health compared with the 27 “group 2”
countries in our survey?4 Table A on page 17 provides some insights:
• In 21 of the 36 supply markets where financial health declined between 2014 and 2015, the
deterioration among group 1 countries was greater than among countries in group 2. Group 1
had 13 supply markets that showed an improvement, while group 2 had 12.
• In 2015, group 1 had 11 supply markets with a higher level of financial health than group 2,
whereas group 2 had 29 supply markets with a higher level of financial health than group 1.
The principal implication is that sourcing risk is generally higher in BRIIC and other emerging
countries than in developed countries, although there are exceptions.
Country trends across all supply markets
Narrowing the focus to the BRIIC countries reveals that, between 2006 and 2015, the peak year
for the group across all supply markets was 2011, when the average rating for all companies in
these countries was 64.7. Since then, the average rating across these countries fell to 57.7 in
2015, a decline of 10.8 percent. Here are some highlights (see table B on page 18):
• Suppliers in China, Brazil, and Indonesia had the lowest financial health scores in the BRIIC
group on average over the 10-year period, while Russian and Indian firms fared better—and
exhibited a much higher level of financial health in 2015.
• Indonesian companies experienced the greatest decline (18.9 percent from the peak in 2011 to
the low point in 2015), followed by Brazilian firms (an 18.0 percent decline from 2006 to 2015)
and Chinese suppliers (13.1 percent decline from 2010 to 2015). The smallest declines were
seen in Russian (9.2 percent) and Indian (10.7 percent) firms.
Switching the focus to a selection of Asia Pacific countries (Chile, Mexico, Peru, Malaysia, and
Philippines) plus Poland, the peak year was in 2007. Its average in that peak year was 66.9,
compared with 64.7 for the BRIICs in their peak year.
• Over the 10-year period, on average, suppliers in Poland and Chile had the lowest financial
health scores in the emerging markets group, while suppliers from Malaysia, Peru, and the
Philippines exhibited lower risk.
• Peruvian suppliers experienced the greatest decline (34.4 percent from the peak in 2007
to the trough in 2015), followed by Chile (16.0 percent decline from 2006 to 2015). Overall,
suppliers from Mexico (9.6 percent decline) and the Philippines (5.1 percent decline) had the
smallest declines in both groups.
4

Australia, Austria, Canada, Denmark, Finland, France, Germany, Greece, Hong Kong, Israel, Italy, Japan, Netherlands, Norway, Saudi
Arabia, Singapore, South Africa, South Korea, Spain, Sweden, Switzerland, Taiwan, Thailand, Turkey, United Arab Emirates, United
Kingdom, and United States
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Table A
Sourcing risks are generally higher in group 1 countries
Overall trends across supply markets, by country groups
Average financial health rating, on a scale of 0 (very high risk) to 100 (very low risk)
Group 1: BRIICs and other emerging countries

Number

Supply markets

Group 2: 27 other countries

2014 average
financial health
rating

2015 average
financial health
rating

Change

2014 average
financial health
rating

2015 average
financial health
rating

Change

56.7

49.9

–6.8

51.1

51.2

0.1

Primary
1

Primary
Secondary

2

Food and beverages, tobacco

59.2

59.5

0.3

57.3

57.1

–0.2

3

Textiles

55.8

55.9

0.1

58.2

57.6

–0.6

4

Timber; furniture, paper, non–newspaper printing

48.9

46.1

–2.8

53.4

52.8

–0.6

5

Chemicals and fibers

60.9

60.6

–0.3

62.6

62.0

–0.6

5.1

Chemicals

55.2

53.0

–2.2

59.4

57.9

–1.5

5.2

Pharmaceuticals

66.2

65.1

–1.1

62.9

62.6

–0.3

5.3

Biotech

76.7

73.0

–3.7

55.0

57.1

2.1

5.4

Health products

64.7

56.6

–8.1

62.1

61.2

–0.9

6

Non–metallic extraction and processing

58.2

56.1

–2.1

59.6

58.2

–1.4

7

Metal extraction and processing

52.6

50.2

–2.4

54.4

53.1

–1.3

8

Metal articles, equipment, machinery

56.7

53.9

–2.8

62.0

59.7

–2.3

9

Electronics

55.6

55.8

0.2

58.6

58.5

–0.1

9.1

Computer technology

51.7

48.1

–3.6

57.8

57.6

–0.2

9.2

Communications technology

65.3

60.9

–4.4

62.1

61.1

–1.0

9.3

Consumer products

57.0

56.1

–0.9

59.6

60.8

1.2

62.7

63.6

0.9

70.2

69.0

–1.2

10

Transportation equipment

10.1

Autos

61.8

61.1

–0.7

68.1

67.3

–0.8

10.2

Aerospace and defense

53.5

53.6

0.1

67.0

66.8

–0.2

11

Other manufacturing

58.7

57.2

–1.5

62.2

61.4

–0.8

12

All manufacturing (including conglomerates)

52.8

51.2

–1.6

62.1

57.1

–5.0

13

Energy and water

56.8

57.4

0.6

55.6

51.6

–4.0

13.1

Oil and gas drilling

54.1

48.4

–5.7

64.7

58.3

–6.4

13.2

Oil integrated

67.7

65.5

–2.2

65.2

56.0

–9.2

13.3

Utilities

61.6

62.4

0.8

58.3

58.4

0.1

13.4

Miscellaneous energy

52.3

54.4

2.1

56.9

51.2

–5.7

55.5

55.5

0.0

60.4

58.1

–2.3

14

Construction and builders
Tertiary

15

Vehicle sales

NA

NA

NA

46.5

47.6

1.1

16

Wholesale trade

56.9

52.8

–4.1

58.4

57.2

–1.2

17

Retail trade

54.6

52.7

–1.9

60.0

61.5

1.5

18

Restaurants and accommodations

60.1

58.8

–1.3

68.4

70.4

2.0

19

Transport and communications

64.4

66.8

2.4

66.3

66.8

0.5

19.1

Media

70.7

74.3

3.6

61.8

60.3

–1.5

19.3

Transport services

57.9

62.0

4.1

64.0

65.4

1.4

20

Computer services

69.4

72.3

2.9

62.1

62.5

0.4

21

Business services

66.2

64.9

–1.3

66.3

64.7

–1.6

22

Consumer services

60.5

54.4

–6.1

61.5

61.9

0.4

23

Leisure services

59.3

59.5

0.2

64.1

65.3

1.2

24

Health services

62.5

59.5

–3.0

60.5

58.7

–1.8

25

Financial services

56.8

54.1

–2.7

58.4

57.2

–1.2

26

Multi–sector (conglomerates)

58.5

54.3

–4.2

61.6

60.0

–1.6

27

Other services

61.7

59.7

–2.0

61.6

60.1

–1.5

Higher comparative rating for 2015

Greater comparative decrease between 2014 and 2015

Notes: BRIIC is Brazil, Russia, India, Indonesia, and China. The other emerging supply markets are Chile, Peru, Mexico, Philippines, Malaysia, and Poland.
Group 2 countries are Australia, Austria, Canada, Denmark, Finland, France, Germany, Greece, Hong Kong, Israel, Italy, Japan, Netherlands, Norway, Saudi
Arabia, Singapore, South Africa, South Korea, Spain, Sweden, Switzerland, Taiwan, Thailand, Turkey, United Arab Emirates, United Kingdom, and United States.
Sources: Overall Trends Across All Supply Markets in BRIIC and Other Emerging Countries versus All Countries ©Rapid Ratings
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Table B
Russian, Peruvian, and Indian firms present the best financial health over the
2006–2015 period
Supply chain risk across all supply markets in BRIIC and other emerging markets
Average financial health rating, on a scale of 0 (very high risk) to 100 (very low risk)
2006

2007

2008

2009

2010

2011

2012

2013

2014

2015

Average
2006–15

Brazil

63.8

63.2

60.6

59.1

63.2

61.5

58.5

58.6

56.3

52.3

59.7

Russia

72.5

70.5

67.8

62.1

67.3

67.9

67.2

63.2

62.0

65.8

66.6

India

68.9

69.4

67.0

63.2

65.5

65.4

64.3

62.0

62.2

62.0

65.0

Indonesia

57.2

59.9

61.5

60.0

64.5

66.8

64.7

60.6

56.4

54.2

60.6
58.7
62.1

China

58.2

59.3

59.8

59.0

62.5

62.0

58.8

57.1

56.0

54.3

BRIIC average

64.1

64.5

63.3

60.7

64.6

64.7

62.7

60.3

58.6

57.7

Observations

2,212

2,763

3,147

3,452

3,918

4,539

5,247

5,775

5,140

3,003

Chile

64.5

63.8

60.7

61.7

64.1

62.1

58.5

57.2

54.8

54.2

60.2

Mexico

68.5

66.8

61.0

58.4

63.0

63.2

64.7

62.1

61.9

61.9

63.2

Peru

73.8

75.1

67.6

68.8

74.4

72.6

69.9

58.8

55.7

49.3

66.6

Malaysia

64.1

67.0

67.4

64.0

67.4

66.7

65.1

63.7

61.8

62.1

64.9

63.1

63.8

Philippines

60.7

64.4

62.3

62.8

66.5

66.4

64.9

64.1

63.1

Poland

66.8

64.1

61.3

55.2

58.3

58.5

58.7

57.7

58.8

58.2

59.8

Other emerging
markets average

66.4

66.9

63.4

61.8

65.6

64.9

63.6

60.6

59.4

58.1

63.1

Observations

1,407

1,477

1,537

1,662

1,709

1,728

1,818

1,857

1,720

1,118

Peak score in period

Lowest score in past three years

Note: BRIIC is Brazil, Russia, India, Indonesia, and China.
Source: Country Average Financial Health Performance Across All Supply Markets ©Rapid Ratings

Comparing both groups, on average, the suppliers from the other emerging markets group in
2015 had an average rating of 58.1, slightly higher than the average FHR (57.7) for the BRIIC firms
in 2015. The top five supplier markets among both groups in 2015 include Russia (65.8), followed
by the Philippines (63.1), Malaysia (62.1), India (62.0), and Mexico (61.9).
Several key messages emerge from this set of country comparisons:
• In general, suppliers’ financial health has been declining since 2010.
• The financial health of suppliers in Peru, Indonesia, Brazil, and China experienced a significant
decline over this period.
• Some suppliers in Russia, Indonesia, India, Mexico, Malaysia, and the Philippines saw an
improvement in 2015 with respect to 2014.
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Country-specific supply market performance comparisons in the global supply chain
Drilling down to the country level reveals what is happening in individual supply markets.
The continuing rise of Asia Pacific supply markets might bring some surprises. In the worstperforming supply markets (those that score below 55 on a zero-to-100 scale), the BRIIC
countries had an overall rating of only 41.9 in 2015, 12.2 percent below the average rating
(47.4) for the other emerging countries (see table C on page 20). These countries could have
more risk than previously estimated, especially Brazil and China.
Among the BRIICs, Brazil has eight supply markets (with an average score of 37.1) rated below
or well below average financial health (below 55) in 2015. In Brazil, those supply markets are oil
and gas drilling and equipment, computer technology, energy miscellaneous, forest products,
metals and fabrication, chemicals, multi-sector and other miscellaneous, and builders and
building materials. China has nine struggling supply markets, with an average rating of 48.6:
aerospace and defense, forest products, computer technology, chemicals, energy miscellaneous, metals and fabrication, equipment and machinery, multi-sector and other miscellaneous,
and builders and building materials. Given the continuing decline in oil and commodity prices,
the worst is yet to come for oil and gas sectors because problems are accumulating, especially
for Russia, which has two weak supply markets (multi-sector and equipment and machinery).
India has four higher-risk supply markets: forest products, aerospace and defense, oil and gas
drilling and equipment, computer technology. Overall, BRIIC countries have 27 higher-risk
supply markets (with some overlap from country to country), and the other emerging countries
have 15 higher-risk supply markets (also with some overlap).
Among the other emerging supply market countries, Malaysia has three higher-risk supply
markets (multi-sector and other miscellaneous, metals and fabrication, and energy miscellaneous). Poland (builders and building materials, multi-sector and other miscellaneous,
equipment and machinery, and energy miscellaneous) and Chile (forest products, builders
and building materials, metals and fabrication, and chemicals) have four each.
For the best-performing industries (rated 60 and above), the BRIICs have 24 low- or very low-risk
supply markets and an average 2015 rating of 71.9, whereas the other emerging markets have
23 (with some overlap) low- or very low-risk supply markets and an average FHR of 69.2—3.8
percent lower than the 2015 average for the BRIICs. The BRIIC average is brought down by
relatively lower performers in Brazil, and the average for the other emerging markets is held
back by Poland and Chile. Overall, the other emerging markets on average are somewhat less
risky than the BRIIC markets. Nonetheless, India has the highest number (9) of lower-risk supply
markets, and if Brazil and China are eliminated, the top three BRIICs (Indonesia, Russia, and
India) have a rating of 76.5, almost five points higher than the average FHR (71.6) for the top
three performers from other emerging markets (Mexico, Malaysia, and the Philippines). So it
is a matter of perspective and analytical dissection as to where the higher relative risks and
strengths are located. But keep in mind that Russia is headed south, not north, because of oil
and gas prices, so a realignment is already in progress.
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Table C
Weak performance in select supply markets undermines the overall supply risk profile
of BRIIC countries
Best- and worst-performing supply markets in select emerging economies
2015
Worst-performing supply markets (FHR<55)

Best-performing supply markets (FHR≥60)

FHR

Supply markets

FHR

Supply markets

Brazil

37.1

8: Oil and gas drilling and equipment,
computer technology, energy
miscellaneous, forest products,
metals and fabrication, chemicals,
multi-sector and other miscellaneous,
builders and building materials

68.5

4: Computer services, media,
business products and services,
oil and gas producers

Russia

31.5

2: Multi-sector and other miscellaneous, equipment and machinery

77.8

4: Oil and gas producers, utilities,
integrated oil and gas, business
products and services

India

46.5

4: Forest products, aerospace and
defense, oil and gas drilling and
equipment, computer technology

70.8

9: Computer services, oil and gas
producers, media, communication
technology, drugs and
pharmaceuticals, business products
and services, automobiles and
related equipment, integrated oil
and gas, transportation

Indonesia

46.0

4: Forest products, oil and gas drilling
and equipment, chemicals, metals
and fabrication

80.9

4: Drugs and pharmaceuticals,
media, computer services, business
products and services

China

48.6

9: Aerospace and defense, forest
products, computer technology,
chemicals, energy miscellaneous,
metals and fabrication, equipment
and machinery, multi-sector and
other miscellaneous, builders and
building materials

61.7

3: Automobiles and related
equipment, drugs and
pharmaceuticals, transportation

BRIIC average

41.9

Malaysia

48.8

3: Multi-sector and other miscellaneous, metals and fabrication, energy
miscellaneous

69.8

6: Media, utilities, communications
technology, automobiles and
related equipment, transportation,
computer services

Philippines

50.2

2: Metals and fabrication, builders
and building materials

70.2

5: Media, transportation, utilities,
oil and gas producers, business
products and services

Poland

43.7

4: Builders and building materials,
multi-sector and other miscellaneous,
equipment and machinery, energy
miscellaneous

66.8

6: Utilities, integrated oil and gas,
communications technology,
computer services, business
products and services, media

Mexico

50.7

1: Chemicals

74.9

3: Transportation, media, drugs
and pharmaceuticals

Chile

48.1

4: Forest products, builders and
building materials, metals and
fabrication, chemicals

64.1

4: Integrated oil and gas,
transportation, computer services,
utilities

Peru

44.7

1: Metals and fabrication

NA

NA

Other emerging
countries average

47.7

71.9

69.2

Notes: BRIIC countries are Brazil, Russia, India, Indonesia, and China. FHR is financial health rating. FHR scores range from 0 (very high risk) to 100
(very low risk). NA is not applicable.
Source: Performance Comparisons in the Global Supply Chain ©Rapid Ratings
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