Assured Recovery Services

The Key to Disaster Recovery
The key to a high-performing IT disaster recovery plan is having the right mix of solutions to
achieve your organization’s need for speedy recovery and maximum value. CloudHPT has
architected a suite of Disaster Recovery-as-a-Service (DRaaS) solutions to help organizations
achieve their ultimate goal of IT service availability and data protection. We combine DRaaS
technologies with our 24x7 proactive & monitoring Managed Services (Called Assured), with the
option of adding our Security Monitoring Services (Called Secured) to provide ‘Assured
Recovery Services’. Assured Recovery Services are delivered from our HQ in Dubai, and 2
datacenters in Dubai and Abu Dhabi.
In addition to this, we align your recovery objectives to the proper technological capabilities and
processes which play a major role in your organization’s ability to recover with confidence.
That’s why CloudHPT works with clients and partners to set the most accurate expectations for
stakeholders, using a concept called ‘True RTO’ and a plan that factors in people, process and
technology dependencies called Recovery Stages.

Key Consideration
There are a number of international
providers selling DRaaS in the Middle
East. However, due to the distances
from their DC’s and their M.E. customers
are often disappointed as VM’s and large
data sets struggle to stay in sync. In
addition questions over data sovereignty
and the actual usefulness of having
important data in a different content to
operations should be taken into account
when considering these options.
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Color Key
The following colors, or temperatures, refer to the relative speed
of each recovery solutions
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CloudHPT’s Solution
Solutions can be architected for physical or virtual machines in
private or public cloud environments
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Slowest

Assured Geo Resilient Cloud Services (Active/Active)
Sample use case: A company relies on uptime as its primary success metric for customers who need access to service at any
time, from anywhere. In order to deliver on this promise, the company leverages an active/active infrastructure which balances
their traffic load between two identical sites. In the event of a service disruption to either side, each site could handle the full
traffic if needed. This set-up also allows for maintenance to occur to either side when needed, so service to customers isn’t
disrupted and uptime is maintained. This service is secured by a 24x7 security monitoring service (Secured) and managed by a
24x7 managed service (assured). It is delivered from DC’s in Dubai and Abu Dhabi.
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Assured Recovery Services (Clustering Active/Passive)
Sample use case: A company’s Active Directory (AD) server is a top priority in the event of a declaration because without a
connection to the AD server, their machines won’t boot and their Quality Assurance teams won’t have permission to validate
recovery. A fully provisioned, always-running replica provides the foundation for immediate failover and fast recovery for the rest
of the systems. In this scenario the production AD is monitored 24x7 by the NOC so they are the first to know in the event of
the disaster and can escalate to the customer to see if a they want to declare a failover.
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Assured Recovery Services for DB’s

(Always-On Recovery, Application based)
Sample use case: A company with large amounts of sensitive data needs its security and network hardened and applications
at the recovery site to be constantly synchronized with the production site in an always running state. This ensures its
dependent applications can return to service more quickly upon disruption. By leveraging Always-On Recovery, the business
remains protected from threats at both sites and removes the need to wait on updates and boot time for the most critical
portion of its recovery environment. Typically used for DB’s like Oracle.
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Assured Recovery Services (Real-Time Replication)
Sample use case: A company must have a point-of-sale application running at all of their retail locations so that inventory,
sales and customer information is up to date. By protecting this customer information in the cloud with real-time replication,
applications can be restored in the cloud within minutes and full service is available within hours so that retail locations can
continue to serve customers without losing business.
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Assured Restore Services (Backup-Based Replication)
Sample use case: A company has a collection of non-urgent, business-supporting applications and files that don’t warrant
immediate recovery, but still need to be protected nonetheless. As a low-cost alternative to more rapid recovery, the company
can secure point-in-time backups in the cloud for faster access to data than if tapes had to be recalled from a physical location.
Plus, the company can choose to restore their data within the cloud or back to their original site at the time of declaration.
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CloudHPT Assured DR & Assured Restore Partners
CloudHPT leverages the following best of breed products to deliver outstanding Recovery solutions.
In addition we leverage our own NOC and SOC located in Dubai and the very best Datacenters in
the UAE, in Dubai (Equinix TX) and Abu Dhabi (Injazat T4)

What is Real RTO?

On a basic level, a recovery time objective (RTO) is the objective for the time it takes to
re-cover. CloudHPT is dedicated to the complete recovery of IT systems and what that means
not just to an IT department, but to the rest of an organization and its constituents. For this
reason, we refer to recovery times in terms of Real RTO.

Technical RTO
In this case, RTO means the time
it takes for infrastructure to be
running and available for
recovery.

Real RTO
In this case, RTO means the time
it takes for an application or
system to become available and
begin serving end users.
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The Difference between DRaaS &
Assured Recovery Services
One is a commodity, the other is a total recovery service
comprising of Technology, Process and People.

Recovery Stages
Recovery Stages emphasize people and process over technology. The technical part is faster
than the people part, so Recovery Stages are a way to tier applications within your recovery
tiers, taking into consideration dependencies and order of operations.
Recovery Stages offer the following to the recovery process:
Demonstrate which applications need to wait on others before returning to service.
Set expectations about when applications will come back.
Provide more detailed information on what will come back, and in what order - even within the
same tier.
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Testing & DR Failover Runbook
Recovery stages must be tested before sign commissioning the
service. A full failover and fail back should also be undertaken out of
hours. And logical test undertaken regularly.
As stages earlier Assured Recovery requires Technology, Process and
People. A corner stone of an Assured Recovery Service will be the DR
Failover Runbook.
The DR Failover Runbook is a working document, unique to every
organization, which outlines the necessary steps to recover from a
disaster or service interruption. It provides an instruction set for
personnel in the event of a disaster, including both infrastructure and
process information. Run books, or updates to run books, are the
outputs of every DR test.

Where to place your DR Site
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We offer 2 locations from the
UAE’s best datacenters, Equinix
TX in Dubai and Injerzat T4 in Abu
Dhabi.
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Due to latency, data sovereignty
laws and accessibility, it is highly
advised you DR site be based
within the GCC. DR to China,
Europe or UK in general is not a
good solution due to lag.
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Where to place your DR site
BIO Metric access, multiple levels of entry
CCTV & Security personnel
DC uptime is 99.999%
DC is Tier 4 Equivalent
Data doesn’t leave the UAE
N+1 design
ISO9001 (Quality Management)
ISO 27001 (Information Security)
OHSAS18001 (Health and Safety)
PCI DSS Level 1 Service Provider
ISAE3402/SSAE16
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Cisco Powered
Full Multi-tenancy design
Enterprise security
2F Authentication
Data Encryption
Host Intrusion Detection
Contexts container from
firewall down through
network, compute and
storage
Audited by Cisco
Audited by MSP Alliance
ISO 27001

The Process behind supporting Assured Recovery
Services
Customer

BIOS Assist
(Level 1)
Service Desk

Tools for

SEIM

Scanning
Security
Backup
Patch Management
Monitoring

BIOS Assured NOC (Level 2)

Proactive

BIOS Secured SOC

Reactive

Proactive

BIOS Assured Field Engineers (Level 3)
Proactive

Reactive

Project

Reactive

The Assured Difference
DRaaS as a commodity is not a Recovery Service. A recovery service includes 24x7 monitoring
of your production environment and escalation in the event of any DR scenario.
24x7 monitoring of Production
24x7 monitoring of DR
Pro-active support for
Auto alerts when thresholds reached
Auto ticket creation on alerts
Morning checks
Monthly reporting on IT efficiency
Escalation to in house team
Step by Step Recovery Service
Highly Qualified Experts
C level consulting

CloudHPT NOC in Dubai

The Secured Difference
Security breaches, such as hacks and ransomware are a major reasons production environments
fail. To reduce the risk of this we offer a Secured Service which are advisable for key assets such
as databases. The Secured service is 24x7 and can include elements of the below:
Security Event Incident Monitoring
Log Management & Retention
Vulnerability Assessment
Host Intrusion Detection
Patch Management
Threat Management
Network Security
Ticketing & Escalation
24x7 Monitoring

For more information about CloudHPT’s
Assured Disaster Recovery Please visit

www.cloudhpt.com

