
HP JetAdvantage Security Manager

Identifying risks to secure your business and your data 
HP JetAdvantage Security Manager

You have a system in place to protect your data 
on your PC’s, networks, and servers – but are 
you securing your printers and copiers as well as 
the rest?  HP developed the JetAdvantage 
Security Manager, a policy-based approach to 
securing HP printers and copiers.  

Security Manager offers a simple, efficient tool 
to deploy and monitor devices by applying a 
single security policy across the fleet. Secure 
new devices as soon as you plug them in with 
HP Instant-on Security. Actively maintain and 
verify compliance with you defined security 
policies using automated monitoring and 
risk-based reporting. And rely on the automatic 
deployment and updating of identity certificates 
that strengthen information security while 
significantly reducing administrative work. 

Security Manager Base Policy lets you easily 
create a policy for your printers using a 
template. The templates combine settings 
from the U.S. national Institute of Standards 
and Technology-approved HP security Best 
Practices Checklist.

It is easy to connect devices to Security Manag-
er. You can set it up for auto-discovery, through 
a .txt or .xml file, or through instant-on. In-
stant-on automatically adds each new HP devic-
es to the security policy as soon as it’s plug into 
your network. 

Maintain compliance with ongoing 
assessments that verifies settings against your 
policy and reports any issues. If an issue is 
found, the software preforms remediation and 
applies the correct settings to any 
noncompliant device.  

Monitor your fleet with built in reporting, 
summary reports, and email notifications. You 
can also deploy and replace both ID and CA 
certificates across your entire imaging fleet 
in a breeze. 

https://www.lasersresource.com
https://www.lasersresource.com/security-manager-quick-assess-sign-up
https://www.lasersresource.com/security-manager-quick-assess-sign-up


Get started with a Quick Assess: 

Select up to 20 HP devices on your network and let HP JetAdvantage Security Manager Quick 
Assess scan for 13 common security settings.   Within an hour, you will have a report identifying 
points of vulnerability on your network.  

It’s fast, secure, and at no cost to you.

To begin, talk to your Lasers Resource account representative or go to:

 lasersresource.com/security-manager-quick-assess-sign-up

Things you will need: 
1.	 IP range for you printers 
2.	 Embedded Web Server admin credentials
3.	 SNMPv1/v2 community name or SNMPv3 credentials (Do not have to be shared, you can 

enter these yourself on your own workstation)

Secure your HP printing fleet 
with the solution Buyers 
Laboratory (BLI)calls trailblazing
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