HP JetAdvantage Security Manager

Identifying risks to secure your business and your data
HP JetAdvantage Security Manager
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HP JetAdvantage Security Manager

You have a system in place to protect your data
on your PC’s, networks, and servers — but are
you securing your printers and copiers as well as
the rest? HP developed the JetAdvantage
Security Manager, a policy-based approach to
securing HP printers and copiers.

Security Manager offers a simple, efficient tool
to deploy and monitor devices by applying a
single security policy across the fleet. Secure
new devices as soon as you plug them in with
HP Instant-on Security. Actively maintain and
verify compliance with you defined security
policies using automated monitoring and
risk-based reporting. And rely on the automatic
deployment and updating of identity certificates
that strengthen information security while
significantly reducing administrative work.

Security Manager Base Policy lets you easily
create a policy for your printers using a
template. The templates combine settings
from the U.S. national Institute of Standards
and Technology-approved HP security Best
Practices Checklist.

It is easy to connect devices to Security Manag-
er. You can set it up for auto-discovery, through
a .txt or .xml file, or through instant-on. In-
stant-on automatically adds each new HP devic-
es to the security policy as soon as it’s plug into
your network.

Maintain compliance with ongoing
assessments that verifies settings against your
policy and reports any issues. If an issue is
found, the software preforms remediation and
applies the correct settings to any
noncompliant device.

Monitor your fleet with built in reporting,
summary reports, and email notifications. You
can also deploy and replace both ID and CA
certificates across your entire imaging fleet

in a breeze.

lasers
resource

print smarter



https://www.lasersresource.com
https://www.lasersresource.com/security-manager-quick-assess-sign-up
https://www.lasersresource.com/security-manager-quick-assess-sign-up

x |3 HP JetAdvantage Security Manager

File  Help
Polcy  E ew  Help
ﬂ . e | €D tome | [ ] Polices q’ﬁnmxu grm B Repons

i Seve Seveis.. (D)Validate | Enter Search String w | S Search

= Rcwns 7 " . o
=-* Policy Choose a category from the tree to begin. . ,_ Executive Summany = o3r M« G GBELDH i
- | Categoes| ) % g:“v::: "L:‘f;:d o HP Imaging and Printing Security Center p
2 @ Auhenbication (T 5 Poicy fems Assassed ety Executive Summary Report
* Authenbcation Manager ¥

Recommendations P 5
£l Recom Report run st 5/1/2015 4:21-14 PM Page 1 of
* Authenication Services B Rkt eport run W0154:2 age 1 0f 3

* Cartficate Management Device Group: All Devices Group
& ® Cradentials i 2
Detailed reports Device Summary
{3 Device Control '
* Conirol Panel The Assessed Devices chart below shows the status of all assessed devicas in IPSC based on their
® External Connections most severe failure. For example, if one device has five low risk failures and one high nisk failure, the
* Logging device would be tagged as a high risk.

. Sturec! Dsta Assessment Risk (by Devices)
* Device Discovery 44.55%
- # Digital Services 45)
® E-mad
& Fax
* Foider 8.91% =°‘-“5§
® Network Secuity 8) S
& ek B [ Medium Risk
* Web
* Printing 3
=- ® Shared lems :fhsm

® LDAP Setings The Devices Unassessed chart below indicates why devices were nol assessed based on their most
® Quigong E-mail (SMTP) severs ermor, Abbreviations used below: network (MWL firmware (FW. and not suoparted (M/S) -

Policy validation identifies missed items and potential conflicts 0 Assess and Remediate your devices and set up reoccurring tasks
See where your policy had been validated, warnings, or conflicts © Executive level risk based reporting
Add, verify and group devices 0 Detailed reports on assessments and remediations

000Q

Get started with a Quick Assess:

Select up to 20 HP devices on your network and let HP JetAdvantage Security Manager Quick
Assess scan for 13 common security settings. Within an hour, you will have a report identifying
points of vulnerability on your network.

It’s fast, secure, and at no cost to you.

To begin, talk to your Lasers Resource account representative or go to:

lasersresource.com/security-manager-quick-assess-sign-up

Things you will need:
IP range for you printers
Embedded Web Server admin credentials
SNMPv1/v2 community name or SNMPv3 credentials (Do not have to be shared, you can
enter these yourself on your own workstation)
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