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Agenda

> Kort inledning
> Centrala bestdmmelser i avtal for publika molntjanster

> InformationssGkerhet

> Tillforlitlig tillgdng fill tjdinsterna

> Ensidig dndringsratt, ansvar och SLA
> Lagval och tvisteldsning

> Lagkrav (och regulatoriska krav)
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Publika molntjanster - Inledning

>

VvV V V V V

Digital funktionalitet tilhandahdllen som
en fjanst (laas, Paas, Saasl)

Delad infrastruktur

Amerikanska globala leverantorer
Omognad

Forhandlingsbart?

Leverantorernas avtal offa mer
problematiska an tjdnsterna som
sadana
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Publika molntjanster - Inledning

> Trender:
> Regionala och nationella "moln™
> Hybridmiljoer
> Nya on-prem-produkter
> Sdkerhetshoft
> Storre fokus pd juridiken
> Nyanserat forndliningssétt

> Fria globala datafloden
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Informationssakerhet - Utlamnande till fredje man

> Utldmnande fill (frdmmande makits)
myndigheter
We will not (a) disclose Your Content to any government or third party or (b) subject to Section 3.3, move

Your Content from the XXX regions selected by you; except in each case as necessary to comply with the
law or a binding order of a governmental body.

xxx far inte avsléja Kunddata eller Supportdata till rattsvardande myndighet utom da detta kravs enligt
lag. Om en rattsvardande myndighet kontaktar xxx med en begaran om Kunddata eller Supportdata ska
xxx forsoka hanvisa den rattsvardande myndigheten till att begéra dessa data direkt fran Kunden. Om XXX

tvingas avsloja Kunddata eller Supportdata till rattsvardande myndighet ska xxx meddela Kunden snarast
och tillhandahalla en kopia av begaran, om inte xxx forhindras enligt lag att gora det.

> "Government” - "Rattsv@rdande myndighet” — "Third
Party”e

"Third party”e
HLOWHE
"Binding order of a governmental body”?

vV V V V

"Kravs'?e
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Informationssakerhet — Extraterritoriella effekter

>  Amerikanska myndigheter kan enligt amerikansk lag
tvinga ett amerikanskt bolag att Idmna ut kunddata
som anfdrirotts ett utldndskt dotterbolag

>  Search Warrant No. 16-960-M-01 to Google and Search
Warrant No. 16-1061-M to

> Google, US. District Court, Eastern District of Pennsylvania,
2017-02-03. Se dock dven U.S.

> Court of Appeals for the Second Circuit, Matter of Warrant
to Search a Certain E-Mail

> Account Controlled & Maintained by Microsoft Corp., 829
F.3d 197 (2d Cir. 2016)

> Microsoft Corp. v. United States Department of Justice,
U.S. District Court, Western District of Seattle, 2017-02-08

>  Efc...
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Tillforlitlig tillgang till tjansterna

> Suspendering

6.1 Generally. We may suspend your or any End User's right to access or use any portion or all of the
Service Offerings immediately upon notice to you if we determine:

(a) your or an End User's use of the Service Offerings (i) poses a security risk to the Service Offerings or
any third party, (i) could adversely impact our systems, the Service Offerings or the systems or
Content of any other AWS customer, (i) could subject us, our affiliates, or any third party to liability, or
(iv) could be fraudulent;

(b) you are, or any End User is, in breach of this Agreement;

(c) you are in breach of your payment obligations under Section 5; or

(d) you have ceased to operate in the ordinary course, made an assignment for the benefit of
creditors or similar disposition of your assets, or become the subject of any bankruptcy,
reorganization, liquidation, dissolution or similar proceeding.

>  Avtalstid

(a) Termination for Convenience. You may ferminate this Agreement for any reason by providing us
notice and closing your account for all Services for which we provide an account closin
mechanism. We may terminate this Agreement for any reason by providing you at Ieos’r%O days’
advance nofice.

> Avtalets fortida upphdrande

We may also terminate this Agreement immediately upon notice to you (A) for cause if we have the
right to suspend under Section 6
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Ensidig andringsratt, ansvar och SLA

> Ensidig andringsratt

We may modify this Agreement (including any Policies) at any time by
posting a revised version on the XXX Site or by otherwise notifying you [...]
By continuing fo use the Service Offerings after the effective date of any
modifications to this Agreement, you agree to be bound by the modified
terms. It is your responsibility fo check the XXX Site regularly for
modifications to this Agreement

> Ansvar

> Risk, skadans storlek och leverantdrens
ersattning under avtalet

> SLA

We may change, discontinue or add Service Level Agreements from time
fo time [...]
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Lagval och tvistelosning

> Lagval

The laws of the State of Washington, without reference to conflict of law rules, govern this Agreement and any dispute of
any sort that might arise between you and us.

> Tvisteldsning

Any dispute or claim relating in any way to your use of the Service Offerings, or to any products or services sold or
distributed by XXX will be resolved by binding arbitration, rather than in court, except that you may assert claims in small
claims court if your claims qualify. The Federal Arbitration Act and federal arbitration law apply to this Agreement. There
is no judge or jury in arbifrafion, and court review of an arbitration award is limited. However, an arbitrator can award on
an individual basis the same damages and relief as a court (including injunctive and declaratory relief or statutory
damages), and must follow the tferms of this Agreement as a court would. To begin an arbifration proceeding, you must
send a letter requesting arbitration and describing your claim to our registered agent Corporation Service Company,
300 Deschutes Way SW, Suite 304, Tumwater, WA 98501. The arbitration will be conducted by the American Arbitration
Association (AAA) under its rules, which are available at www.adr.org or by calling 1-800-778-7879. Payment of filing,
administration and arbitrator fees will be governed by the AAA's rules. We will reimburse those fees for claims totaling less
than $10,000 unless the arbitrator determines the claims are frivolous. We will not seek attorneys' fees and costs in
arbitration unless the arbitrator determines the claims are frivolous. You may choose to have the arbifration conducted
by telephone, based on written submissions, or at a mutually agreed location. We and you agree that any dispute
resolution proceedings will be conducted only on an individual basis and not in a class, consolidated or representative
action. If for any reason a claim proceeds in courf rather than in arbitration we and you waive any right to a jury frial. We
qnl’cleyou both agree that you or we may bring suit in court to enjoin infringement or other misuse of intellectual property
rights.
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Lagkrav

> GDPR
> Personuppgiftsansvarig och/eller personuppgiftsbitréde
> Nodvandiga arrangemang

> Overféring till tredje land

> Undantag for utidmnande till fraimmande makts myndigheter2
> Undantag fér obefintliga garantier avsende tillganglighet (" Availability)
> Etc...

> Ovrig lagstiftning (Bokféringslagen, OSL, speciallagstiftning)
> Myndigheter
> Fréga om outsourcing generellt2 (JO)
> Frdmmande makfs tillgdng till myndighetsdata?
> Reglerade verksamheter - Regulatoriska krav
> Uppdragsavtal - Mycket omfattande krav pd fjianst séval som styrning och kontroll av leverantéren vid outsourcing. Inga undantag fér publika molntjénster

> Allmanna krav pd robusthet och sundhet — e relaterat till outsourcing specifikt
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Slutsatser

> Avtalen ofta mer problematiska én tjansterna som sédana

> Standardtjanster kraver standardtjdnstebeskrivningar men inte
standardvillkor - Det gar att férhandlal

> Leverantdrernas standardavtal ofta ofjanliga utan forhandling

> Allt handlar om vilken data som anfortros leverantdren och hur viktig
tjdnsten ar for kunden

> Hemligt?
>  Verksamhetskritiskt?

> |bland gdr det inte att anlita publika molntjdnster pga. lagkrav eller
|Gmplighet i dvrigt
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Juridiska aspekter pa verksamhets-
overgripande digitaliseringsprojekt
och loT

Johan Kahn och Daniel Lundqvist

VJS IT-rattsdag, den 5 december 2017




Agenda

> Digitaliseringsprojekt, internet of
things och juridik

> Case — smarta asfaltldggare

>

>
>
>
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Var finns det kommersiella vardete
Hur skyddar man vardet?
Personuppgiftsbehandling

ePrivacy m.m.




Exempel pa fragestallningar och rattsomraden

Data- och Avtals- och Foretags-
integritetsskydd licensfrdgor hemligheter

Upphovsratt Arbetsratt

LOU/LUFS, RF,
TF, arkivlagen
etc efc

Annan

Konkurrensratt immaterialratt
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Case - smarta asfaltlaggare (fiktivt)
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Varfor?

Corrective Maintenance  Preventative Maintenance
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Predictive Maintenance
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Var finns det kommersiella vardet?
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Kort om algoritmer

> Eft slags "recept” for att 1dsa en
uppgift fran ett givet starttillstadnd inom
ett andligt antal steg

> Algoritmen "lar sig” och blir mera
traffsaker ju mera data som kors
genom algoritmen (machine learning)

> Leder till att algoritmen kan skapa
("forutse”) datadrivna prognoser eller
beslut

> Hur kan algoritmen skyddas?

<kahn

[Lampan fungerar inte]

Arlampan
inkopplad?

>

Koppla in lampan

Ar glodlampan
utbrand?

>

Ersatt glodlampan

[ K6p en ny lampa ]
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Skydd for know-how, algoritmer och anonym data

> Gadr det att "dga” och/eller
"licensiera” data?

> Omfattas typiskt seft inte av
upphovsratt

> Kan skyddas genom avtal och
(mQgjligen) som foretagshemlighet

> Faktisk kontroll och besittning, liksom
informationssékerhetsatgdrder, i
praktiken mycket viktigt
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Vilken data samlas in?

Produktionsdata
Lokaliseringsdata (GPS)

>
>
> Tidsuppgifter
>

Anvandaruppgifter (operatdr)

> Vilken data ar personuppgiftere
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Datafloden, avtal och personuppgiftsansvar

Entreprenor
(arbetsgivare)
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Eprivacy-forordningen

> Gadller data och metadata som
skickas dver Oppna elektroniska
kommunikationsnat

> Foreslds omfatta dven "machine-to-
machine communications...when
such communication is related fo
the enduser”

> Bygger pd enskilt samtycke (opt in)

> P&gdende s.k. “trialog"” — osdkert hur
den slutliga forordningstexten
kommer se ut
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EUROPEAN
COMMISSION

Brussels, 10.1.2017
COM(2017) 10 final

2017/0003 (COD)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (Regulation on Privacy and
Electronic Communications)
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