
Application Role

Role based groups -  Layer to grant permissions 
on DB TWS2 Application

Step 3 :
Active Directory

Role based groups

App.config
 Role Name                      Password 
TWSUser_SEC            gqosbH59vpU5wcIdYymQ/A==
TWSAdmin_SEC        U8iWQxf4zySl+3AWinB6HA==
TWSScripter_SEC      0M9zplHZ7fxihIAxMzIvLA==
TWSApprover_SEC   J5To4IPvk+lcYGx8+4+hKA==

Configured Application Roles
        Role Name                      Password 
TWSUser_SEC            gqosbH59vpU5wcIdYymQ/A==
TWSAdmin_SEC        U8iWQxf4zySl+3AWinB6HA==
TWSScripter_SEC      0M9zplHZ7fxihIAxMzIvLA==
TWSApprover_SEC   J5To4IPvk+lcYGx8+4+hKA==

Plain Text
Encrypt and Decrypt Utility

MD5 algorithm
Encrypted Text 

Step 4 : Activate Application Role 
Ex:EXEC sp_setapprole 'TWSTechUser', 'gqosbH59vpU5wcIdYymQ/A==
'

Step 1Step 2

Run App & Get Role 

Step 6 : Access DB objects based on Role & grant permissionsStep 5 : Access DB objects based on Role & grant permissions

SQL SERVER Application Role Configuration & Usage
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