Removing
the guesswork
from securing
your business
Two must-have tools for
adding big business security
to your small business.

At a glance the cybersecurity narrative for small businesses
sounds challenging. Recent statistics show that cyber
criminals are targeting small businesses at a greater
frequency than larger companies. “Fifty-eight percent
of malware attack victims are categorized as small
businesses.”1 This is according to the 2018 version of the
Verizon Data Breach Investigation Report (DBIR) -- a yearly
study of the impact of malware, Denial of Service (DoS)
attacks, social engineering and other activities across
companies and industries.
This recent analysis comes on the heels of another report by
the Ponemon Institute citing that the percentage of small
businesses that have experienced a cyber-attack in the
past 12 months was up almost 10 percent in 2017 from the
previous year. More sobering was the costs of the security
breaches for small business owners.
Research also indicates that small businesses actually suffer
the majority of malware infections. This may be one reason
why only 39 percent of small business owners feel confident
in the technologies they currently use to detect and block

“The average cost due
to damage or theft of IT
assets and infrastructure
increased about 16% and
the average cost due
to disruption to normal
operations increased
about 26%.2

most cyber-attacks. 3

More than a Web Search
In many small businesses, the office manager or human
resources manager often plays the role of IT manager. If
a technology problem comes up, a quick Google search
commonly becomes the first step in diagnosing the issue.
Cyber-attacks, however, are becoming so sophisticated that
oftentimes running a Google search to solve an issue is like
playing a guessing game with the safety of your business.
Don’t leave the future of your company to chance.
Especially when small businesses across all industries can
leverage the same kind of “enterprise-size” security
at a fraction of the price and at a click of a button.
Use our two simple-to-use tools that lead
to stronger security:
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Tool 1:

Security Best Practice
Questionnaire:
The first step to better security is to understand how secure you are today.
Small business leaders can do so by asking:

• How many devices do I have on my network?
• Which of these devices are not running antivirus?
• Is the software these devices are running up-to-date 		
from a software perspective?
• What important data do I have on my network?
– Business correspondence
– Employee records
– Financial information
– Customer credit or debit card information
– Intellectual property
• Has your business ever suffered a cyber-attack before?
• Has simple user error ever led to a cyber-attack?
• Who has been behind past attacks, how did they 		
attempt the attack and what was the primary motive
behind the attack?
• What percentage of breaches were discovered in
30 days or less?

Tool 2:

Cybersecurity
Protection Checklist:
IT managers and small business owners can use the following list to determine
how strong their business is from an IT security perspective:

Proactive device monitoring
Performance health reporting
Anti-virus updates
Software patch management
24/7 tech capabilities
Device inventory analysis and reporting
Managed firewall with support
Email protection
Network monitoring
Hardware support
Server performance monitoring
Network user identity and
access management
Data backup and desktop deployment

Don’t Go it Alone
Keeping an IT environment safe and running smoothly
requires constant attention and the availability of a highly
skilled staff. Whether you have a dedicated IT staff, or you wear
multiple hats to keep your business running, we can help you
grow and keep your business safe from cyber-attacks.

Call us today at 1-800-300-0983 to learn more about how
we can help you secure your business.
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