
 
 

  

Position: Penetration Tester/Hacker 
 

BioConnect is building the next generation of identity management system for 7 billion 
humans on the planet. We are on the quest to give each human being one true identity and 
remove all forms of suspect identities. 

We are looking to hire a resourceful penetration tester to join our security team. You have a 
natural curiosity and insane drive to learn how things are working behind the scene, and then 
break them in unexpected ways. You will use your capabilities to seek out exploits in our 
applications and infrastructure and destroy them. You keep your abreast with newest 
security risks, vulnerabilities and trends and know how to test for them. As part of the team 
you will probe, network, applications, mobile devices, embedded devices and processes. If 
this sounds like your passion, we will love to hear from you. 

Requirements and Skills we are looking for: 

§   5+ years of experience in penetration testing across different domains (mobile, web, 
network) 

§   Experience using common web application penetration testing tools. 
§   Coding proficiency in Ruby or Python or another scripting language to develop test 

scripts. 
§   Understanding of iOS, Android, Windows and Linux security subsystems. 
§   Understanding of browser security. 
§   Knowledge of TCP/IP, UDP, HTTP, HTTPS, TLS, SMTP, DNS, DHCP, 802.1x 
§   Knowledge of encryption standards. 
§   Ability to simulate sophisticated attacks across our infrastructure to identify 

vulnerabilities. 
§   Ability to clearly explain security incidents and concepts to executive leadership team. 
§   Excellent communication skills. 

Bonus points if you have any of following: 

§   Published vulnerabilities. 
§   Presented at blackhat or white hat conferences. 
§   Experience creating business process to respond to security incidents. 
§   Created tools which are being used by other hackers. 
§   Github/Bitbucket account with cool projects. 
§   BS or MS in Computer Science 

You will be at the front lines of a rapidly growing company, creating defense layers which will 
protect the company infrastructure and exposing security holes in our products. 

We are company which take pride in grit, getting things done and excellent customer 
service. We work hard, play hard and have an amazing time changing the world, so join us in 
our Quest for Rightful Identity and make a difference. 



 
 

  

 
So, do you think you have what it takes to join this fast-

growing team? 
 

 
Please contact us at careers@bioconnect.com to apply for this position or visit 

www.bioconnect.com/careers to apply online. We appreciate all expressed interest in this 
position, however, only the candidates selected for interview will be contacted. 

 

	  
	  


