
1.      Why are you having a penetration test performed against your environment?  Is the 
penetration test required for a specific compliance requirement? 
 
Our SOC 1 requires it, as well as our internal requirements to have a test completed once a year. 
 
2.      When do you prefer the active portions (scanning, enumeration, exploitation, etc...) of the 
penetration test be conducted?  During business hours?  After business hours?  On weekends? 
 
Some systems are turned off at night, so during business hours is fine unless there is a high 
probability of taking something important down. 
 
3.      Are there any IP’s/Systems that require additional authorization, examples: 

a.      Cloud Services 
b.      ISP 
c.      Web Hosting 
d.      Managed Security Service Providers (MSSP) 
 

  Nope. 
 

4.      How many distinct locations will be tested? 
 
One 
 
5.      What technologies do you use for your custom web apps - php, java,go etc? 
 
.NET framework 
 
6.      Do we need to be physically present or can we supply a jump box (a small device we can 
connect to externally) and perform the testing remotely? 
 
No you don’t have to physically be here, in the past we have implanted a machine with 
whatever RAT a company used, such as cobalt strike. 
 
7.      Is a retest required after any remediation? If so, is the retest expected to be included in the 
fixed price? 
 
A retest is not required. 
 
8.      Is there a desired sample size for the phone campaign or are you open to suggestions? 
 



Open to suggestions, our call center is very small with 6 people who sit next to each other. They 
talk to each other about weird things that happen, so you really only get one good shot before 
they all become suspicious anyway.  
 
 
9.      Does the fixed rate include travel expenses? 

 

It should, but travel is not required. 

 

1. What are the evaluation criteria for the RFP? 
 
 Yes. 
 

2. Is there a specific format that needs to be followed for submission? 
 
 No. 
 

3. Does the social engineering portion of the engagement have a projected scope of 
recipients?  

 
 No I’m open to suggestions, but I’m not expecting anything big. Really only get like 1 
good phone call before the call center becomes aware there is a test going on. Company is only 
40ish people, so e-mail campaign doesn’t need to be a big affair. But I just want to make sure 
they aren’t giving out PII over the phone, and don’t click on obvious malicious emails. 
 

4. Must the vendor be registered with the state of Rhode Island prior to submission? 
Or can the registration be completed once a contract is awarded? 

 
 The vendor does not need to be registered with the state. 
 
 

● Are all the internal 73 IP on same VLAN or different segments?  
 
 There are 2 segments 
 

● Internal Pentest to be done using whitebox (full access to all devices) or blackbox 
(uncredentialed/unauthenticated) scenario? 

 
 We will start with uncredentialed/unauthenticated and give access additional access, peel away 
securities as attempts to escalate fail. 



 
 
 
 

● Is Wireless network in scope? If so, can you specify the number locations and number SSIDs 
 

There are no wireless networks 
 

● Are there any Critical system that need extra care?  
 
 Yes there are some business critical systems that we would like to not have crash 
 

● Web Applications - Will Authentication/credentials be provided for testing or will this be 
unauthenticated testing? 

 
 Unauthenticated testing 
 

● Web Applications - Is the platform internally hosted or uses External Cloud Service such as AWS, 
Azure etc? 

 
 A mix of internally hosted and Azure. 
 

● Web Applications - What is the nature of the data handled by the applications? 
 
 PII, names, SSNs, addresses, birthdays, bank account info, etc. 
 

● Web Applications - Does the system support any financial transactions? 
 
 No 
 

● Remediation Support – What type of remediation support would be required ? Do you need 
resources to actually fix any vulnerabilities discovered during the pentest? 

 
 No 
 
 

●  Please provide brand and model of 6 switches and 1 firewall. 

 

FW: Palo Alto 3020 

Switches: 



2 x Ruckus ICX7150 48PZ  

4 x HP 2910 48G SW03 

 

 

 

External Penetration Testing: 
● 6 external websites 

○ Are these web applications? If so, is RISLA looking for testing to be conducted on the 
actual applications, servers the applications run on, or (1) firewall that is in front of 
those servers? Please confirm whether or not RISLA is looking for any type of web 
application testing as part of this engagement. 

   
   One is a web application, the server is in scope, but we want to make sure there 
are no xxs attacks, or sql injections attacks, etc. 
 

○ Please confirm the total number of External Facing IPs and/or URLs in scope. 
   One URL 

  
Social Engineering: 

● Vishing (phone) 
○ Please provide the total number of employees for RISLA. 40 
○ Will all employees be in scope or just a sample set? Just a sample set, likely 1 or 2 call 

center people to test they don’t give out PII 
  

● Phishing (email) 
○ Will all employees be in scope or just a sample set? All are in scope, but we can use a 

sample of them. 
 

 

1. Is RISLA interested in a White box or Black box type of engagement? A mix of both, I would 
like you to attack the network, and discover what you can just as if an attack just gained a 
foothold in the network, but I will work closely with you so you don’t get caught up on anything 
needlessly and waste too much time. Plus the network is very small I doubt you’ll have any 
trouble finding the appropriate targets. 
 
2. For the Social Engineering Attack: 



1. Will a scenario template be provided or will we be responsible for developing one? 
Develop one for email campaign, I can help with some of what has and has not worked 
in the past. The phone campaign is to try and be a customer and get PII, address, 
birthdate, SSN, bank info, etc. 

 

2. Approximately how many employees will be targeted? Phone, just one or two. Email I’m 
open to suggestions, only 40 employees, so maybe half is just fine, or one or two people 
from each department is fine as well. 

 

Q: Are you following any compliance methodologies in existing environment?  

A: SOC 1 

 

Q: Is there a budget for this project?  

A:Not specifically, but we accept the lowest qualified bidder. 

 

Q: Would the Rhode Island Student Loan authority be able to provide a dedicated Windows 10 
PC with VPN and remote access to allow the bidder to work remotely?  

A: We can provide a machine or you can send us one. 

  

Q: Would Rhode Island Student Loan authority accept a preconfigured box that would connect 
to the network to allow the bidder to work remotely?  

A:That’s fine. 

  

Q: Is the proposal considered the assessment contract?  

A: No, there is some flexibility in it 

  

Q: Is the adversarial campaign and social engineering campaign two separate assessments? Or 
is the adversarial campaign considered the social engineering campaign?  

A:Two separate campaigns 

  



Q: Would the 6 external websites need to be tested in the capacity of a web application test?  

A:No just one site would be in the scope of the test. 

  

Q:When will the contract be awarded?  

A:Depends on how many proposals I have received and have to assess, which are due on a 
Friday, so I would hope to have a decision by the following Friday. 

 

Q: Is there any requirement for wireless penetration testing to be included in the Penetration 
Tests/Adversarial Assessment. If not completed this could lead to unauthorized access into the 
companies network.  

A: There is no wireless network. 

 

1. Whether companies from Outside USA can apply for this?  

         (like,from India or Canada) 

Our firewall blocks all traffic from India, so might be tough to do from there, Canada is fine. 

 

2. Whether we need to come over there for meetings? 

No. 

 

3. Can we perform the tasks (related to RFP) outside USA? 

        (like, from India or Canada) 

Sure, but I’d prefer to work with someone relatively close to me in time zones 

 

4. Can we submit the proposals via email?  

Yes, to rfp@risla.com 


