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BACKGROUND
This article is based on information presented in the Complion webinar, Steps to
Paperless Clinical Trials: Creating Certified Copies and More, presented by, Betsy
Fallen, an authority on the use of information technology in regulatory and clinical
operation, data management, and other aspects of drug development.
This article presents insight and expertise on how investigative sites can begin the
transformation to digital documents, including concrete, practical suggestions for
eliminating the inefficiencies inherent in printing, storing, and managing paper
documents. For clinical site staff, educating themselves before the adoption or
purchase of regulated content repositories is key to making the best decisions and
driving their success, including improved patient experiences.

WHAT IS DRIVING THE PREFERENCE FOR DIGITAL
DOCUMENTS?
The obvious answer to this question is money. We’ve all heard how much it costs
to courier documents, fax paper, and save paper. Beyond that, there are significant
costs associated with meeting requirements for extended retention.
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For example, Medicines and Healthcare products Regulatory Agency (MHRA)
regulations now require 25-year retention of documentation to support clinical
trials. Keeping paper for that long is not only unwieldy, it’s very expensive. But
clinical research organizations are powerfully drawn to digital documentation for
reasons beyond the potential for cost reduction. Consequently, the mere business
of clinical research has changed.
We’re all more global. We’re all working with remote partners. We don’t always
work in an office everyday as we used to. The ability to work remotely has
transformed the business. In addition, supportive standards and regulations are
further driving the industry toward digital documents.
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TRANSITIONING FROM PAPER TO DIGITAL DOCUMENTS:
FIRST STEPS
Laying the groundwork for effective digital transformation is a matter of
prioritization and simplification. Prioritize your documents and address the most
critical ones first. For example, a newsletter is not as critical or related to patient
safety as a protocol, so the protocol should be considered more critical. Each
document can be tied to the efficacy and prioritized from there.
It is also important to assess which documents are the most resource-intensive and
take steps to simplify. Eliminate the number of reviews and approvals if you can.
Focus on reducing the time and resources associated with each document.

Eliminate redundancy
across documents. Have
one version of the truth.

Another opportunity for simplification is to evaluate best practice templates that
leading institutions are willing to share. Take advantage of opportunities to adopt
templates, such as a CV, to simplify your transition toward digitizing documents.

Simplify Signatures & Approvals
With simplification as an essential goal, it’s worth taking a closer look at signatures
and signature approvals. The International Council for Harmonization’s Good
Clinical Practice (ICH-GCP) standards mention the word ‘signed’ in relation to
only five Essential Documents designated for the Trial Master File, also referred to
as a Regulatory Binder:


Protocols and amendments



Agreements/contracts



Completed consent forms



Completed case report forms



CRF correction signature sheets/signature logs

From a regulator’s perspective, these are the only documents that require a
signature, whether ‘wet,’ digital, or electronic. Anything else is often driven by the
SOPs and guidelines of an institution. In a perfect world, these are the only
documents that would be signed at all.
Similarly, it is important to eliminate the need for ‘nice-to-have’ approvers. That
is, if the signature of a person on a distribution list is simply good to have, rather
than absolutely required, that person should be removed from the process. By
applying this principle, you can simplify the circulation and approval of
documents.
Another essential step is to eliminate redundancy across documents. Have one
version of the truth. If you have an expectation set for metrics or Key Performance
Indicators (KPIs) with a partner, make sure it’s written once and cited several
times.

Reduce Redundancy
What is redundancy? Of course, you’ve heard the term and understand its basic
meaning. But in the context of clinical research, redundancy may be hiding behind
business as usual. This issue is often overlooked. So how does redundancy happen?
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When you make a hard copy of a paper document, do you make second copy as a
backup? A third? Each copy requires additional time to manage, track, and store.

Centralization provides
institutional departments
and satellite operations
access to research related
documents in real-time.

A similar situation can occur when emailing protocols. Protocols are often emailed
so they can be easily referenced. Now that protocol lives in several places and
becomes a redundant copy. In another example, if CVs, training records, and SOPs
are stored at multiple sites just for convenience, these are redundant copies.
Redundancy also takes the form of the specific information medium. For instance,
you may have both paper and digital copies of an investigator’s brochure (IB).
Which document do you want to put in front of a regulator? You need to know
which is considered the official copy.
Centralization provides institutional departments and satellite operations access
to research related documents in real-time. Staff no longer needs to print, scan,
email, mail or manually deliver documents to other departments.

Tips to Efficiently Store Digital Copies
PROBLEMS CAUSED BY
DOCUMENT REDUNDANCY



Store single versions centrally: When dealing with non-certified,
convenience copies of documents, such as CVs, store a single digital copy in a
central location.

 Increases risk of non-compliance



Leverage shared drives or cloud-based repositories: The central
location can be a shared drive or cloud-based repository, virtual common
spaces that are remotely accessible. Regardless of the system, it must meet 21
CFR Part 11 compliance, discussed later in this article.



Establish standard naming convention: Establish a standard naming
convention for all stored documents so they can be easily found each time.



Establish role based access to documents: While satisfying the need
for accessibility and convenience, don’t neglect the need for security.
Certainly, there’s sensitivity around financial records and personally
identifiable information. Establish role-based access controls to ensure the
right person has access to the right documents.



Create, manage and demonstrate adherence to SOPs, Guidelines:
In conjunction with security measures, you want to create, manage, and
demonstrate adherence to any SOPs or guidelines. We’ve all heard the
saying, ‘If it’s not documented, it didn’t happen.’ This works both ways, ‘You
shouldn’t be doing it if it’s not documented.’



Consider a purpose-built, central document solution: While
leveraging shared drives or cloud-based repositories is a good first step,
consider a long-term scalable solution that is flexible enough to meet and
enforce your standards. For example, auto-naming and auto-filing can
ensure documents are stored and named consistently. Advanced access
controls can simplify staff onboarding and ensure existing users have access
to the right documents. Also, the ability to save one document across
different files eliminates redundancy and effort. A true document and
workflow system, built and configured for your site, can further drive
efficiency and uphold compliance.

 Decreases staff efficiency
 Increases material costs

The key takeaway is to eliminate additional copies of any kind by centrally storing
and sharing information.
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ICH GCP & CERTIFIED COPIES
Focused on certified copies, Version 1 of the International Council for
Harmonization’s ICH E6 efficacy guidelines was issued in 1996.

“A certified copy is a copy (often a photocopy) of a primary
document, that has on it an endorsement or certificate that it
is a true copy of the primary document. It does not certify that
the primary document is genuine, only that it is a true copy of
the primary document.” -- ICH E6 R1 (1996)
That same year the world’s first cloned sheep was born. The Nintendo 64 gaming
console was first introduced, as was the DVD video format. The number of host
computers on the Internet rose from 1 million to 10 million. Microsoft released
Windows NT 4.0. And the Spice Girls had their first #1 hit, “Wannabe.”

QUESTION:

Today the Spice Girls are no more, the hardware for reading CDs and DVDs is no
longer included in most computers, video games are played on smartphones, and
the ICH E6 guidelines regarding Certified Copies have been revised to reflect two
decades of technological changes:

Is it reasonable to expect that
every scanned or paper version
of a document will need an
electronic/wet signature
attached to the workflow in order
to confirm that it is a certified
copy of the paper original?

“A copy (irrespective of the type of media used) of the original
record that has been verified (i.e., by a dated signature or by
generation through a validated process) to have the same
information, including data that describe the context, content,
and structure, as the original.” -- ICH E6 R2 Addendum 1.63:
Certified Copy (2016)

ANSWER:

In revision one, there’s a clear reference to making a copy, and it’s clearly a paper
reference. Is it feasible today?

No it’s not reasonable in today’s
environment. Implementing a
validated process for scanning,
including a check to ensure the
scan is an exact replica of the
paper is critical to the process.

The changes in E6 clearly identify how to verify a copy electronically. This is the
next generation of a certified copy. When you verify that the content is the same
through a validated process, you have a certified copy.
But what about that validation process? Research sites often ask if it is reasonable
to expect that every version of a document, whether scanned or paper, will need
either an electronic or wet signature attached to the workflow in order to confirm
that is it a certified copy of the paper original.
Not in today’s environment. There used to be a physical stamp on a document, but
it’s not reasonable today, and that’s clearly recognized. Most organizations that are
moving forward into having certified copies are looking to have a validated process
for their copies so that they no longer need to maintain the paper version. Critical
to that process is a systematic check to ensure that the scanned copy is an exact
replica of the original paper document.
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ESTABLISHING A CERTIFIED COPY AS THE INSPECTABLE
COPY & DESTROYING THE PAPER
There are several steps you’ll need to take if your goal is to designate the certified
copy as the inspectable copy in order to destroy the paper copy.

Develop a Business Case to Share with Sponsors
QUESTION:
Does the ICH define what an
endorsement is for the certified
copy (i.e. name and date, stamping,
etc.)?

ANSWER:
ICH GCP does not go into a lot of
detail except to say you need to
have a validated certified signed
copy, and then if it’s paper-todigital, then you must use a
validated system (explained further
below).

As a clinical site, you need to make it clear with the sponsors as to why you would
be doing this, and ultimately, what’s in it for them. The value for sponsors can be
effectively expressed in several key talking points.
Shorten Cycle Time
If you have paper copy, it’s much more difficult to transfer and manage the paper
than it is to have a digital version that’s been determined to be certified.
Optimized Quality and Increased Compliance
Procedures and guidelines described in a certified document in digital form, in an
electronic system with audit trails and metadata, are far more likely to be followed
than the same procedures and guidelines described in a paper document that is
stored in a file drawer.
More Efficient Monitoring
Electronic documents are more efficiently monitored, and can also be monitored
remotely. This can also enable risk-based monitoring, because some of the
metadata associated with a digital copy can also be mined to identify high-risk
documents. It could be managed to identify documents which need to be reviewed
in a timely manner, such as signed consent forms.
Contemporaneous Inspection Readiness
As the documents are certified and updated, they will be put into a formal
repository, ensuring that you’re going to be inspection ready. The right document
will be available at the right moment, and you’ve verified that it is exactly what you
want it to be.
ROI: Paper Archive vs Digital
Sponsors want a return on investment, of course. They want to know what’s in it
for them financially. One key factor is that if you have to archive paper versus
archiving files in bits and bytes, the paper’s going to cost more than archiving in
the cloud.
In communicating these benefits, it is important to take local regulations into
consideration. Certainly, all clinical sites must follow their own SOPs. They must
meet the needs of their partners, whether CROs or sponsors. But they also need to
make sure that local regulations are met. Those local regulations may require the
retention of paper documents.
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Considering the Requirements of Sponsors/Partners
In considering the requirements of your sponsors and partners it is important to
set accurate expectations. Make sure you’re known and recognized as a site that is
moving into a digital environment. If you have a site profile out on the different
repositories and registries for sites, identify your institution as going digital or
having digital credentials, whatever it might be that supports your site being as
innovative as possible. It should be a conversation that happens at contract time.

Make sure you’re known
and recognized as a site
that is moving into a
digital environment.

Your digital transformation goals must be compatible with the expectations of your
partners and sponsors. Look for ways to work together. Evaluate whether you need
to keep paper and whether you have a certified process. You’re going to have to be
prepared to demonstrate that documentation, and if you’ve gone through your
process, you should be fine. But you will need to demonstrate that you are
compliant with the certified copy practice.
In identifying the benefits of your digital transformation for stakeholders, don’t
forget patients. Sometimes trials fall short of that goal, outdated consent forms are
one example of how patient safety can be compromised. If you work in a digital
environment where outdated consent forms are marked as outdated and no longer
available to be used, then maybe we can do a better job for our patients and
improve their experience.
Management of the necessary changes must be ongoing. It should be ingrained in
everything you do. Make sure that you demonstrate what you’re going to do, how
it’s been recognized and approved, and make sure that everyone, all of your
stakeholders, are onboard for what you want to happen.

Quality Control Considerations for a Scanned Copy
What Quality Control (QC) considerations are necessary to confirm whether
scanned copy is acceptable? What should you look for? While not comprehensive,
the list of considerations below represents key information necessary for a basic
QC examination of a scanned copy.


Are all pages present? Are there any double feeds?



Is all the information in the paper document present in the electronic image?
(For example, do headers or footers in the original document appear in the
electronic image?)



If scanner settings are duplex, are true blank pages removed?



Is the document the correct size and orientation (e.g. US Letter, A4;
landscape)? Are all pages rotated the same way?



Is the image too light or too dark? Are the pages skewed? Is all content,
including signatures, legible?



Are the pages in the correct sequence?



Is any content blocked by bent corners, etc.?



Has any content (fax header information, hole-punch images) that appears
on the original document been removed from the digital image?
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Characteristics of a Certified Copy Process
Beyond the steps to insure the quality control for an image, there are additional
characteristics involved in the process for determining the certification of a copy.
Define and Document Requirements and Specifications
You must define your requirements to find your specifications. These are going to
outline your technology and your technology pools.

QUESTION:
Once a document is certified, will
that work as a source document?
Can we destroy the paper copy?

Define and Document Your Process
If you don’t document it, you can’t say that it happened. Every step of the process
must be documented, and along the way, you should document that you did follow
your process.
Establish a Validated Document Management System

ANSWER:
Correct. That’s what’s being looked
at to be done is to destroy the
original paper. There’s certainly a
lot of reluctance to do so. People get
very nervous when you’re
destroying an original, but if you
have a validated certified copy
where you know the copy is the
same as the paper copy, and it’s in
an appropriate, controlled
repository, then yes. You can
destroy the original paper and
consider the certified copy your
source for inspection and audit.

This could be any kind of a repository, but it should be a validated system here’s
certain controls and access that must be detailed in that system.
Manage Access to Certified Copies
Within the content management system, you don’t want anyone reviewing
documentation unless it’s required or unless they have a business need to see it.
Access to certified documents that contain Personally Identifiable Information
(PII) or financial information must be restricted. However, that does not
necessarily mean that access to metadata associated with such document should
also be restricted.
Train All Involved Staff
Training is required so that everyone is very clear on the expectations of what must
be done and how it’s going to be done. Documentation that the training has
occurred is also required.
Run Periodic Test Scans/Copies
From a technical perspective, it is important to run periodic test scans and test
copies to validate that the process is working.
The bottom line here is that all steps and actions must be documented. It’s a much
more rigorous process when you’re looking to have a certified copy, but you do get
to have that certified copy, and you can destroy your paper with these measures in
place.
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Quality Control Considerations for Creating a Certified Copy
When the time comes to generate a certified copy, it is important to document the
chain of custody throughout the life of the original paper document and the
transition to its electronic form. This should all be part of your validated process.
Where is that document? Who touched it? When it’s electronic, you’ll have this as
part of your audit trail.
This process should track the date and time of each step in the transition, especially
if it’s touched by three or four people in a calendar day. Each person who touched
or even viewed the document must also be tracked. Tracking must also account for
the document page count or file volume to ensure that it remains the same as it
moves through the chain of custody.

DID YOU KNOW?
In addition to the FDA’s 21 CFR
Part 11 regulation, the November
2016 revisions to ICH GCP E6
(R2) also require sites to validate
systems storing electronic
documents used for clinical
research.

Finally, tracking must include identification of the person who uploaded the
document, the person who approved the document, and everyone in between. This
is critical. These are parts of the audit trail that inspectors and auditors will look
for.
All of this is accomplished by metadata and audit trails (discussed below). All the
information is attached to the document, and stays with that document. One the
most important things when a document is moved from one system to another,
you bring the audit trail with it.


Considerations for Certified Copy Management System



Any system for housing and managing certified copies must be in absolute
compliance with 21 CFR Part 11 and Section 5 (CPMP/ICH/GCP/135/95) of
the Note for Guidance on GCP.



The system must also meet the requirements for Computerized System
Validation to confirm that the system does what it was designed to do.

Ensuring Compliance with
Part 11: a site’s perspective



An audit trail of activities within the system must be maintained.



Access to documents within the system must be controlled through
appropriate security measures.

Insight and expert advice on how
research sites can maintain
compliance with Part 11.



Adequate back-up or ‘disaster recovery’ measures must be in place.



Training must be provided, and stakeholder participation in training must be
verified through documentation. Inspectors will ask for training records.

Document Management
Success: A Guide to Part 11
System Validation

Site Responsibilities for Establishing 21 CFR Part 11 Compliance

RELATED RESOURCE:

What clinical research sites
should know about validating
computer systems.

Certain expectations must be met for a clinical site to be considered in compliance
with 21 CFR part 11 (Part 11). This applies to any organization engaged in FDA
regulated research that maintains records electronically, and includes any records
in electronic form, whether created, modified, maintained, archived, or
transmitted to others.
5 main components to Part 11 compliance:
1) System functionality: Audit trails, security, file export, intended use
2) Vendor Audit: SOPs, Disaster Recovery, Records Retention, Back-ups,
Validation
3) Site Policies and Procedures: Including letter to FDA for eSignatures
4) Validation: Increased focus on ICH GCP E6 revisions
5) Training
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Regarding signatures, the FDA requires written notice that your organization
recognizes a digital or electronic signature as the equivalent to a wet signature.
Ironically, it’s a letter with a wet signature.
The five components listed above comprise 21 CFR part 11 compliance. If any
vendor indicates that they’re Part 11 compliant, they should be able to speak to and
explain these components in their systems and in their offerings.

If any vendor indicates
that they’re Part 11
compliant, they should be
able to speak to and
explain these components
in their systems and in
their offerings.

What do ‘Metadata’ and ‘Audit Trail’ mean?
It’s useful at this point to take a moment to review two key terms used in this
examination of the creation and management of certified copies.
Metadata refers to data about data. In the context of this article, metadata is
assigned to a document. It gives you some idea about what is in that document,
who owns it, the timing about that document. Metadata is important, especially in
a digital repository. It’s specifically entered as a step in most of the processes on
the way from a document outside of a formal electronic trial master file [eTMF],
or eRegulatory binder, to storing it.
The term ‘audit trail’ refers to a record of the date and time for various events
associated with a document, and of the people who performed those activities.
For example, an audit trail would track the dates, times, and people involved when
a document is created, and when metadata associated with the document is later
edited. The audit trail is going to be what a regulator might pull up to see the
history of that document. It’s also going to be part of the reports that might be
generated from a validated system.
Sample Audit Trail:

Tips for Process Documentation of Certified Copies
The following tips for the documentation of certified copies were gathered from
stakeholders across the industry.


Assign a unique ID to each control copy, and store that information as
metadata.



Establish a unique naming convention that reflects the document and the
content. This is important because it gives you a consistent way to look at a
document and perhaps know what it is without opening it or looking any
further.



Establish and maintain a log of all control copies. Include information on the
responsible people, physical location, and copy status (issued, lost, or
destroyed) along with other documentation related to each copy.



Consider the use of watermarks to identify controlled copies downloaded
from the repository. The watermark should include the name of the person

Steps to Paperless Research Sites | www.complion.com

Page 10 of 14

who downloaded the document, along with the date and time of the
download and other unique identifiers. This helps to control documentation
that’s removed from a repository

SIGNATURES: ELECTRONIC AND DIGITAL
A critical component of going paperless is replacing wet ink signatures with
electronic or digital signatures. An electronic signature (or eSignature) is not the
same as a digital signature, but either can be the legally binding equivalent to a
handwritten signature.

ADDITIONAL RESOURCES:
Change Management: The
process of managing scope, budget
and quality to set your project up
for a successful outcome; namely to
be on time, under budget and
adhering to defined quality
standards.
A Partner in 21 CFR Part 11
Compliance
How the right partner can smooth
the path to a fully compliant
regulatory and document
management system

An eSignature is a process by which the reviewer acknowledges, typically by
entering their username and password, that they intend to sign a document and
that the document is verifiable. The software will request the signer to authenticate
him or herself once more, sometimes by simply checking a box in the application
but more often by having the user re-enter a user ID and password pair to the
application’s signing function.
A digital signature includes an added layer of cryptography, or a key that is
uniquely and publicly bound to user’s identity. The FDA accepts both forms of
signatures in clinical research, as long as the signatures meet Part 11 requirements.

CHANGE MANAGEMENT: GUIDING PRINCIPLES
The transition from managing paper documents to managing electronic
documents is a journey with many components and many moving parts. Ensuring
that the journey goes smoothly is a matter of effective change management. The
following guiding principles can aid in your change management efforts.
Address the Human Side
While the focus of the transition to a paperless system is on documents and files,
the success of that transition depends on the participation and support of staff.
You should get them to buy in and help them understand what’s in it for them.
Top-Level Sponsorship
Sponsorship of the transformation must be top-down. It typically doesn’t work if
someone at a lower level says, ‘we’re going to do this’. If there’s someone at a very
high organizational level that says this is where we need to go, and this is what we
need to do, and this is how we’re going to go about it, that tends to drive adoption
all the way through the chain of command.
Involve Every Level
Everyone should be heard from. Communicate and speak to each person so that
no one feels left out. Those who are directly contributing to the project, and those
who will be impacted by the project, should be able to embrace the change.
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Make the Formal Case
What’s in it for each person? How is each person going to take some ownership
within the process? Build your case to communicate the value to each person,
especially those who are most reluctant to engage, so that they can take some
ownership and help to move the effort forward.
Communicate the Message

The journey to paperless

Communication is key. If you surprise stakeholders with a significant change, it’s
not fair, and you’re not going to necessarily get the timely buy in that you’re looking
for. Speak to everyone involved as well. Just as individual participation is essential
for the success of your transformation, so is individual communication.

trials is not easy, but it’s

Assess the Cultural Landscape

worthwhile.
Apart from being

Organizations that have long been paper-based may not recognize the need for
change, and the transition to a paperless system will be a significant change. The
advantages to the transition need to be brought out to bring folks along.

valuable, it’s inevitable.

Prepare for the Unexpected
How will a change in management or the sale of your company affect the paperless
transition?

TAKEAWAY THOUGHTS
The journey to paperless trials is not easy, but it’s worthwhile. Apart from being
valuable, it’s inevitable. This is the way our industry and our landscape is moving,
and it’s better to be onboard rather than be surprised by it. While this article
focuses on the initial steps to transitioning to a digital environment, note that this
is just the beginning.
The need for technological expertise is critical. Whether you have the expertise
within your organization, or it’s brought in from the outside, the technical area will
require some guidance. A knowledgeable and experienced partner will take time
to understand your processes and implement a solution that will grow with your
organization.
Managing clinical trials in a digital world will be resource efficient, cost efficient,
and will benefit the end to end process -- and ultimately benefit the patient.
Patients will be better managed and have a better experience when the
documentation is available digitally and available sooner for an assessment.
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Additional Resources from Complion, Inc.
Steps to Paperless Clinical Trials: Certified Copies and More
Watch the webinar on which this article is based. Whether you’ve taken the first steps toward a paperless clinical trial
environment, or are still contemplating that very important transformation.

Case Study: South Texas Cardiovascular Consultants, PLLC
Learn how Complion helped a Texas Cardiovascular research department reach new levels of efficiency.

Embracing a Paperless Process for Your Site
Learn how Dustin Caldwell of OptiMed Research in Ohio and Neal Surasky of Chesapeake Research Group in Maryland share
the details of the decisions made and obstacles encountered as their organizations severed their tethers to paper.

Best Practices for Regulatory and Document Management
Learn how a regulatory and document system can complement and connect with CTMS and other systems to save time, improve
compliance and access.

Interested in learning more about Complion?
Complion delivers everything you need to collect, organize and manage your regulatory
and trial documents. Experience for yourself this powerful, easy-to-use platform built to:

 Capture and file documents into a single platform
 Quickly access the documents you need
 Streamline tasks and track to completion
 Integrate with other applications
 Enable complete oversight and control across trials

Sign up for an interactive tour
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