
10 Key Considerations for GDPR Compliance 
– a Guide for Businesses 



Introduced to harmonise data privacy across the EU, the GDPR is poised to replace 
all existing data protection laws in favour of a pan-European regulatory framework, 
effective from 25 May 2018.

GDPR Explained 

The introduction of the General Data Protection Regulation (GDPR) represents the most significant change 
to data protection law, both in Europe and globally, of the last 20 years.



The Importance of GDPR
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The purpose of the regulation is to improve consumer confidence in organisations that hold and process 
personal data, as well as standardising and simplifying the free flow of information across the EU. 

Organisations that take the time to properly prepare for, and comply with, the GDPR will not only find that 
their data handling, information security, and compliance processes are far more reliable and robust, but 
they will also avoid significant fines and other penalties. 

Failing to comply with the regulation is costly – infringement can bring fines of up to 4% of annual global 
revenue or €20 million, whichever is the greater, not to mention the corporate reputational damage 
that goes alongside failing to meet GDPR standards.

In short, it pays to ensure that your organisation is ready for the GDPR. 

10 Key Considerations 

The GDPR incorporates many similar concepts and principles to those expressed within the existing UK Data  
Protection Act 1998. So, it stands to reason, if an organisation is currently compliant, the journey to GDPR  
compliance should be relatively short and simple. 

However, there are a number of caveats within the GDPR that are not included within the Data Protection Act, so 
we’ve created this guide to outline these specific differences and additions to help organisations better prepare 
for the change. 
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1 - Preparation

The most important aspect of any adjustment in regulation is ensuring that key decision-
makers within the business understand the changes and why they are necessary. 
Failing to comply with the GDPR can have a significant monetary and reputational impact, 
so ensuring that senior figures know why it’s in their best interests is integral to promoting 
its importance. 

Implementing the GDPR may also have substantial resource implications, especially for 
larger organisations where the gathering and holding of personal data tends to occur on 
a much larger and more complex scale. However, these issues can be averted by planning 
ahead of time.  

Preparation is key. To make the transition away from the current data protection 
rules to the GDPR as smooth as possible, it’s crucial that key decision-makers are 
made aware, and that additional resources are made available ahead of time. 

2 - Document, Audit and Review 

Documenting, auditing, and reviewing personal data is imperative to ensure that it is 
shareable, useable, and long-lasting. 

One of the updates the GDPR will introduce refers to an individual’s rights within a 
networked world. If information is shared between two different organisations, it must 
be consistent. 

Without an understanding of exactly what information is  held and with whom, organisations 
cannot guarantee that there are no irregularities and will therefore fail to comply. So a 
documented audit of all personal data held and shared is essential. 

To meet the GDPR criteria, you’ll need to create a detailed, documented list of 
all stored personal data, where it came from, and who it’s shared with, and then 
cross-reference this information with other internal departments and external 
organisations to ensure that information does not vary.
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3 - Communication 

The Data Protection Act states that whenever an individual’s personal data is collected, 
they must be provided with the identity of the organisation doing the collecting, and how 
their information will be used. 

The GDPR expands upon this. To comply with the new requirements, individuals will now 
also need to be informed of the period of time their data will be held for, and the legal 
basis under which their information is being processed. 

To account for these additional changes, communication is paramount. Individuals 
are encouraged to make a complaint to the body overseeing the GDPR in the UK, the 
Information Commissioner's Office (ICO) should they feel their information is being 
misused. So, to avoid potential fines, organisations must prioritise transparency and 
convey all necessary information clearly and simply.

Updating all appropriate privacy notices to convey this additional information is 
of crucial importance in order to be ready for the GDPR.

4 - Individuals’ Data Rights  

To legally collect, store, and process personal information, it is imperative to have an 
understanding of the data rights of the individual. 

The Data Protection Act states that all individuals must be informed of how their data will 
be used and by whom, and they have the right to object against its use and change any 
records they deem inaccurate. 

On the whole, the GDPR is set to afford the same rights to individuals as the Data 
Protection Act, except in two specific instances – the right to be forgotten and the right to 
data portability. 

To comply with the GDPR, organisations must be able to safely and securely dispose 
of an individual’s personal information in its entirety and must have the capabilities to 
transfer information to another data controller, over a secure network, in a frequently 
used format.

To achieve compliance, organisations need to check and update their current 
procedures and ensure they cover all the rights that individuals have under the 
GDPR. 
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5 - Subject Access Requests 

A Subject Access Request refers to a written request made by an individual, or on behalf 
of an individual, for the information held on them by an organisation.  

The Data Protection Act states that organisations are allowed to charge individuals when 
complying with these requests and gives them 40 days to comply. 

The GDPR is altering this considerably. In most cases the organisation will have to respond 
to every application within a month and won’t be able to charge individuals when actioning 
requests. Grounds for refusal are also becoming stricter, and if an organisation wants to 
refuse a request, they must demonstrate why it is unfounded.  

To achieve compliance, organisations need to have policies and procedures in 
place to handle requests within the new timescales. 

6 - Lawful Processing   

Lawfully processing personal data under the GDPR requires organisations to identify and 
document a ‘legal basis’. 

A legal basis is more frequently known as the ‘conditions for processing’ and determines 
whether organisations have a legitimate reason for gathering, storing, and processing an 
individual’s personal data. 

If organisations are unable to provide a legitimate reason, then they open themselves up 
to the possibility of fines and damages. Therefore, ensuring that the legal basis is properly 
documented and accessible is of the utmost importance. 

Lawful processing is a new addition not required under the Data Protection Act, 
so to comply with the GDPR organisations will need to look at the varying types 
of data processing procedures they carry out, identify the varying legal bases for 
continuing, and accurately document this. 
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7 - Consent  

When gathering personal data, it is essential to ensure the information is obtained in a 
manner whereby consent is freely given. 

Consent under the GDPR requires clear affirmative action, which means that silence, pre-
ticked check-boxes, or inactivity do not count. 

Consent must be unambiguous, and organisations must review how they are seeking, 
obtaining, and recording consent and examine whether or not these methods are 
compatible with the guidelines laid out in the GDPR.

Most importantly, in all situations an organisation must be able to demonstrate 
that consent was provided, so creating straightforward, easy-to-follow processes 
to achieve this goal is key to becoming ready for the GDPR.  

8 - Personal Data for Children  

Under the GDPR, the collection, storing, and processing of any information of a child is 
expressly prohibited except in those situations where parents/guardians have provided 
consent. 

In this case, a child refers to any person below 16 years of age, although member states 
do have the power to reduce this to a maximum age of 13. 

To achieve compliance, any organisation that seeks to offer an information 
society service aimed at children must implement processes and systems that 
can verify individual’s ages and, if necessary, gather the relevant parental/
guardian consent.

10 Key Considerations 



www.iomart.comwww.iomart.comwww.iomart.com

9 - Data Breaches  

Information security breaches are one of the largest threats to organisations, and under 
the GDPR all data breaches likely to cause damage to the individual, such as identity theft, 
or a confidentiality leak, must be reported to the Information Commissioner's Office (ICO).

Data breaches can come in many shapes and sizes, and it is not always immediately 
noticeable when an organisation has suffered from an attack. 

For this reason, organisations must ensure that they have the right procedures in place to 
detect, report and investigate a data breach so that they can inform the ICO and reduce 
the fallout from any incident. 

For an organisation to achieve compliance, it is imperative that they assess 
the types of data they hold, document what would fall within the notification 
requirement if compromised, and develop policies and procedures for managing 
any breaches.

10 - Data Protection Officers

The role of a Data Protection Officer (DPO) is to monitor data protection compliance, 
provide information and advice, and liaise with the supervisory authority. 

Under the GDPR, DPOs must be appointed in cases where personal data processing 
is carried out by a public authority or if personal data processing is carried out on a 
particularly large scale.

DPOs must have the knowledge, support, and authority to take responsibility effectively 
for an organisation’s data protection compliance.

Organisations need to consider whether they are required to designate a DPO 
and, if not, whether their current approach to data protection compliance will 
meet the GDPR requirements, or whether they must seek advice.  
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GDPR compliance is much more than just an IT issue and every member of the organisation, including key decision-
makers, should be aware of what needs to happen to ensure that the right steps are taken to become GDPR ready.

Every organisation that processes or shares the personal information of EU citizens must comply with this new 
regulation. This includes businesses that operate outside of the European Union. If they are found to be handling 
EU citizens’ data then they are accountable, and those not adhering to the GDPR will face penalties. 

If you are starting out on your journey to GDPR compliance, or you have already started but need to validate the 
approach you are taking, then our GDPR Quick Start Assessment workshop will show you how your organisation 
could be impacted by the GDPR and make key recommendations to help you become compliant.

We strongly advise that organisations check any and all changes they make for GDPR with their lawyers to ensure 
that they are compliant from a legal perspective. 

More Than Just an IT Issue 
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Read Our GDPR Quick 
Start Assessment 
Workshop Brochure

Download

https://cdn2.hubspot.net/hubfs/1828969/iomart%20GDPR%20quickstart%20doc_AG_9may%20-%20flyer.pdf


As the most accredited cloud company in the UK, iomart’s 300+ expert consultants 
and solutions architects give you all the insight, guidance and technology you need to 
make the cloud work for you.

Call us now on 0800 040 7228 or visit www.iomart.com to find out more.

About iomart

iomart helps organisations maximise the flexibility, cost effectiveness and security of the cloud.
With a dynamic range of managed cloud services that integrate with the hyper clouds of AWS and Azure, 
our agnostic approach delivers solutions tailored to your specific requirements.

http://www.iomart.com

