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Introduction
Ransomware is one of the most ruthless yet simple forms of cyberattack.
It can cause huge financial and operational damage - and it’s on the rise.
Cyber gangs hold devices or computer files to ransom by locking them down
and/or encrypting their data. The victim is asked to pay a ransom in order to
regain access. But even if the ransom is paid, there is no guarantee that the
organisation will get its data back.
UK organisations have been identified as being at particular risk. According to the first joint
report by the National Crime Agency (NCA) and the National Cyber Security Centre (NCSC)
“ransomware remains the most common cyber extortion method.”
In their report entitled “The Cyber Threat to UK Business 2016 – 2017” they warned of:
A move towards targeting specific businesses, where the rewards can be greater
More ransomware incorporating locker techniques that prevent the downloading of decryption tools
New strains employing unusual features to attract media attention in a saturated marketplace
A survey by our security partner TrendMicro in 2016 revealed that almost half (44%) of UK businesses
had been infected by ransomware in the previous 24 months. More and more new types of ransomware
are being identified all the time – with 62 new families classified in the last year alone.
Organisations need to be fully aware of the threat and build defence against ransomware into their
security strategy.

In this guide we will explain what ransomware is, who is at risk and provide
comprehensive advice on how to defend against this rapidly evolving threat.
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What Does a Ransomware Attack Look Like?
Ominous messages like this feel like something out of
a horror movie, but as NHS trusts across the UK have
discovered to their cost, they are in fact a reality that an
increasing number of organisations around the globe are
facing. The money demanded by the attackers to decrypt
files varies significantly from a few hundred pounds to many
thousands. Indeed, there are predictions that ransomware
is fast becoming a $1billion industry.
Organisations that rely on ready, round-the-clock access
to data in order to operate are often forced to pay up, as
they simply cannot afford any downtime whatsoever. This
is what the attackers play on, often asking for payment in
Bitcoin which is very hard to trace.

Extortion Tactics
Extortion has been a mainstay of organised crime for decades. Today, anonymous cyber criminals use
high-pressure techniques to issue their ransom ultimatums. Anyone in receipt of an attack can expect
any of the following fear-tactics to make up part of the demand:
The threat to completely erase all data and terminate all machines for good
The threat to make encrypted data absolutely unrecoverable if the ransom is not paid by a certain time
The threat that ransom payments will increase as time goes on
The threat of posting captured and sensitive data publicly if demands are not met
The claim to be law enforcement with subsequent prosecution if demands are not met

It is extortion at its ugliest, and a serious problem for the modern enterprise and for small businesses
who are less likely to be protected and prepared for such attacks.
Ransomware attacks are often dismissed as ‘one hit’ assaults on a single machine but they can also seep
into a network undetected to cause problems many months later.

www.iomart.com

4

Common Types of Ransomware
Ransomware comes in many guises and new ‘zero day exploits’ (previously unknown versions) appear all
the time. Let’s take a look at some of the most common types that could put your organisation at risk.

CryptoLocker
The word “CryptoLocker” has become synonymous with ransomware. Even though the original
CryptoLocker botnet was shut down in 2014 it has spawned many unrelated ransomware trojans that
have extorted £millions. It works by infiltrating a computer via infected email attachments and encrypting
files. A message is displayed offering to decrypt the data only if a payment (often via Bitcoin) is made by
a stated deadline, after which the data will be deleted.

CTB-Locker
CTB-Locker heralded in a new wave of ransomware. Essentially, the end user is met with the same demand
– “your files are encrypted, please pay X-amount in bitcoin to have them decrypted.” The difference,
however, lies in the fact that CTB-Locker hides in the command and control servers in the peer-2-peer
Tor dark network, which makes it difficult to hunt down the attackers. It is multi-lingual and uses an
unorthodox cryptographic scheme, which makes file decryption pretty much impossible.

Cerber
Cerber gained in popularity as a ransomware of choice for cyber criminals during 2016 because of
its ability to attack individual machines and encrypt enterprise databases. It uses a variety of tactics,
including non-typical behaviours such as Distributed Denial of Service (DDoS), to carry out attacks on
cloud platforms. It also reads its ransom note aloud to the victim via a text-to-speech module.

Crysis
This is distributed via remote desktop protocol brute force attacks using spam emails. It allows a clever
hacker to use privilege escalation techniques to gain administrator access to your systems and encrypt
data for ransom.
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Common Types of Ransomware (continued)
Locky
Locky is a relatively new type of ransomware which uses an email message disguised as an invoice to
spread the malware. The victim is asked to enable macros to read the document. As soon as that is done,
Locky starts encrypting a large array of file types using AES encryption. When encryption is complete a
Bitcoin ransom demand is made.

TorrentLocker
This ransomware targets small businesses where security practices are likely to be lax. Attacks tend to be
in the form of emails from fake job applicants with a C.V. as an attachment.

TeslaCrypt
TeslaCrypt is distributed via the Angler exploit kit and uses an AES algorithm to encrypt files specifically
attacking vulnerabilities in Adobe. Once a vulnerability is exploited, TeslaCrypt installs itself in the Microsoft
temp folder.

PetrWrap
This is a variant of 2016’s Petya ransomware which encrypted portions of the hard drive where files are
stored. Petya was cracked but this new strain uses the PsExec tool to install ransomware on any endpoint
it can access.

60
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These are just some of the more than 60 different families of ransomware
that exist today. They all rely on slightly different technology but are linked
by a common factor - they are incredibly difficult to circumvent once a
breach has been achieved, especially if time is a critical consideration for
the organisation under attack.
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What Types of Organisation Are at Risk?
It is safe to say that no organisation or indeed individual is completely
impervious to ransomware.
Most ransomware enters a system through an endpoint device such
as a desktop computer, laptop, smartphone or tablet, with a significant
percentage originating from email. This means that no matter what
sort of anti-virus protection an organisation has in place, it can be hard
to exercise blanket control over what employees open in emails and
other communications that they receive.
Even so, there are certain industries that are proving to be prime
targets for ransomware attacks.

Healthcare
The healthcare industry is a natural target for ransomware, due to the amount of sensitive
data it deals with. In addition, the large number of employees at hospitals and NHS trusts
make cyber-security training an extremely difficult endeavour to undertake.
One of the most high profile ransomware attack was carried out against Hollywood Presbyterian Medical
Centre in California, where malware left staff unable to communicate electronically for ten days. In the end
the hospital paid $17,000 in bitcoin to the attackers “in the best interest of restoring normal operations.”
In the UK, a May 2017 attack forced many NHS Trusts to cancel treatment and appointments. Previously,
according to a Freedom of Information request, a third of them had been affected by ransomware with
80 per cent targeted by phishing emails. One of them, Imperial College Healthcare in London, suffered
19 attacks in just 12 months. Lincolnshire NHS Trust had to cancel 2,800 appointments as the result of
a ransomware attack.

Education
Schools and universities, which hold data for thousands of staff and students, are also
attractive targets for cybercriminals and, once again, the amount of people also makes for
multiple endpoints for entry.
Freedom of Information requests answered by 71 universities in the UK in the summer of 2016 revealed
that 63 percent of them had been victims of ransomware attacks, with one of them, Bournemouth
University, being targeted on 21 occasions. None of the institutions paid the ransom which suggests that
the motive was not necessarily financial.
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What Types of Organisation Are at Risk? (continued)
Financial
Not only did the number of financial services transactions increase in the UK last year (up 10%),
so did the number of cyber attacks. The Financial Conduct Authority reported a 1,400 per cent
leap in the number of cyber attacks against financial services groups over the last two years.
Nausicaa Delfas, the FCA’s director of specialist supervision,
was quoted as saying, “The reality is that even the smallest firm
holds large quantities of sensitive data which, if compromised,
could then have a ripple effect to other areas of the financial
sector and, indeed, businesses more broadly.”
She forecast that ransomware attacks will “significantly increase”
over the next few years.

Government
It’s unsurprising that governments and local authorities are also prominent targets for
ransomware attacks. In the UK, numerous local authorities have fallen victim with one council
suffering 13 separate assaults throughout a 12 month period.
In January 2016, Lincolnshire County Council was forced to shut down its entire IT system after it was
subject to a much publicised ransomware attack which was triggered accidentally by one user of the
system, showing just how easy it is for an attack of such a grand scale to be made.

Business
All businesses – especially large companies – are vulnerable to ransomware attacks, especially
those that are deemed able to pay large sums if necessary.
Attacks can be a long time in the making. One hacker spent six months encrypting one company’s
information before it was stored in the database, completely undetected by staff. When the attacker
finally removed the encryption key, the application crashed, and a demand of $50,000 was made to
restore the files.
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How to Protect Against Ransomware
There are many challenges that organisations face
with regards to ransomware that make the problem
not an easy one to solve.
First, anti-virus software cannot be relied upon to
detect and prevent all ransomware from entering a
device. Second, it only takes one breach via a single
endpoint to potentially infect an entire network.
Third, educating large amounts of employees about
the threat is neither a simple nor cheap endeavour.
With all this in mind, combined with the fact that
ransomware is proving to be one of the most
lucrative forms of income for cybercriminals, it
should only be expected that the volume of attacks
continues to rise and the ongoing threat increase.

Staff Education
To construct a proper defence against ransomware you have to start with your people and processes.
Educate your staff to be suspicious about every email and email attachment they receive. Make sure they
don’t download illegal software and make sure your policy extends to the use of mobile devices as well
as those staff are using in the office. Remind them regularly of your organisation’s approach to cyber
security and ensure new staff go through the same training.

Security Software
Make sure that all software used in your organisation has the latest security updates applied. Consider
using software that blocks threats at the gateway and offers features like endpoint and network protection
that monitor for potential threats and give you clear visibility of your network traffic. Extend the protection
to your servers by patching any vulnerabilities and using hardware that is still supported.
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How to Protect Against Ransomware (continued)
Backup and Disaster Recovery
Even if you do all of the above, the best way for an organisation to be protected against the rising threat
of ransomware is to have a reliable Backup and Disaster Recovery plan in place. This way, even if a breach
does take place, files and systems can be restored and your staff can get on with their work.
An offsite cloud solution is the most secure way of achieving this. Backing up an organisation’s entire
system in the cloud will ensure that any encrypted data is immediately recoverable should a ransomware
attack occur. This buys time as staff try to combat the encryption.
When organisations rely on immediate and round-the-clock access to data, they are inherently vulnerable
to ransomware attacks, and might be in a position where they have no choice but to pay up. But, if all
of their files are backed up and can be recovered from the cloud with relative ease, then there is no
immediate threat to the continuation of operations. Indeed, the threat of having files destroyed by the
attacker may in fact be rendered null and void, since they are backed up.

Top Tips To Protect Against Ransomware
Backup all data every single day
Better still, choose Disaster Recovery as a Service to automate regular backups
Avoid placing all data on a single file share that is accessible by everyone
Keep all software and operating systems up to date
Provide ongoing security training for all staff to ensure they understand the threat
Perform regular threat analysis and penetration testing to identify any vulnerabilities

If your organisation does come under attack then, provided you are securely backed up in the cloud, the
damage can be minimised. Infected machines can be removed from the network, preventing the spread
of the malware, and be replaced at a later date. An investigation can be launched and the data can be
evaluated to see if it can be unencrypted.
This can take place without having a negative effect on business uptime, as your Backup and DRaaS
solution will provide access to all information that is needed in the meantime. In many cases, the ransom
need never be paid, and the attack can be extinguished.
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Conclusion
New variants of ransomware are emerging all the time and attackers come in many forms – from the
established criminal gang seeking financial gain to the student techie who’s bought an exploit kit online
and wants to wreak a little bit of havoc for fun.
By understanding what data you have, who is likely to want to steal it and how they might do that, you can
take the right measures to avoid falling victim.

To find out more about iomart’s managed
security services please click here
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About iomart
iomart helps you maximise the flexibility, cost effectiveness and security of the cloud.
From strategy to delivery, our 300+ consultants and solutions architects provide the cloud expertise to
transform your business. With a dynamic range of managed cloud services that integrate with the public clouds
of AWS and Azure, our agnostic approach delivers solutions tailored to your exact needs.
iomart is a long term supplier to G-Cloud and our infrastructure and cloud and backup services are designed
to meet the requirements of the UK public sector.

For further details email info@iomart.com or call 0800 040 7228
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