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What Is Uptime?

All businesses have a cost associated with their IT systems being unavailable. This can be a hard cost 
that can be calculated, such as loss of revenue, or a soft cost, such as reputational damage, which can be 
harder to quantify. 

The one sure thing is that all sizes and types of business can be affected. 

In more recent times, brands like British Airways and Sony have experienced serious outages. In British 
Airways’ case a data centre outage caused customers to be stranded across the globe and cost its parent 
company an estimated £80million, while in Sony’s case its outage left hundreds of thousands of gamers 
on its PlayStation network furious.

While huge entities like these can survive, for the smaller company a major outage can be catastrophic 
and actually put it out of business forever.

 ¹ https://www.gartner.com/doc/334197/nsm-weakest-link-business-availability

“What do Continental Airlines, the London Stock Exchange, Hershey Foods, eBay, AT&T, MCI 
WorldCom, Microsoft, the New York Stock Exchange and the Federal Aviation Administration have 
in common? They all experienced high-profile downtime and received enormous press coverage 
for all the wrong reasons. For most, the outages resulted in lost revenue. For all, the downtime 
tarnished their company image and reputation.” 

As Gartner once posed¹,

In this eBook we will help you to understand the damage that downtime can cause; 
why maximum uptime is a must in the digital age; and the best way to achieve it.
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Causes of Downtime

What you might think of as the main causes of downtime and the actual causes could be very different.  
Most people immediately point to hardware failure as the most common cause but in reality it is people 
and processes.   

Gartner research showed that an average of 80 percent of mission-critical application service downtime 
was directly caused by people or process failures. The other 20 percent was caused by technology failure, 
environmental failure or a disaster. How we perceive it is very different to the reality hidden beneath.

Human error – this could cover a wide range of mishaps. Many of these are administrative errors such 
as removing the wrong drive, un-plugging the wrong cable, typing the wrong command, or deleting the 
wrong files, but human error can also occur during design, commissioning and decommissioning.

Software failure – when an application or operating system crashes.

Hardware failure – this might be a component such as a drive, a power supply or fan, or a whole unit 
such as a server, switch or storage array. 

DDoS - a Distributed Denial of Service (DDoS) or other type of cyber attack. 

Natural Disaster - an extreme weather event such as a flood, fire or hurricane which damages your IT 
systems and potentially also the physical infrastructure of your business.

With well-designed equipment, a robustly designed infrastructure, the right technical expertise and the 
tools and processes to use that expertise properly, you can minimise downtime and pre-prepare for any 
that does occur to avoid the serious disruption it can cause.
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Downtime – The Reality
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Achieving Uptime

The best way to achieve maximum uptime is to identify the things that commonly fail in your business 
and what impact their failure has. 

Some causes are easy to overcome. For instance, making sure key pieces of equipment are redundant 
(that there are two of them). This can apply to hard drives in your servers, storage and workstations or to 
your power supplies or networking equipment.   

Do you have spares for your printers, network switches, wireless access points and client devices (such 
as laptops or phones)?

Then there are more critical things that, if they fail, will have a serious impact on the business. These are 
more challenging to make resilient, such as email servers and key applications (CRM, ERP, website etc). 
Even though customers might not necessarily notice their loss, they have a heavy impact on the services 
you can deliver. These things are difficult to make resilient because they require key skills in both the 
application and the infrastructure supporting it to make them robust. And it can be a challenge to do this 
at a price the business can afford.

If you do not do this, you could be causing problems further down the line.

It is therefore imperative that you invest in achieving maximum uptime in the most cost-effective way. 

Identify – what systems might fail

Take time – to learn what impact that would have

Weigh up – what your options are

Design – applications and systems for high availability

Consider – how to implement the best solution without causing disruption to the business

Value – what would the solution cost in comparison to the cost of the downtime
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Five Steps to Maximum Uptime 

1. Know what service and equipment is critical.

This involves looking at what systems support the revenue the business generates, what has an impact 
on the delivery of customer service, and what stops staff from doing their work. If your email goes down, 
for example, will that stop the business functioning?

2. Identify single points of failure.

This can refer to both equipment and people. With reference to equipment – if a particular component 
breaks, for example the hard drive, does that prevent the service from being delivered? With reference 
to people - if only one person knows how to operate the equipment or carry out a particular IT function, 
he or she should be considered as a single point of failure.

3. Analyse and understand the cost of downtime. 

Knowing the associated cost of any downtime will give you a better idea of what you should spend on 
resilience. For instance, a commodities trader with a small IT system could lose huge sums of money 
through downtime. So they might spend a significant amount on putting an enterprise-grade business 
continuity solution in place. Equally, a large company might consider only a small spend if downtime was 
judged to cause little impact to their revenue.

4. Have processes to work around failures. 

If an IT system goes down, work can often continue but only if people understand how to overcome the 
failure. Do your employees understand how to get your orders out if the system is down? Is there a way 
customers can get in contact if your phones or email are down? Have workarounds in place and test 
them regularly.   

5. Engaging a trusted technology partner.

Work with a partner who understands your business and its requirements. Ensure they can help you to 
scope and design a robust and resilient platform to ensure consistent IT delivery and maximum uptime. 
Bespoke does not have to be expensive. It’s just the way to get exactly what you require to ensure 
business continuity. 
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About iomart

www.iomart.com

iomart helps you maximise the flexibility, cost effectiveness and security of the cloud. 

From strategy to delivery, our 300+ consultants and solutions architects provide the cloud expertise to 

transform your business. With a dynamic range of managed cloud services that integrate with the public clouds 

of AWS and Azure, our agnostic approach delivers solutions tailored to your exact needs. 

iomart is a long term supplier to G-Cloud and our infrastructure and cloud and backup services are designed 

to meet the requirements of the UK public sector.

For further details email info@iomart.com or call 0800 040 7228
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