
Mitigating the risk to commercial flights operating in airspace over hostile environments  

The Challenge 
 

Following the recent UK/US implementation of a ban 

on electronic devices carried in aircraft cabins when 

flying from certain countries, it is clear that the     

aviation industry is under increasing pressure     

globally to reassure its passengers and crew that all 

of the necessary measures are in place to ensure 

commercial flying is as safe as possible in light of the 

ongoing threat posed by international terrorism.   
 

Although travellers may be somewhat reassured by 

these additional precautions, is there another less 

obvious risk which is much harder to mitigate?  
 

In this report, we look at the important but often     

overlooked issue of commercial aircraft operating in 

airspace over hostile environments and poses a    

number of questions including: 

 How is the risk to airspace assessed? 

 Can we rely on the intelligence provided? 

 What options do airlines have? 

 What criteria should organisations consider when 

selecting airlines? 

 Who is ultimately responsible for the safety of our 

travellers? 

 

Assessing the risk may not be so clear cut 
 

In many areas of the world, a state of armed conflict 

exists, whether declared or undeclared. Whilst it may 

seem obvious that any conflict will almost certainly 

pose a risk to aircraft operating in close proximity to 

the affected area, there is less consideration given to 

the fact that aircraft overflying the conflict zone may 

also be subject to an increased risk. 
 

The decision to halt services operating over a conflict 

zone may seem like an obvious necessity, especially as 

all nations have a responsibility to restrict traffic or 

close all or part of their airspace should the risk       

become unacceptable (under the terms of the           

International Civil Aviation Organisation (ICAO) Chicago 

Convention). However, assessing this risk is not as 

clear cut as one might expect. 
 

Capability and Intent 
 

Countries embroiled in conflict will rely heavily on their 

military intelligence to assess any risk posed to         

aviation, in line with their responsibilities as laid out 

under the terms of ICAO. This risk is generally           

assessed in terms of capability and intent.  

 

As a rule, capability will usually focus on the weapons 

platforms which are available to those involved in the 

conflict, in particular the threat they pose to overflying 

civilian aircraft. 
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Intent will be taken as an assessment of the likelihood 

that a weapons system would be used against a      

specific target or group of targets.  
 

The problem with assessing civil aviation risk within 

the confines of military intelligence is that capability 

can be underestimated and intent can be mis-

interpreted. Invariably, those fighting in conflict zones 

are not regular armed forces, often lacking in training 

and without a robust command structure. They are 

often solely motivated by the cause for which they are 

fighting, which can lead to reckless intent resulting in 

non-combatants being targeted. 

 

Decision making will vary   
 

To compound the problem, whilst many major airlines 

will not solely rely on the assessment of the country 

for which they are flying over, smaller budget carriers, 

particularly those operating out of developing       

countries, may not be adequately equipped to identify 

potential danger zones. These airlines often lack the 

same security standards and infrastructure that help 

make the major carriers among the safest in the 

world. Therefore, whilst many major airlines are likely 

to avoid flying over certain potentially dangerous air 

space, others may maintain purely standard operating 

schedules. Currently there is no legal mechanism to 

prevent them from doing so, or oblige them to convey 

this information to their passengers. 

 

Examples from recent history   
 

High profile events in recent years have obviously   

resulted in more focus being placed on this less      

publicised threat to aviation. In July 2014, the            

vulnerability of the commercial aviation industry was 

brought into question when a Malaysia Airlines Boeing 

777 was shot down by a Buk surface-to-air missile 

whilst on route from Amsterdam to Kuala Lumpur.  
 

It later emerged that, although airspace had been    

restricted due to the ongoing conflict in the Eastern 

Ukraine border region with Russia, the restriction only 

applied to airspace below 32,000 feet. Malaysia        

Airlines Flight MH17 was at 33,000 feet when it was hit 

by the missile. From the perspective of most             

operators, the flight corridors above 32,000 feet were 

deemed safe airspace and flight operations above the 

restricted zone were carried out by numerous air     

carriers from different countries on that day.  
 

In the seven days prior to the incident, approximately 

900 commercial airliners used the same airspace    

corridor as MH17, with Aeroflot, Singapore Airlines, 

Ukraine International Airlines, Lufthansa and Malaysia 

Airlines being the most active carriers. 
 

Similar concerns emerged following the loss of     

Metrojet Flight 7K9268 over Egypt’s restive North  

Sinai Peninsula in October 2015.  

Despite the now widely accepted supposition that an 

explosive device planted on-board the aircraft 

brought down the flight, at the time of the incident, 

the possibility of the aircraft being shot down in a 

similar fashion to MH17 also surfaced as a theory 

given the aircraft’s position over restricted airspace. 

In the immediate aftermath of the crash, a number 

of major global airlines proactively ceased flights 

over the airspace in question and operations into 

and out of Sharm El Sheikh reduced to a bare       

minimum.  

Maintaining a safe flight plan 
 

Determining where a commercial airliner can fly safely 

is more complicated than simply identifying obvious 

conflict zones. Regulators who issue NOTAMs rely on 

intelligence operations to understand what weapons 

are in use on the ground and whether they pose any 

risk to jets. In many cases, such as flights over          

Afghanistan, regulators require pilots to maintain a 

minimum altitude deemed safe from possible ground 

fire. Regions within Egypt, Libya, Syria, Somalia,     

Yemen, Mali, North Korea and Ukraine also face      

similar restrictions of one form or another.  
 

Nevertheless, it should be noted that the Buk missile 

system, claimed to have brought down MH17, is a   

sophisticated radar-guided platform that can launch 

missiles with a range of up to 80,000 feet, far exceed-

ing the ceiling altitude of most commercial airliners. 
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Notice to Airmen (NOTAM) 
 

A Notice to Airmen (NOTAM or NoTAM) is a   

notice filed with an aviation authority to alert 

aircraft pilots of potential hazards along a flight 

route or at a location that could affect the   

safety of the flight. Individual countries issue 

NOTAMs and flight crew transiting the airspace 

of several  different countries are likely to     

receive numerous NOTAMs whilst preparing 

their flight plan. NOTAMs were in place at the 

time of both the MH17 and Metrojet incidents 

yet despite the outcomes, there had been no 

violations of the notices in place. Both aircraft 

were operating in restricted but open airspace. 



Airlines face increasingly limited options 
 

The alternative is to avoid conflict airspace altogether. 

This seems to be an obvious solution although in  

practice it is becoming increasingly difficult given the 

ever-expanding global conflict zones. Taking a      

standard flight plan between any European city and 

South East Asia, Australia or the Pacific region, it's very 

difficult to find a route that doesn't fly over a conflict 

zone of some sort.  
 

Situations such as the very recent example of Qatar’s 

diplomatic isolation by its Middle Eastern neighbours 

and the ensuing restrictions on airspace only go to 

compound the already difficult situation for airlines.  

When you also factor in NOTAMs for natural             

occurrences such as hazardous weather or terrain 

warnings, the options left to create a safe flight plan 

become less straightforward and, indeed, can make 

far less commercial sense given the impact rerouting 

can have on fuel costs and the ensuing concerns over 

reduced margins.   

 

The commercial impact  
 

View any real-time live flight-tracking site and the map 

shows a very different picture to that of recent years.  

Huge gaps now appear over the conflict zones of the 

Middle East, which are widely regarded and expected 

to be no-fly zones for the world’s commercial airlines.  
 

Instead of taking the traditional direct route to and 

from the Gulf, which is usually across Syrian and Iraqi 

airspace, most aircraft are now being forced into a 

tight corridor that routes southward typically taking 

aircraft across the Black Sea from Romania to Turkey 

crossing into Iranian airspace west of Lake Urmia. 

From here aircraft track down the west side of the 

country, passing close to Khorramabad in the Zagros 

Mountains before flying out over the Gulf near Kish 

island.  
 

This has meant increased costs for airliners and       

reduced revenues for those countries now being 

avoided. This is primarily due to the navigation levy 

imposed on airlines crossing through sovereign       

airspace. Iranian air traffic control says they have been 

forced to create additional flight corridors to cope with 

the demand for airspace. In one year, Iranian aviation 

sources claim that the number of aircraft passing 

through Iranian airspace has increased by over 30 per 

cent. With large commercial jets charged around 

US$2,000 an overflight, Iran could be making as much 

as US$2 million (Dh7.3m) a day – $1m of which is at 

Iraq’s expense and all such payments are exempt from 

international sanctions. 
 

The International Civil Aviation Organisation advocates 

that airline operators have the ultimate responsibility 

to decide where they are able to operate safely.  

 

However, the decisions made by airlines factor in 

more than safety and risk mitigation, with issues such 

as fuel costs and planning the most economical route 

for the aircraft also being key considerations.  Many 

airlines operate on tight margins, particularly budget 

or short haul operators, and it is these carriers who 

are often impacted the most due to conflict zone     

rerouting.  For these airlines, flight plan routing can 

mean the difference between a profitable flight and a 

non-profitable flight which can place huge burdens on 

the flight crew, who may be under pressure to put 

profitability ahead of potential risk. 

 

Airline selection 
 

Obviously, little can be done by individual organi-

sations about the broader macro risk environment 

within which airlines are now operating. Making      

informed decisions about the airlines themselves is 

therefore of vital importance, although this in itself 

isn’t always easy.   

 

Identifying low risk airlines 
 

When assessing the risk potential of a particular      

airlines, it is simply not as straightforward as using   

historical data to highlight the number of incidents 

over a given time.  
 

Qantas, for instance, has been subjected to two very 

serious incidents in recent years involving flight QF32 

out of Singapore and flight QF72 off the coast of     

Australia, both of which had the potential to escalate 

into critical situations. It was the Qantas pilots who 

saved both airplanes due to their high calibre, ongoing 

training programme which the company invests    

heavily in.  
 

Although serious incidents occurred, the outstanding 

professionalism of the flight crew saved the day in in 

both cases. Had the same  incidents occurred on an 

airline operating with stricter financial implications, 

potentially only able to meet the minimum flight crew 

training requirements, the outcomes could have been 

very different. 
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Data in isolation will not tell the whole story. In         

addition to gathering the data available regarding an 

airline’s safety record, it’s important to then analyse 

the data to examine how that airline performs on a 

much broader scale and to consider the capacity it has 

for managing the increasing challenges around flight 

planning and its own approach to risk mitigation.  

 

Criteria to consider in airline selection 
 

Wherever possible, use high profile branded airlines 

with a solid reputation. These include but are not    

limited to Qantas, British Airways, Cathay Pacific      

Airways, Emirates Airlines (United Arab Emirates),    

Etihad Airways (United Arab Emirates), EVA Air 

(Taiwanese airline), Finnair, Lufthansa and Singapore 

Airlines. 
 

To provide a more rounded picture of individual      

airlines, there are a number of online open-source  

aviation portals that can be used. When considering 

each airline, the following are some of the key areas 

worth paying particular attention to: 

 

 The airline’s standing with international regulators 

 The airline’s fatality record over the past ten years 

 The results from the most recent International Air 

Transportation Association safety audit 

 The conformity of the airline's country of origin 

with the International Civil Aviation Organisation's 

eight-point safety parameter 

 The aircraft model and average fleet age. Be        

cautious of airlines with ageing fleets who have   

retired aircraft listed as ‘stored’ - these aircraft are 

often used to cannibalise parts to keep the working 

fleet airworthy. 

 The standard of flight crew training and frequency. 

Examining working conditions and salary can also 

be a good indication of the professionalism of an 

airline. 

 Pilots belonging to a recognised union. This can be 

a solid indication that the airline takes its             

responsibilities seriously for ensuring pilots are fit 

to fly, does not flaunt flight hour restrictions and 

also means the captain has a union to back up any 

safety decisions he/she questions regarding 

maintenance, flight planning or fatigue. 

 The financial standing of the airline. This can often 

reflect on maintenance and the calibre of the flight 

crew. 

 Historical flight plans of the airline. Using live flight 

tracking sites such as Flightradar24 will show       

historical flight plans filtered by individual flight 

number or destination, therefore providing a clear 

indication of which airlines are actively avoiding  

conflict zones and which are not. 

 

 

Mitigating the risk 
 

The complete elimination of aviation risk is obviously 

an impractical goal as not all threats can be removed, 

nor are all possible risk mitigation measures            

economically practical. Being perfectly safe would 

mean ceasing all aviation activities and grounding all 

aircraft.  
 

As global conflict is unlikely to subside any time soon 

and the choice of air corridors becomes increasingly 

diminished, risk mitigation decisions will need to be 

made on an increasing basis by the airlines in whom 

we place our trust.  
 

Although steps are being taken by the aviation         

industry and its regulators to improve the levels of  

intelligence shared and increase flight planning risk 

mitigation, there is still a long way to go. As a result, 

commercial airline flight corridor risk assessment is 

likely to become an integral part of travel risk         

management in the future and organisations should 

be looking to take a more proactive role in assessing 

risk. Key to assessing and mitigating aviation risk is the   

realisation that all airlines are not the same; indeed 

they can differ drastically depending on variations 

such as length of service, location of operation and 

financial standing. The different approaches to risk 

mitigation are clear. Some airlines will comply and 

meet their government’s minimum regulations as a 

basic operating requirement, whereas others will aim 

to consistently exceed these regulations implementing 

far higher self-imposed standards.   
 

Many factors need to be brought together to make 

effective aviation risk assessment possible by those 

responsible for the safety and wellbeing of travellers. 

The focus now, more than ever, is on ensuring a       

holistic approach factoring in economical, operational 

and strategic implications whilst still ensuring that  

passenger safety remains the ultimate determinant. 

 

Anvil’s RiskmaticsTM technology platform includes an 

airline safety scoring module to assist organisations 

with making decisions about which airlines their           

employees should and should not use. Find out 

more by visiting our website www.anvilgroup.com 
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