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Document Protection
Enhanced Privacy and Security for
for documents in transit and at rest
HPE ProLiant servers running Datex DataStealth
software is a paradigm shifting solution that protects 
documents owned by, or stored within, an Enterprise. 
Together, this bundled solution balances privacy, regula-
tory and compliance requirements with the need for use-
ability and accessibility.

A Balancing Act
Everyone wants, and needs, to be able to share 
documents, both internally and externally. 

Organizations worldwide have been experienc-
ing significant increases in the number of 
network breaches, and the associated theft of 
data and documents belonging to those organi-
zations. Data and document theft has become a 
pandemic.

There is a balancing act happening in the data 
security community. Policy makers, and privacy 
and regulatory executives within organizations 
are pushing the ‘custodians of data’ towards 
much more stringent data security and data 
residency controls. At the same time employees 
are demanding access to information. Organi-
zations are struggling to find a balance that 
satisfies the needs of both sides. 

In order to provide simplicity while retaining 
security and control, organizations believe that 
there needs to be a compromise. 

But is a compromise actually necessary? Can 
you achieve security and compliance at the 
same time you achieve usability and conve-
nience?

The Traditional Approach
Encrypting a document is an option if your 
objective is to secure the file at rest. Docu-
ment encryption, however, has its limits.  
Once a file is decrypted there are no access 
controls governing its use.

Data Loss Prevention (DLP) is a relatively 
new term, and is a technology designed to 
prevent confidential internal information from 
going outside the firewall of the organization 
that owns or controls it. DLP does not offer 
much support in multi-lingual environments, 
nor is DLP very good at non-text-based 
media (i.e. CAD, images etc.). 

Digital Rights Management (DRM) technolo-
gies, sometimes referred to as "copy protec-
tion", try to control the use, modification, and 
distribution of documents. Unfortunately, 
DRM restricts users from exercising their 
legal rights under the copyright and other 
laws, which is why most music companies 
have abandoned this technology.

There is a better way.  Meet DataStealth.



DataStealth Solution

Patented paradigm shifting technology

DataStealth is a revolutionary new 
approach that solves the document 
protection dilemma using a simple plug 
and play solution, which works seamlessly 
with all existing security and content 
management solutions in use by your 
organization today. 

At a high level, the DataStealth solution is 
placed in a network between end users 
and endpoints (including document reposi-
tories and Enterprise Content Management 
solutions). Using configurable policies, 
machine learning and artificial intelligence, 
DataStealth inspects documents on the 
way to an endpoint, identifying private/con-
fidential/regulated information contained 
inside the document, and extracts part or 
all of the content of the document. The 
document being stored is an obfuscated 
version of the original document.

When a user attempts to retrieve the 
document at a later date, DataStealth 
re-inserts the information that was extract-
ed, but only for authorized users, and only 
for authorized use cases. Re-identification 
can require multiple levels of authorization 
such as username/password, member of 
an active directory group, IP address, 
Geo-location, 2 factor authentication, and 
more.

To an authorized end user, DataStealth is 
completely transparent, and all documents 
are accessible through the normal chan-
nels.  However, in the event an unautho-
rized user attempts to access documents, 
or if your network security is breached and 
document repositories are accessed, the 
documents remain obfuscated, and of no 
value to the intruder.

The Result
DataStealth is the enabling technology 
you have been looking for.

DataStealth allows enterprises to define 
and implement document protection 
policies to ensure that sensitive data is 
appropriately secured and protected, 
remaining in full control of users and 
access, without impacting usability of 
existing document management or 
storage solutions. Private, sensitive and/or 
confidential documents are never exposed 
without the explicit consent and full 
control over what is deemed to be 
private/confidential/sensitive/regulated 
information within a document, how a 
document is protected, and 
who/when/where a document may be 
accessed.

And because documents in transit and at 
rest are obfuscated, data security admin-
istrators can now start to think about 
using Cloud based storage, and other 
Cloud based solutions. Private/confiden-
tial/sensitive/regulated information 
remains inside an organizations network, 
under their control, and is never exposed 
outside their network.  Risk or compliance 
issues are no longer part of the conversa-
tion.

Learn more at 
www.datex.ca/datastealth
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Easy to deploy
• Plug and Play
• No application development
• No desktop agent/API/Plugin 
• No key management
• Transparent to users and technology

Highly available
• Clustering support
• Multi-site resiliency
• Built-in replication

HPE and Datex
Datex is a software company 
focused on protecting Enterprise 
data and documents. HPE is a 
global technology company that 
helps customers make IT more 
efficient, more productive, and 
more secure. 

For many years, Datex and HPE 
have worked together to 
design and deliver comprehen-
sive and cost-effective solutions 
that comply with the highest 
security standards.


