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Top Tanium Use Cases Tanium Product Modules

Endpoint Detection

and Response

Stop Breaking Your Endpoints

Security Hygiene

IT Operations Management See everything, do anything with Tanium

Relying on a patchwork of point solutions and legacy platforms is a recipe for failure.

IT Asset Visibility It's time to re-platform. Take back control with Tanium.

Tanium Core Platform

Regain control by asking questions about endpoints in plain English and getting
accurate answers in seconds so corrective action can be taken quickly. Visualize
results and feed endpoint data into SIEMs, help desk ticketing systems, CMDBs,

and other third-party systems for additional analysis.
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© interact

Ask a Question Question Builder

get p adcress and domain name

Please select one of the following queries:

« @ Interact

Get IP Address and Domain Name from all machines

Get Tanium Client IP Address and Domain Name from all machines
Get IP Address and Domain Member from all machines

Get IPv4 Address and Domain Name from all machines

Get IPv6 Address and Domain Name from all machines

c Interact Summary

Fundamental Interactions with Endpoints
Interact gives you instantaneous endpoint visibility and control to make better decisions and take faster actions.

= Ask a question: in natural language, with Google-like search
+ Retrieve answers in seconds: so you know their current state
« Take action at scale: change millions of endpoints as needed in seconds
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Tanium Discover

Find unmanaged assets within the enterprise environment and bring them under
control in seconds. Take immediate action on rogue assets and get a rich set of

information for all located assets.
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Tanium Asset

Get a thorough and up-to-date picture of hardware and software inventory to make
the right decisions deploying assets efficiently, and enrich Configuration Management
Databases with accurate information.
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Tanium Patch

Customize patch workflows with up-to-the-second endpoint visibility and control.
Define custom workflows and generate patch reports from every endpoint across

the environment.
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Tanium Deploy

Simplify software deployment, update, repair, and reclamation to reduce risk and cost.
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Deploy Operations

Tanium Map

Quickly and precisely understand your application infrastructure and interrelationships
between endpoints. Prevent self-inflicted outages, identify single points of failure,

provide redundancy, and segment applications.
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Tanium Protect

Manage native operating system controls at enterprise scale. Simplify application
control, anti-malware, and exploit mitigation to reduce the cost and complexity
of endpoint security.

AppLocker

Mode: ® Audit Only

Audit Only mode logs AppLocker activi

Blocking

Blocking mode will prevent pr

Support URL: Optional

Displays a cu

m URL when users try to run a blocked app.

Import Rules From XML: Ple ppLocker fil w. Note that Protect will onfig n. A
previe d of the exclusions

(Ll XML file only
+ Add another

Name: (Default Rule) All files located in the Program Files folder Default Rule a

Rule type: Path
Path:  %PROGRAMFILES%\*
Everyone
Name: (Default Rule) All files located in the Windows folder
Default Rule

Rule type: Path

Path: %WINDIR%\*

Tanium Threat Response

Hunt, detect, investigate, contain, and remediate threats and vulnerabilities with speed
and scalability. Quickly piece together the story of what happened on a single endpoint
and remediate endpoints across the enterprise in seconds.
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Management

"5 EDRWKsD4 found dph-2017-12-08-backoff v Running Processes on Mar 14, 10:30 AM

"2 AlphaExec found doh-2017-12-08-backoff v Tanium ndex on Mar 14, 10:30 AM
"2 Alphaixec found dph-2017-12-08-backoffvia Tanium Index on Mar 14, 10:30 AM
e

"5 EDRWKs05 found dph-2017-12-08-backoff v Running Processes on Mar 14, 1030 AM

File C:\Usaxs\tanium\AppOata\Rosning\Oraclesava\ Javaw. axe

2 EDRWKs0S found uick Add 11/1772017, 9:25:42 PM via Runring Processes on Fob 26, 321 AM
File C:\Users\tantum\AppData\Roaning\Oracledaval Javax. exe

"2 EDRWKs04 found Quick Add 11/17/2017, 8:25:42 PM via Runring Processes on Feb 26, 320 AM
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Tanium Comply

Check endpoints against standard security benchmarks to simplify security hygiene,

compliance, and audit preparation.
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Tanium Integrity Monitor

Improve regulatory compliance by linking file integrity monitoring with active alert
investigation, configuration compliance, and vulnerability scanning.
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@ Integrity Monitor
Q \ Required Integrity Monitor Settings: Three required steps still need to be completed. Complete Now

e Welcome

[
Records changes of your critical files and alerts when

changes are detected.

98%

Roughly 98% of Endpoints
are recording from tota
Endpoints deployed C
See all

Use Tanium™ Integrity Monitor (Integrity Monitor) to simplfy regulatory compliance and make file integrity
monitoring more effective enterprise-wide by consolidating toos, while taking full advantage of the benefits of

the Tanium platiorm.

unity | Use

o How to use Integrity Monitor

Set Up
Watchlists

Set Up Watchlists
Select Watchlists from the left navigation menu, and on the Watchlists page, click Create a £F Set Up Watchlists
New Watchlist.

ﬂ Sample Watchlist BIND

Add predefined templates to your watchiist for eritical files typically i Bt ==l

monitored for Windows and Linux

A linux 1
Tips for Defining Watchlists
o Specific File Paths o Exclusions o Focused Watchlists
Add multiple specific file paths overa If you add a directory path, review the Keep your watchlists small and focused on
single directory path. directory path for things te exclude (log specific terms. Use one watchist for each
files, log directories, temp directories application, software component, or
efc.) system canfiguration for easy maintenance
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Tanium Reveal

Reduce risks of data exposure, mitigate the impact of breaches, & meet

regulatory compliance.
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PCI

€ Reveal

Ruleset Details

PCl standards help companies that accept, process, store, and transmit credit card information maintain a secure environment.

Ruleset Results

Rules List

€ PCI 3 - Cardholder Data

124 P

© PCI 2 - System Passwords

TANIUM.

Tanium gives the world’s largest enterprises
and government organizations the unique
power to secure, control and manage
millions of endpoints across the enterprise
within seconds. With the unprecedented
speed, scale and simplicity of Tanium,
security and IT operations teams now
have complete and accurate information
on the state of endpoints at all times to
more effectively protect against modern
day threats and realize new levels of cost

efficiency in IT operations.
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