THE MINNESOTA SERVIGE COOPERATIVE

CYBER INSURANCE PROGRAM

PREPARE.

RESPOND.
|
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Staying on top of your cyber security is tough. And the constant threat of a cyber-
attack? That doesn’t make it any easier. The private information you store isn’t the only
thing at risk; the public’s trust in you is on the line as well.

ARE YOU PREPARED? HOW WILL YOU RESPOND? WILL YOU RECOVER?

Everyone from non-profits to water utilities and municipalities to school districts are vulnerable to a data loss and
cyber-crime, whether accidental or as a result of a cyber-attack. You need a partner that can help you prepare for a
cybersecurity incident, respond if one occurs, and help you recover financially. The Minnesota Service Cooperative

Cyber Insurance Program does just that.

PREPARE

e Policyholders have access to a proprietary cyber-security risk management portal; you’ll be able to utilize online
training courses, templates for incident response plans & data security procedures, cyber fithess checklists, and
much more

e All material can be tailored to meet the specific legal & regulatory needs of your state
e Unlimited phone support is available to discuss your questions & concerns regarding data security
e Program-exclusive pricing on employee education, phishing simulation, and password management tools

e Additional IT security resources are available through the cooperative purchasing contracts, including firewall
implementation, security auditing, server infrastructure, and more

RESPOND

e |f a breach occurs, you’ll be paired with Breach Coach who will work with you to coordinate a response
e Working with you, your Breach Coach will orchestrate a comprehensive response, including Forensic IT
professionals, Crisis Management Public Relations, Legal Services, Call Center Services, Notification, and Credit

Monitoring Services

RESTORE

e This program has been crafted by a team of industry-leading experts in cyber liability & data breach coverage
e Your ability to recoup losses (or, in many cases, have them paid on your behalf) is enhanced by a policy with
some of the very broadest coverage available, including coverage for damage to your reputation and breach event/

legal costs

A quick & easy online application will save you time, and favorable, pre-negotiated pricing will save you money.

Start preparing today. Apply online by visiting www.hausmann-johnson.com/msccyber



MINNESOTA SERVICE COOPERATIVE CYBER PROGRAM

Recent cyber-security breaches at educational, governmental, municipal, and non-profit institutions have forced the

business managers at these institutions to rethink risk.

Cyber-security breaches come in many different varieties:

A Utah Food Bank suffers a data security incident involving their webpage; more than 10,000 donors’ private

information, including credit/debit card information, is compromised

A Michigan water utility suffers a ransomware attack; the attack shuts down their accounting system, email

service, and phone systems

An inadvertent employee error puts the personal information of 9,600 students & families at risk when that

information is sent in a mass-back-to-school mailing sent by a Minnesota school district

Tens of thousands of county residents’ information is put at risk when that information is found on an

unencrypted server for sale at a local flea market in Texas

Cyber-security breaches not only compromise your network, they can also
compromise your financial outlook and the public’s trust in your organization.

Cyber-security breaches are now a widely-known issue and
not having a plan is not acceptable. This program can help
address the two most significant aspects of your cyber-security
plan: pre-breach mitigation and post-breach response. As a or email
Minnesota Service Cooperative member who holds an MSC
Cyber Program policy, you'll have access to a proprietary ' ‘
cyber-risk management portal to help you mitigate the risk and =
impact of a breach. And if you experience a breach, you’ll be
assigned a Breach Coach who will guide you as you respond,
including coordinating a breach response team to get you back

on your feet as quickly as possible.

Start preparing today. Apply online by visiting
www.hausmann-johnson.com/msccyber

Disclaimer: All coverage statements are subject to the terms & conditions of the policy. In the event of any discrepancy or
misunderstanding, the terms & conditions of the policy will prevail.
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Service Cooperatives

Here to help you

PREPARE, RESPOND and RESTORE.

Hausmann Johnson Insurance You
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