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List of questions to ask your ISO 27001/ISO 22301 consultant
Before deciding about hiring a consultant for your ISO 27001 and/or ISO 22301 implementation, consider these questions and use them while talking to potential consultants.

General questions:
1. What is his experience in your particular industry]? 	Comment by Dejan Kosutic: Try to match consultant’s experience with your industry.
2. How many customers did he have? What kind of customers has he served? Can he provide a reference list?	Comment by Dejan Kosutic: Check if he has experience with companies of your size.
3. What is his reputation – what do other consultants say about him; what do his clients say about him?  	Comment by Dejan Kosutic: Don’t be afraid to call his clients – very often they will be willing to tell you openly how he performed.
4. What is his (business) experience besides ISO 27001 and/or ISO 22301?	Comment by Dejan Kosutic: E.g. experience in different types of operations will help him understand your processes and security challenges. 
5. What is his experience in other ISO standards?	Comment by Dejan Kosutic: Knowledge of e.g. ISO 9001 or ISO 20000 will increase the level of consulting service because he will be able to relate the documentation to other parts of your company.
6. Does he speak your language perfectly?	Comment by Dejan Kosutic: If he doesn’t speak your language well, not only will he have problems communicating with your employees, but he will make lots of mistakes in policies and procedures.
7. Does he have any conflicts of interest?	Comment by Dejan Kosutic: If his company is selling some kind of a tool or software, are they using this consulting job just to better understand how to cross-sell?

ISO 27001/ISO 22301 experience questions:
1. How many ISO 27001/ISO 22301 implementation projects has he finished successfully in the last two years?
2. [bookmark: _GoBack]How many of his customers applied for certification, and how many were successfully ISO 27001 / ISO 22301 certified (in their first attempt)?
3. What was the most complex ISO 27001 / ISO 22301 project he has had? Can he describe it briefly?	Comment by Dejan Kosutic: This question targets the consultant’s experience and what can you (with your complexity) expect from him/her.
4. What is his educational path in ISO 27001 / ISO 22301; i.e. what certificates does he have?	Comment by Dejan Kosutic: Courses (e.g. Lead Auditor Course or Lead Implementer Course) give excellent knowledge.
5. Does he deliver ISO 27001 or ISO 22301 trainings? If yes, how many trainings did he provide, for how many people?	Comment by Dejan Kosutic: Usually consultants who deliver trainings have excellent experience regarding real-world problems and are able to transfer their knowledge to other people - in this case - you. 
6. Has he ever published any expert articles? How many, and where?
7. Did he work as a certification auditor?	Comment by Dejan Kosutic: Such experience will help him understand what the certification bodies are asking at the certification.
8. Can he show you examples of risk assessment documentation that he created for some of his customers?	Comment by Dejan Kosutic: This is useful for several reasons. You can judge: (1) how professional this documentation looks, (2) how appropriate it would be for your company; and (3) if the consultant openly shows the data from other customers, then you know this consultant is not for you (he would probably do the same with your documentation).


Implementation-specific questions:
1. Can he briefly describe ISO 27001 or ISO 22301 requirements:
a. What are the phases in the implementation?	Comment by Dejan Kosutic: You can compare his information with these articles: http://blog.iso27001standard.com/2010/09/28/iso-27001-implementation-checklist/ and/or http://blog.iso27001standard.com/2012/06/05/17-steps-for-implementing-iso-22301/ 
b. What is the minimum documentation that needs to developed?	Comment by Dejan Kosutic: You can compare his information with these articles: http://blog.iso27001standard.com/2013/09/30/list-of-mandatory-documents-required-by-iso-27001-2013-revision/ and/or http://blog.iso27001standard.com/2013/09/02/mandatory-documents-required-by-iso-22301/ 
2. What are the most common issues he has faced in ISO 27001 implementation projects, and what was his approach to resolve them?
3. What is the usual length of the implementation project? What does it depend on?	Comment by Dejan Kosutic: You can compare the results with this tool: http://www.iso27001standard.com/en/free-tools/free-calculator-duration-of-iso-27001-iso-22301-implementation 
4. How would he define the scope of the project in your case?
5. What is his suggestion in regard to defining responsibilities to perform particular tasks in the project?	Comment by Dejan Kosutic: Beware of all tasks he proposes you should be doing.

Price:
1. What is the total price of his services (make sure he includes everything: analysis, interviews, documentation development, training, transportation costs, etc.)?	Comment by Dejan Kosutic: Make sure he openly offers the price for the whole project, because otherwise additional costs might prove to be greater than the initial price. 
2. What are additional services you will have to purchase from other providers?	Comment by Dejan Kosutic: E.g. training, literature, templates, etc. 
3. What is the cost of your employee time participating in the project?	Comment by Dejan Kosutic: Even though the consultant will work on the project, your employees will still be required to invest their time working with a consultant.
See also this article: 5 criteria for choosing an ISO 22301 / ISO 27001 consultant
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