WHAT IS A
DATA BREACH?

A data breach is an incident that
involves the unauthorized or illegal
viewing, access or retrieval of data

by an individual, application or
service. It is a type of security

breach specifically designed to

steal and/or publish data to an
unsecured or illegal location.

Lost or stolen I.T. assets also contributed
to data breaches. 17% of data
breaches were due to lost or stolen I.T.
assets.

(LT. assets include: smartphone, tablet, laptop, external
hard drive,USB flash drive, etc.)

In 2016, the cost per stolen record due to
malicious or criminal atfacks was

This was a higher cost than the cost of a
system glitch ($138) or human error (§133).

DATA BREACH INCIDENTS IN 2016 BY INDUSTRY

Others ( 159 incidents)

- Technology (90 incidents)

- Retail (102 incidents)

- Education (102 incidents)

- Financial (118 incidents)

- Government (137 incidents)

- Heathcare (263 incidents)

X out of every 383 organizations in the world has already been a victim
of a data breach. The healthcare industry experienced the |largest cost of
$358§ per incident.
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The cost was to resolve :

reputation losses, 3
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abnormal turnover of customers, and to 0
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Data breaches cost the most 8

in the US.; the average total
organizational cost in the U.S.
was $7.01 million.
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What should organizations do to prevent a data breach?

P i f
roper d'.siP°se ° Protect against Secure access to
Encrypt data SEASHIVE malware network
information
Keep data Y G s Verify the security Control physical access to
and operating . . controls of third business computers
infformation ) P
systems up to date parties

And partner with an ITAD vendor.
To keep your data safe, only choose ITAD vendors who are:
NAID Certified, R2 Certified, eStewards Certified, ISO 14001 Certified, and insured.
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