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1 CASESTUDY

LITIGATION POWERHOUSE
SHOOK, HARDY & BACON

Establishes a Culture of Information Security with ISO 27001 Certification

For more than a century, the world's leading companies have turned
to Shook, Hardy & Bacon to protect their business investments and
maximize growth opportunities both inside and outside the courtroom.

One of the nation’s largest and most prestigious law firms, Shook, Hardy & Bacon deals with a

variety of sensitive client data, and as a result, must have secure and compliant business practices.

Attorneys and other legal professionals handle an abundance of client data, but many law firms
aren't equipped with the IT-focused staff needed to stay abreast of compliance issues, let alone put

practices in place to ensure client and firm data is protected.

The seventh most frequent target by cyber criminals—the legal industry—is facing increased

pressure from clients to protect their information.

Shook, Hardy & Bacon wanted to be proactive and ensure it was protecting its clients’ information

while following best practices for information security internally.

To accomplish this, the firm established an information governance committee of more than
adozen members; itincluded the firm's CIO, General Counsel, attorneys, additional IT team

members and members of management.

"The committee meets on aregular basis to talk about trends in the industry, trends in general, and

what is happening inside of our firm,” explained John Anderson, CIO of Shook, Hardy & Bacon.
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SECURING CLIENT DATA WITH ISO 27001

Shook, Hardy & Bacon's information governance committee wanted
to have a framework and methodology in place to guarantee it was
following best practices for information security throughout the firm.
It also wanted to have third-party verification that proved its efforts to
outside parties.

In 2013, one of the trends the committee had been eyeing was the ISO 27001 certification, which,

according to Anderson, was a relatively new certification to have in the legal industry.

“It's very important for our clients to know their
information is properly safequarded, and the ISO

27001 certification is a way for us to prove that we
have stronginformation security practices that are
€10, Shook, Hardy & Bacon verified by a third-party auditor.”

JOHN ANDERSON

To get started, the firm worked with an independent security consultant to create a roadmap for
the 1ISO 27001 certification. The security consultant then recommended the firm use Schellman &

Company for its audit.

"Shook, Hardy & Bacon saw this as an opportunity for them to broadcast that it takes information
security very seriously,” said Ryan Mackie, ISO Certification Practice Director at Schellman &

Company.

In 2014, the Schellman & Company team came to Shook, Hardy, & Bacon's Kansas City headquarters

to conduct the first audit and returned a month later to conduct the final audit.
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HOW LAW FIRMS BENEFIT FROM AN ISO 27001

Among the first U.S.-based law firms to receive an ISO 27001 certification,
Shook, Hardy & Bacon has used it as a competitive advantage and has
also been able to create an internal culture of information security.

"Everyone knows their responsibilities and obligations, and we conduct
annual training and ongoing awareness to reinforce it,” Anderson said

of the firm’s culture of information security. "“Many of our clients tell us

they appreciate our approach toward information security, and that our

ISO 27001 certification is proof of our commitment.”

Anderson continued: "We always had an information security awareness program that let everyone
know what their responsibilities and obligations were, but after we developed the additional policies
and procedures that are required for ISO 27001 certification, we were able to require everyone in

the firm to read and acknowledge those policies. We also conduct annual training to reinforce the

policies and obligations.”

Shook, Hardy & Bacon's commitment to information security is allowing the firm to blaze new trails

in the legal industry, according to Mackie.

"They're considered a trailblazer and we definitely applaud them,"” said Mackie. “It's a big effort for
any organization to undertake, specifically one like a law firm, not to mention a law firm that didn't
have necessarily a direct customer requirement. It was a great experience because they see the

value of compliance.”
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Thanks to Schellman’s professionalism, Anderson sees the two
companies continuing to work together.

"They clearly understand security and were always prepared,” said Anderson. "They always treated
us very respectfully, and we enjoyed working with them and look forward to working with them in

the future.”

Given the massive amounts of data law firms handle today, it's only a matter of time before ISO 27001

will become commonplace in the legal industry, according to Mackie.

"For law firms considering ISO 27001, | don't think

there's any better tool to have in their compliance stack
than this one. ISO 27001 lets firms communicate to
their customers that they're serious about their data,

where it's stored and who has access to it.”

RYAN MACKIE

ISO Certification Practice Director, Schellman & Company
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Discover how the Schellman Advantage can help you.

TALK WITH A SPECIALIST

Our Schellman teams have experience performing thousands of attestation

examinations. We're here to answer any questions.

CLICK HERE TO TALK WITH A SPECIALIST

www.schellmanco.com

4010 W Boy Scout Blvd
Suite 600

, SCheu,man Tampa, FL 33607

formerly BrightLine
1.866.254.0000

Outside of the United States,
please dial: +1.973.854.4684
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